 Passwordstate

Enterprise Password Management

Upgrade Instructions

This document and the information controlled therein is the property of Click Studios. It must not be reproduced in whole/part, or
otherwise disclosed, without prior consent in writing from Click Studios.




Click Studios

© ® N o U B W N R

e T < T e
v & W N B O

Table of Contents

UPGRADE OVERVIEW ......iiiiieiuniiiiiiiiiiiinineiiiiiiiieiennasssiiiiiiieiemmssssiiieisteeemsssssssisissesesssssssssssssssassnsssssns 3
BACKUPS, CHECKSUM VALIDATION AND SUPPORT FOR UPGRADES ........ccccccceeiiriimmmnnnnniiiinnneennnnnnnnes 5
HIGH AVAILABILITY CONSIDERATIONS ........cciiiiiiiimtmntiiiiiiniienineiiiieiiteeensssssiiiiieiieemsssssssisiesssessssssssns 6
MAINTENANCE IMODE.......cccuuuuuiiiiiiiiiiiinnntiiiiiiiitiennasssiiiiiiietemmssssiiiietetemssssssiieietttersssssssssesesessssssssns 7
UPGRADING PASSWORDSTATE CORE INSTALLATION .....ccoiiiiiiieeiiiiiiiiiiiiineeeniinnenensseeesssnsnssesssaassees 8
UPGRADING HIGH AVAILABILITY INSTANCE OF PASSWORDSTATE .....ccevrreeeeiiiiiniiinineeccinnneneneeenenen. 9
BUILD 9493 DATABASE CONSIDERATIONS.......ccitiieeeeiiiiniiiiinenniinnessnssesesssissssssssasassssnssssesssanssees 10
BUILD 9968 CONSIDERATIONS FOR MULTISUBNETFAILOVER SETTING IN WEB.CONFIG FILE ........... 13
FIND WHERE ANY DEPENDANT MODULES ARE INSTALLED .........ccoiimiimimmuneiiiiiniiennnenesinnneeennsanenee. 14
APP SERVER UPGRADE INSTRUCTIONS .....cccuuiiiiiiiiiiiiiiiiiiinniininneaescinnsssssssassssssnseessssssssssnsnnne 16
PASSWORD RESET PORTAL UPGRADE INSTRUCTIONS .......ccoereueiiiiiiiiiiiiieencinnnnensnssesesennnesenen 17
REMOTE SITE LOCATIONS AGENT UPGRADE INSTRUCTIONS..........cccorriimmmeeiiiinniinnnineneinnnnenenene 18
SELF DESTRUCT MESSAGE WEB SITE UPGRADE INSTRUCTIONS.......ccccccciiiiiiriiiiinencininneneneneaanen. 19
BROWSER BASED REMOTE SESSION LAUNCHER GATEWALY .......cccoiiimiimmmmneiiiinniinnineesennnnennne. 21

UPGRADE DEPENDENCY MATRIX......coitimiiriiiiiniiiiniiiiniiiiiienesiisienessisienesiiensssienssssenees 22



Click Studios

1. Upgrade Overview

This document will detail instructions for upgrading to the latest build of Passwordstate 9. It will also detail
instructions for upgrading any additional modules if you have them already installed.

Please reference the Upgrade Dependency Matrix section and the end of this document, to confirm if any
dependant modules also need to be upgraded, when you upgrade your core Passwordstate installation.

If you are unsure if you have any additional modules installed, please see section “Find Where any
Dependant Modules are Installed” in guide below.

When upgrading Passwordstate, updates are cumulative; you don't need to install intermediate versions.
The only exception to this rule is if you are running a build older than 8995. This guide explains how to
upgrade if you are running a build older than this.

™ If you are upgrading from a build prior to 9493, please read the section “Build 9493 Database
Considerations” below.

™ To determine where Passwordstate is installed, and what database server hosts the data, login with a
Security Administrator account and go to the Administration tab -> Passwordstate Administration
page. The build number, webserver name and database server name are all located on this page.

™ Do not replace your web.config file after a successful upgrade. This could potentially cause errors
when accessing your website.

™ |f you are using the High Availability module of Passwordstate, please see Section 3 “High Availability
Considerations” prior to upgrading

™ Your license agreement allows you to use your production license keys on a test instance of
Passwordstate. If you want to practice upgrades on a test system using a copy of your production data,

see this Blog Post


https://blog.clickstudios.com.au/can-you-setup-a-test-instance-with-production-data/
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1 System Requirements - General

Web Server

Your web server which will host the Passwordstate web site can be any of the following Operating System
versions, with required components:

e  Microsoft Windows Server 2016, 2019, 2022, 2025 or Windows 11
e _.NET Framework 4.7.2. or Higher
e PowerShell 5.0 or above (comes preinstalled with OS)

e Microsoft OLE DB 18 (installed as part of Passwordstate installation)

Database Server
The following SQL Server versions are supported. Any versions of SQL Server can be used i.e., Express,
Standard, Enterprise.

e Microsoft SQL Server 2016
e Microsoft SQL Server 2017
e Microsoft SQL Server 2019
e Microsoft SQL Server 2022
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2. Backups, Checksum Validation and Support for Upgrades

Prior to performing any upgrades of Passwordstate, it is strongly recommended you perform backups of
your Passwordstate data, and also validate the checksum of upgrade source files you download from Click
Studios’ CDN network.

Backups

A complete backup of Passwordstate requires a copy of your install folder, and a backup of your SQL
database. It's possible to back these up using the built-in Backups feature in Passwordstate, or you can use
your own 3™ party solution to back up this data.

If you need to do a complete restore, you will need to revert your install files and database back to the
exact condition they were in just prior to your upgrade.

This forum post explains in more details about the different types of backups you can take before your
upgrade, and how to recover from a disaster: https://forums.clickstudios.com.au/topic/15406-backups-
options-before-upgrades/

Performing Checksum Validation
Downloading the source files to perform upgrades can be done via the following page on the Click Studios
web site - https://www.clickstudios.com.au/passwordstate-checksums.aspx.

On this page, the published checksums are also available, along with Powershell examples of how to
validate those checksums.

Validating the checksum is a guaranteed method of ensuring the source files you download were signed
and provided by Click Studios.

How to get help with a Failed Upgrade?

Understandably, in the event of a failed upgrade you may need to restore your environment quickly, so
your users can resume using Passwordstate immediately.

If you need to restore your environment before Click Studios technical support can assist, first collect your
upgradelog.txt file from your Passwordstate webserver and take any screenshots of any errors you think
could help troubleshoot the issue.

By default, the upgrade log file can be found in c:\inetpub\passwordstate\upgrades\upgradelog.txt

Please log a support call through the Click Studios Support Portal and supply your upgrade log and any
screenshots to help troubleshoot the issue



https://forums.clickstudios.com.au/topic/15406-backups-options-before-upgrades/
https://forums.clickstudios.com.au/topic/15406-backups-options-before-upgrades/
https://www.clickstudios.com.au/passwordstate-checksums.aspx
https://www.clickstudios.com.au/support.aspx
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3. High Availability Considerations

If you are licensed for the High Availability module, this will most likely mean the you have two production
Passwordstate websites replicating data in real time using some form of SQL Replication.

The more advanced and modern replication technologies such as Always On or Basic Availability Groups
can handle database schema changes whilst still having replication enabled. But if you are using Microsoft
SQL Transactional Replication this does not process schema changes automatically.

In this scenario you will need to delete your transactional Publisher and Subscriber before you upgrade
your primary Passwordstate server, and re-establish replication before you attempt to upgrade your
second Passwordstate web server.

You will find documentation on setting up different types of SQL Replication on the Click Studios
Documentation Page.

™ Occasionally an upgrade will perform a re-encryption of data in your database. This process is
completely automated, but best practice is to pause or disable SQL replication whilst upgrading your
primary server. You can resume replication once the primary server is completed. Check Change Log
notes before each build to determine if re-encryption will occur. You will see a note in the Change Log
saying “the database upgrade screen may take some time to complete”

Not all Passwordstate releases have database schema changes, which means you may not have to
delete your Transactional Replication as part of your upgrade process. See section Upgrade
Dependency Matrix at the end of this document for information on which builds will make changes to
the schema.

If you are using Transactional Replication, and you see a notification on your database upgrade screen
that replication still appears to exist when performing your upgrade, run the following SQL commands
to clean up left over replication tables and data:

USE Master
EXEC sp_removedbreplication passwordstate


https://www.clickstudios.com.au/documentation/
https://www.clickstudios.com.au/passwordstate-changelog.aspx
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4. Maintenance Mode

Maintenance Mode is a feature you can optionally turn on before you start an upgrade.

This feature will trigger a pop-up notification for any active user in their browser, and advise them to save
their work and log out of Passwordstate. The default time for users to log out is 5 minutes, but this is
configurable when turning on this feature.

Once the system is in Maintenance Mode, the website will not be accessible by anyone apart from the user
who turned on Maintenance Mode. The Passwordstate Windows Service and APIs will also be unavailable
whilst the system is in this state.

When the Upgrade is complete, Passwordstate will automatically be taken out of Maintenance Mode and
all services will resume as normal.

You can also manually turn off Maintenance Mode if required. This blog post explains more about this
feature: https://blog.clickstudios.com.au/what-is-maintenance-mode/

Below is a screenshot of what your users will see, when the system is in Maintenance Mode, with
usernames redacted:

Passwordstate

v? Passwordstate Maintenance Mode

Passwordstate is currently configured for Maintenance Mode, preventing you from accessing the site,

’lease speak with the Security Administrator listed below to find out when the site will be available

Maintenance Mode Security Administrator

FirstNam

surname

m

You are currently access Passwordstate with the following account:

Current Logged In User

UserlD: ¢
UserlD

FirstName

Surname



https://blog.clickstudios.com.au/what-is-maintenance-mode/
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5. Upgrading Passwordstate Core Installation

This section shows how to upgrade your core Passwordstate website.

™ Do not replace your web.config file after a successful upgrade. This could potentially cause errors
when accessing your website.

™ If your core Passwordstate software is version 8995 or above, this process will upgrade directly to the
latest version. If you are running any build less than 8995, you will be required to perform a double
upgrade

™ If you are upgrading from a build prior to 9493, please also read the section “Build 9493 Database
Considerations” section below.

1. Determine the version of Passwordstate you are running. If you are running a build less than 8995,
then go to Step 2. If you are running a build 8995 or higher, go straight to Step 5

2. Download the “Passwordstate 8 (Build 8995)” upgrade file from the checksums page and extract the
zip file to a temporary location

3. Run the passwordstate.exe as an Administrator (right click and Run as Administrator) on your
Passwordstate web server — simply follow the on-screen instructions for the upgrade wizard

4. Browse to your Passwordstate URL. When you log in, you'll be presented with a database upgrade
screen. Click the Start Upgrade button to initiate the database upgrade phase and this process is
completely automated

5. Download the “Passwordstate 9 (Build 9xxx)” upgrade file from the checksums page and extract the
zip file to a temporary location. (The version will change depending on what build we have released)

6. Run the passwordstate.exe as an Administrator (right click and Run as Administrator) on your
Passwordstate web server — simply follow the on-screen instructions for the upgrade wizard

7. Browse to your Passwordstate URL. When you log in, you'll be presented with a database upgrade
screen. Click the Start Upgrade button to initiate the database upgrade phase and this process is
completely automated

Your upgrade is complete. You should now be able to log in and you will be running the latest version
of Passwordstate 9.


https://www.clickstudios.com.au/passwordstate-checksums.aspx
https://www.clickstudios.com.au/passwordstate-checksums.aspx
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6. Upgrading High Availability Instance of Passwordstate

Once your primary site has been upgraded to the latest build of version 9, follow these instructions to
upgrade your High Availability instance of Passwordstate if you have purchased this additional module.

1. Ensure you have established SQL replication if you have multiple databases in your High Availability
environment. Your databases should be an exact mirror or each other before you attempt to upgrade
your High Availability website. To confirm both databases are running the latest build, run this SQL
query below:

USE Passwordstate
SELECT BuildNo
FROM SystemSettings

2. Determine the version of Passwordstate you are running. If you are running a build less than 8995,
then go to Step 3. If you are running a build 8995 or higher, go straight to Step 6

3. Download the “Passwordstate 8 (Build 8995)” upgrade file from the checksums page and extract the
zip file to a temporary location

4. Run the passwordstate.exe as an Administrator (right click and Run as Administrator) on your
Passwordstate web server — simply follow the on-screen instructions for the upgrade wizard

5. Manually delete the file c:\inetpub\passwordstate\App_JScript\cs_library-8537.min.js

6. Download the “Passwordstate 9 (Build 9xxx)” upgrade file from the checksums page and extract the
zip file to a temporary location. (The version will change depending on what build we have released)

7. Run the passwordstate.exe as an Administrator (right click and Run as Administrator) on your
Passwordstate web server — simply follow the on-screen instructions for the upgrade wizard

8. If upgrading from a build of Passwordstate earlier than 9947, and only if using a load balancer in front
of your Passwordstate web servers, static machinekey settings are required in 1IS for seamless failover
between web servers when required. To generate static machinekey value, you will need to generate
new Validation and Decryption machine keys in 1IS. Below are the steps for this:

a. Onyour primary web server, open Internet Information Services (IIS) Manager
b. Browse to the Passwordstate website, and click on Machine Key icon

c. Click the Generate Keys button on the right-hand side of the page, and then click the Apply
button

d. Copy the "C:\inetpub\Passwordstate\web-machineKey.config" file across to your second
Passwordstate webserver, replacing the existing file

9. The upgrade of the High Availability instance is complete

™  When upgrading your High Availability webserver, you should never be prompted to upgrade the
database. If you are prompted to upgrade your database, there is something wrong with your SQL
replication and you should investigate this before proceeding any further.

™ Both Passwordstate installs and databases must be running the same version in order for your websites
to function correctly. This guide explains how you can determine this:
https://forums.clickstudios.com.au/topic/1664-how-to-tell-what-version-of-passwordstate-i-am-using/



https://www.clickstudios.com.au/passwordstate-checksums.aspx
https://www.clickstudios.com.au/passwordstate-checksums.aspx
https://forums.clickstudios.com.au/topic/1664-how-to-tell-what-version-of-passwordstate-i-am-using/
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7. Build 9493 Database Considerations

In Build 9493 of Passwordstate, Click Studios introduced support for Unicode characters for our

international customers. This change requires many fields in the database to be changed to a datatype of
NVARCHAR.

This change will result in approximately 300% to 400% database growth, possibly even more in some cases,
and the upgrade will take longer than normal. Some customers have seen the upgrade take up to 20

minutes. The more data you have stored in your database will result in a longer upgrade through build
9493,

If you are upgrading from an earlier build than 9493, then please consider the following recommendations,
to ensure a seamless upgrade experience.

Pre-Upgrade Considerations — Check Available Space

It is important that you have not only adequate free disk space for the upgrade, but also that you have not
limited database growth within SQL Server for your Passwordstate database. To find the size of your
database, right click it in SQL Management Studio Tools and select Properties:

| W Database Properties - passwordstate - [m] X
Selectapage T Seript ¥ @ Help

# General . .

I3Fic:| Ensurejthis;isisetito

# Filegroups Database name: passwordstate e

# Options L_J/nl_lm |te@

# Change Tracking Owner:

# Permissions
# Extended Properties

# Mirroring
# Transaction Log Shipping Database files:
# Query Store Logical ... File Type Filegrougl Size (MB) utogrowth S¥laxsize Path
passwor.. ROWS Data PRIMAR ! By 64 MB, Unlimited ...  C\Program Files\Microsoft SQL ServerMSSQL15.
passwor.. LOG Not Appl§ 72 y 64 MB, Limitedt.. .. C:\Program Files\Microsoft SQL ServerlMSSQL15.
| Connection %
| Server:
Connection:

¥ Vew connecton propetes Total sizeofidatabase is these two
"t e —— el e P e e Pt St

values;added together;

Progress
Ready

Add Remove

In the example above, the database is just under 500mb in size, so the SQL server will need at very
minimum 2GB of free disk space. The more space you have free, the better.
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Pre-Upgrade Considerations — Reduce Space within Database

There are a couple of methods to reduce the size of your database, prior to upgrading:

Option #1: Reduce Auditing Records

Passwordstate has two tables for auditing, and these are called Auditing, and AuditingArchive. Older data
will automatically be moved from the Auditing table into the AuditingArchive table, and this archived data
is generally not referenced by Passwordstate. The purpose of this AuditingArchive table is to increase
website performance but also retain data for compliance reasons.

To check the number of rows you can run the following queries in SQL Server Management Studio. If you
have millions of rows, you should consider cleaning up this table”

USE Passwordstate

SELECT COUNT(*) FROM Auditing
SELECT COUNT(*) FROM AuditingArchive

If needed, below is a screenshot of how you can export your AuditingArchive table (if required for
compliance reasons), or This Forum Post explains this in more detail.

Object Explorer
Connect~ ¥ ¥ (VS

=
a Databases
System Databases
Database Snapshots

5 dbo BlockedEmailNotificationGroups
E7 dboBlockedIPAddresses

B dboBlockedNotifications

BT dbo BrowserExtensionSettings
£ dbo.Debuginfo

B8 dbo DiscoveryJobHistory

E7 dboDiscoverylobHostsACL

E7 dbo.Discoverylobs

E7 dbo.DiscoverylobsACL

£ dbo.DiscoveryOUs

B9 dbo DiscoveryScripts

B dbo EmailNatificationGroups

B dbo.EmailNatificationGroupsACL
B dbo.EmailTemplates

ER dbo Extemallinks

B dbo FeiledResetTasks

.
L] -2 parvwre——

Dat

o = Tab New Query
Script Database as 3
Tosks - 3 Detach...
Policies ’ Take Offline
= Facets Bring Online
=
= Start PowerShell Stretch 4
= Azure Data Studio 3

Encrypt Columns..

= Report:
= eports ' Data Discovery and Classification »
x| Rename Vulnerability Assessment >
= Delete
= Shrink »
m Refresh Back Up..
= Properties G R
= b estore
F dbo.BadPasswords o,

Launch Database Mirroring Monitor...
Ship Transaction Logs..

Generate Scripts..

Generate In-Memory OLTP Migration Checklists

Extract Data-tier Application...

Deploy Database to Microsoft Azure SOL Database...
Expert Data-tier Application..
Register as Data-tier Application...
Upgrade Data-tier Application...
Delete Data-tier Application...

Import Flat File.
Import Data...

E7 dbo FavoritePasswordLists

Export Data.. ©

3 dbo.FavoritePasswords
9 dbo FeaturesACL
A dbo.GridSettings

&7

Copy Database...

Manage Database Encryption...

BB dbo HandshakeRequests
B dboHomePageColumns
B dbo HostDocuments

0 P e HostEnlderd)

Database Upgrade

Once you have exported your data, you can remove all data in the AuditingArchive table by running this

SQL script:

USE Passwordstate

TRUNCATE TABLE AuditingArchive


https://forums.clickstudios.com.au/topic/15498-how-to-manually-export-auditing-archive-table-and-then-remove-all-data-from-it/
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Option #2: Shrinking the Database

If you are not using any form of SQL Server replication, you can change the recovery mode of the database
to Simple as per the screenshot below. Check with your database administrator prior to changing this, as
this can prevent transaction log restores throughout the day, but does not prevent normal full backups and
restores:

W Database Properties - passwordstate — a X

Selectapage

# General

# Files

# Filegroups

*

# Change Tracking

# Permissions

& Extended Properties
& Mirroring

# Transaction Log Shipping
# Query Store

I Script ¥ @ H

Collation:

Recovery model: Simple
Compatibility level:
Containment type: None

Other options:

sl N

SQL Server 2019 (150)

Automatic
Auto Close False
Auto Create Incremental Statistics False
Auto Create Statistics True
Auto Shrink False
Auto Update Statistics True
Auto Update Statistics Asynchronously False
~ Containment
Default Fulltext Language LCID 1033
Default Language English
Connection Nested Triggers Enabled True
Transform Noise Words False
Server: Two Digit Year Cutoff 2049
~  Cursor
Connection: Close Cursor on Commit Enabled False
Default Cursor GLOBAL
" ~ Database Scoped Configurations
¥ View connection properties Legacy Cardinality Estimation OFF
Legacy Cardinality Estimation For Secondary PRIMARY
Max DOP 0
Max DOP For Secondary
Parameter Sniffing ON
Progress Parameter Sniffing For Secondary PRIMARY
Ready EJUBW CA)pF\m\zer Exes o 9EF [

Auto Close

SQL_Latin1_General_CP1_CI_AS

Cancel

Alternatively, you can run the following command in SQL Server Management Studio — this will try and
shrink both the database file, and transaction log file, if possible:

DBCC SHRINKDATABASE (Passwordstate)

Post-Upgrade Considerations — Shrink Database Again

As the conversion to NVARCHAR will increase the size of your database transaction log, it is recommended

you shrink the Passwordstate database again after you upgrade, by following one of the options mentioned
above.
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8. Build 9968 Considerations for MultiSubnetFailover Setting in
Web.config file

In build 9968, SQL Server 2012 Native Client is no longer required. Instead, Microsoft’s OLE DB 18 is used,
and may have implications for customers with High Availability for SQL Server.

In your web.config files, if you have MultiSubnetFailover=Yes in your database connection string, this
needs to be changed to MultiSubnetFailover=True.

If this setting is not changed, it will prevent you logging into Passwordstate, after upgrading from a build
prior to 9968.

If you do not see your database connection string in the web.config file i.e. <add
name="PasswordstateConnectionString"..... then it’s likely you have encrypted this file. To decrypt it,
please follow the appropriate section of this guide -
https://www.clickstudios.com.au/downloads/version9/Encrypt Passwordstate Config Files.pdf

The default path for your web.config file is c:\inetpub\passwordstate.


https://www.clickstudios.com.au/downloads/version9/Encrypt_Passwordstate_Config_Files.pdf

Click Studios

9. Find Where any Dependant Modules are Installed

This section will explain how you can locate if and where any additional modules are installed, so you can
determine if they need to be upgraded after you upgrade your main Passwordstate website.

Module Name Additional | Description Location
License
Required?
High Availability Node Yes Second Passwordstate website that | In Passwordstate go to
is gffectlvely a mirror of your. Administration ->
Primary Passwordstate website. Authorized Web
Can be running in Read/Write or Servers and look for a
Read Only mode. server on that page with
Used to ensure instant access to the “High Availability”
data in the event of an outage of server role.
your Primary server, or for Load
balancing purposes.
Can be connected to same SQL
database as primary server but
typically connected to a second SQL
database, that is replicating data in
real time from and/or to the Primary
SQL database.
App Server No Separate website that is primarily In Passwordstate go to
used for the Mobile iOS or Android Administration ->
Apps to connect to, but can also act | Authorized Web
as a proxy for other features to Servers and look for a
connect through such as Self server on that page with
Destruct Messages, Browser the “App Server” server
Extensions, or APl requests. role.
Self Destruct Push/Pull | No Separate website that can be used In Passwordstate go to
website to access self-destruct messages. Administration ->

System Settings -> Self
Destruct Messages tab.

Look for a “Separate
Site URL” field and if
populated, a DNS
lookup on that URL will
advise where the server
is located
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Browser Based
Launcher

No

Used to remote into servers and
hosts on the network within a new
tab in your browser (RDP and SSH).

In Passwordstate, go to
Administration ->
Remote Session
Management ->
Browser Based
Gateway Settings and
look for a URL on that
page, and if populated,
a DNS lookup on that
URL will advise where
the server is located

Password Reset portal

Yes

Additional website you can install on
any server of your choice, where
standard users can log in and reset
or unlock their own Active Directory
account password.

In Passwordstate, go to
Administration ->
Password Reset Portal
Administration ->
System Settings ->
Miscellaneous tab.

Look for a URL field and
if populated, a DNS
lookup on that URL will
advise where the server
is located

Remote Site Locations

Yes

Windows Service/Agent that can be
installed on remote air gapped
networks, for the purpose of
privileged account management on
those networks. These agents are
self-updating, so typically should not
require any sort of manual upgrade
to be performed.

In Passwordstate, go to
Administration ->
Remote Site
Administration ->
Remote Site Locations.

If you have any remote
sites added on this
screen, it will list which
server they are installed
on.

It will also show the
version number, and
they should all be
running the same
version, if the self-
updating feature is
working.
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10. App Server Upgrade Instructions

Please refer to the section ‘Upgrades Dependency Matrix’ below to determine if you need to follow the
instructions below to upgrade the Passwordstate App Server install.

In this upgrade Matrix, if there are any builds which indicate the App Server, Self-Destruct or Browser
Extensions require an upgrade from the build you are currently using, then follow these instructions:

1. Inyour Passwordstate folder (typically c:\inetpub\passwordstate), you will see a sub-folder called
Downloads.

2. Take a copy of the file PasswordstateAppServer.exe, and copy it across to the server where you have
your App Server installed

3. Run PasswordstateAppServer.exe as an Administrator (right click and Run as Administrator), and
follow the on-screen instructions for the upgrade wizard
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11. Password Reset Portal Upgrade Instructions

Please refer to the section ‘Upgrades Dependency Matrix’ below to determine if you need to follow the
instructions below to upgrade the Password Reset Portal install. If needed, follow these instructions:

1. Inyour Passwordstate folder (typically c:\inetpub\passwordstate), you will see a sub-folder called
Downloads.

2. Take a copy of the file PasswordstateResetPortal.exe, and copy it across to the server where you have
your Password Reset Portal installed

3. Run PasswordstateResetPortal.exe as an Administrator (right click and Run as Administrator), and
follow the on-screen instructions for the upgrade wizard

= Important Upgrade Instructions

If upgrading your core Passwordstate installation from a version earlier than build 9611, then there is a
once off manual step required when upgrading your Password Reset Portal Installation. Please follow the
instructions below for this:

1. In Passwordstate, go to the screen Administration -> Password Reset Portal Administration ->
System Settings -> API tab

2. Copy the “Portal Web Site Communication APl Key” value you see below in the screenshot

Portal Web Site Communication APl Key

The following AP Key is used for communication between the Password Reset Portal web site, and the APl within Passwordstate.
APIKey [goabfa78ac63253bf400253d8627cass || Generate New Kay
If you generate a new API Key here, you need to update the "CommsAPIKey" setting in the web.config file, within your Password Reset Portal's installation folder.

3. Inyour Password Reset Portal folder, typically in the path of c:\inetpub\PasswordstateResetPortal,
edit the web.config file and add the line you see in the screenshot below — with your API Key value.
Save the file after making this change.

<add key="CommsAPIKey" value="d9abf478ec63253bf4e9253d8637caa6" />

on targetFramework="4.5.1"

Note: If you tried to access your Password Reset Portal site before following the instructions above, you
will need to restart Internet Information Services (1IS), or reboot your server, to avoid an error message
about the APIKey not being found.
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12. Remote Site Locations Agent Upgrade Instructions

With any deployed Remote Site Location Agents, these will automatically upgrade themselves within 10 to
15 minutes after you have upgraded your main Passwordstate server.

As of build 9300, the upgrade process has been changed to download upgrades from your Passwordstate
web server itself, instead of from Click Studios’ CDN network.

Because of this change in architecture, if you are upgrading Passwordstate from a build earlier than build
9300, you need to follow the instructions below to perform a manual upgrade — all subsequent upgrades
will be automatic:

1. Inyour Passwordstate folder (typically c:\inetpub\passwordstate), you will see a sub-folder called
Downloads.

2. Take a copy of the file PasswordstateAgent.exe, and copy it across to the server where you have
your Agent installed

3. Open a DOS prompt as Administrator, and browse to the directory where you copied the file, and
run the following command:

PasswordstateAgent.exe /s

™  To check the versions of each agent, visit the Administration -> Remote Site Administration -> Remote
Site Locations and each site along with the version will be displayed on this screen
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13. Self Destruct Message Web Site Upgrade Instructions

There are three versions of the Self Destruct Message Web sites available, and each have different upgrade
processes.

Standard Self Destruct

This site is embedded by default with your main Passwordstate install, and will get upgraded automatically
when you upgrade the core Passwordstate website.

App Server

It can also be used as part of the Passwordstate App Server, and section “App Server Upgrade Instructions”
above describes upgrading this feature, if you have deployed this separately from your Passwordstate
install.

Push/Pull Self Destruct

Another version of Self Destruct is available called “Push/Pull”, in which the site uses a local SQLite
database, and your core Passwordstate installation pushes and pulls all data to this SQLite database. This
Self Destruct web site implementation does not require any access back to your Passwordstate SQL
database.

To upgrade the Push/Pull version of the Self Destruct Message web site, follow these instructions:

1. Invyour Passwordstate folder (typically c:\inetpub\passwordstate), you will see a sub-folder called
Downloads.

2. Take a copy of the file PasswordstateSelfDestruct.exe, and copy it across to the server where you have
your Self Destruct Web Site installed

3. Run PasswordstateSelfDestruct.exe as an Administrator (right click and Run as Administrator), and
follow the on-screen instructions for the upgrade wizard

= Important Upgrade Instructions

If upgrading your core Passwordstate installation from a version earlier than build 9960, then there is a
once off manual step required when upgrading the Push/Pull version of Self Destruct, if you have deployed
that version. Please follow the instructions below for this:

1. In Passwordstate, go to the screen Administration -> System Settings -> Self Destruct Messages
tab

2. Generate and copy the “Communications APl Key” value you see below in the screenshot (Do not
click the Save button at this stage, as it will try and perform test communication to the Self
Destruct web site’s API)
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Push/Pull Deployment

If you are wanting to use the Push/Pull option, where all data is pushed/pulled from your Passwordstate instance, please use the install guide below, as well as specifying the en|

Self Destruct Install Guide Download Self Destruct Installer

Encryption Key: |?62&da8:?1?d0091932c986‘.’8b6282c29b04c4e4892c59333659: 6fb3esb1 | Generate New Key
Warning: Changi is key will also require you to :-1;-‘1?3"—;\{ g' file in the Self Destruct Me

fa17f2bb194de7 10e718ebb3c760346ed0df6b67 d3703dedd0fffcs!
Warning: Changing this key will also require you to change the

Communications API Key: *

584437fba | Generate New Key

web.config' file in the Self Destruct Me

3. Inyour Self Destruct web site folder, typically in the path of C:\inetpub\PasswordstateSelfDestruct,
edit the web.config file and add the line you see in the screenshot below — with your API Key value.
Save the file after making this change.

<add key="CommsAPIKey" value="fal7f2bb194de710e718ebb3c760346ed0df6b67d3703de9d0fffc6584437fba" />

Now back in Passwordstate on the System Settings screen, you can click the Save button.

Now restart your Passwordstate Windows Service on your core Passwordstate webserver to finish this
process.
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14. Browser Based Remote Session Launcher Gateway

By default, the Browser Based Remote Session Launcher Gateway is embedded with your Passwordstate
web site. This will get upgraded automatically when you upgrade the core Passwordstate website.

This Gateway can also be installed on a separate server to where you have Passwordstate installed if
desired. If you have deployed the Gateway separately to your main Passwordstate web site, you will need
to follow the instructions below to manually upgrade your Gateway.

1. Loginto the server where the Gateway has been installed, stop the ‘Passwordstate Gateway
Maintenance’ and ‘Passwordstate-Gateway’ Windows Services

2. From your core Passwordstate installation, copy the “html” folder across from the folder
C:\inetpub\Passwordstate\hosts\gateway to where you have the Gateway installed (default path
is C:\Program Files (x86)\Passwordstate Remote Session Gateway\gateway), and overwrite existing
files

3. From your core Passwordstate installation, copy the following 4 files across from the folder
C:\inetpub\Passwordstate\hosts\gateway to where you have the Gateway installed, and
overwrite existing files:

a. License

b. Passwordstate-Gatewayw.exe
c. SparkGateway.exe

d. SparkGateway.jar

4. Restart the ‘Passwordstate Gateway Maintenance’ and ‘Passwordstate-Gateway’ Windows
Services

Build 9627 Changes

If you are upgrading from a build of Passwordstate prior to 9627, then the following is required — there has
been some architectural changes to the Remote Session Gateway:

1. As per point 2 above, you need to copy across the html folder to where you have the gateway
installed separately

2. Inthe gateway.conf file, you need to:
a. Add the line “recdir.play.enable = true” as you see in the screenshot below

b. And update the “html|” setting to be like the screenshot below

c. Then restart the “Passwordstate-Gateway” Windows Service
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15. Upgrade Dependency Matrix

The following table below shows which Passwordstate Build Numbers require schema changes in the database, or any other dependant modules which also
require upgrading at the same time - after you have upgraded your installation of Passwordstate.

Some of these modules do get updates to them over time, but you are not necessarily forced to upgrade them when you upgrade your main Passwordstate
instance.

Build No Database App Mobile Password Reset Remote Site Browser Self Browser Based Client Based
Schema Server Apps Portal Locations Agent Extensions Destruct Gateway Launcher
Updates
9983 No No No No No No No No No
9980 No No No No No No No No No
9972 Yes No No No No No No No No
9970 No No No No No No No No No
9968 Yes No No No No No No No No
9965 Yes No No No No No No No No
9961 No No No No No No No No No
9960 Yes No No No No No Yes No No
9955 No No No No No No No No No
9952 No No No No No No No No No
9950 No No No No No No No No No
9947 No No No No No No No No No
9943 Yes No No No No No No No No
9938 Yes No No No Yes No No No No
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9930 No No No No No No No No Yes
9925 No No No No No No No No No
9922 No No No No No No No No No
9920 Yes No No No No No No No No
9915 No No No No No No No No No
9911 Yes No No No No No No No No
9905 Yes No No No No No No No No
9894 No No No No No Yes No No No
9890 No No No No No No No No No
9881 Yes No No No No No No Yes Yes
9873 No No No No No No No Yes No
9866 No No No No No No No No No
9858 No No No No No No No No No
9853 No No No No No No No No No
9849 No No No No Yes No No No No
9839 No No No No No No No No Yes
9835 Yes No No No Yes No No Yes No
9823 Yes No No No No No No No No
9811 Yes Yes No No Yes No No No No
9795 Yes No No No No No No No No
9786 No No No No No Yes No No No
9785 Yes Yes No Yes No Yes No Yes No
9753 No No No No No No No No Yes

9737 No No No No No No No No No



Click Studios Passwordstate Upgrade Instructions

9735 No No No No No No No No No
9727 Yes No No No No No No No No
9715 No No No No No No No No No
9708 No No No No No No No No No
9700 Yes Yes No No No No No No No
9665 No No No No No No No No No
9661 Yes No No No No No No No No
9653 No No No No Yes No No No No
9630 No No No No No No No No No
9627 Yes Yes No Yes Yes No No Yes No
9611 Yes No No Yes Yes No No No No
9595 No No No No No No No No No
9593 Yes Yes No No No No No No No
9583 Yes Yes No Yes Yes No No Yes No
9535 No Yes No Yes Yes No Yes No No
9533 No No No No No No No No No
9531 No No No No Yes No No No No
9519 Yes No No No No No No No No
9512 Yes No No No No No No No No
9500 No No No No No No No No No
9493 Yes Yes Yes Yes No No No No No
9471 Yes No No No Yes No No No No
9455 Yes No No No No No No No No

9435 Yes Yes Yes No No No Yes No No
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9414 No No No Yes No No No No No
9400 Yes No No Yes No No No No No
9381 Yes No No No Yes No No No No
9360 No No No No No No No No No
9350 Yes No No No Yes No No No No
9300 Yes Yes Yes Yes Yes No Yes Yes No
9117 Yes No No No Yes No No No No
9112 Yes No No No No No No No No
9100 No No No No No No No No No
9073 No No No No No No No No No
9065 Yes No No No No No No No No
9050 Yes Yes Yes Yes Yes No Yes Yes No

9000 Yes Yes Yes Yes Yes No Yes Yes No



