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1 Overview

This document will provide instructions for configuring SQL Server Transactional Replication for High
Availability of the Passwordstate Database.

These instructions are created using SQL Server 2019 Standard edition and are intended as a guide only. If
you have any technical issues with SQL Server, please contact Microsoft for support

Note: When using the High Availability module of Passwordstate, your distribution and publication
databases must reside on SQL Server 2012, 2014, 2016, 2017 or 2019 Standard or above — SQL Express can
only act as a subscriber to SQL Server replication. You must also be using the same version of SQL Server for
both database servers.

Below is some information about a test environment used to document this process, to help you
understand our instructions easier:

tranweb01.halox.net
e Role —Passwordstate primary web server
e Microsoft Windows 2019 Server OS
e Primary Passwordstate website installed and is connected SQL on transqgl.halox.net

transqglO1.halox.net
e Role —Passwordstate primary database Server
e Microsoft Windows 2019 Server OS
e Microsoft SQL Standard 2019
e Hosts a Passwordstate database with data stored in this database from several months of using
Passwordstate in a non-high availability configuration.

tranweb02.halox.net
e Role - Passwordstate secondary web server
e Microsoft Windows 2019 Server OS
e Has HA instance of Passwordstate installed, but not yet connected to a database. Instructions for
HA Install located here:
https://www.clickstudios.com.au/downloads/version9/High Availability Installation Instructions.

pdf

transql02.halox.net
e Role —Passwordstate secondary database Server
e  Microsoft Windows 2019 Server OS
e Microsoft SQL Server Express 2019

Domain account:
¢ halox\sqlha
e Isa member of the Domain Users group only

Local SQL account used to authenticate Passwordstate websites to SQL
e passwordstate_user


https://www.clickstudios.com.au/downloads/version9/High_Availability_Installation_Instructions.pdf
https://www.clickstudios.com.au/downloads/version9/High_Availability_Installation_Instructions.pdf
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2 Prerequisites

1. This process assumes you have a working install of Passwordstate, connected to a database called

Passwordstate, running on an instance of SQL Server Standard or above.

2. Prior to starting this process, you should ensure that you have the SQL Server Replication feature

installed on both your primary, and secondary database servers. You can install this by running
your SQL Server installation, and selecting the following options:

Select New SQL Server stand-alone installation or add new features to an existing installation
T SOL Server Installation Center - O X
-~
Planning IH New SQL Server stand-alone installation or add features to an existing installation
Installation Lau a wizard to install SQL Server 2019 in a non-clustered environment or to add

res to an existing SOL Server 2019 instance.

Maintenance
Install SQL Server Reporting Services

Tools =
258  Launch a download page that provides a link to install SOL Server Reporting Services,
Resources An internet connection is required to install SSRE,
Advanced Install QL Server Management Tools
Options <" Launch a download page that provides a link to install SOL Server Management

Studio, SOL Server command-line utilities (SOLCMD and BCP), SOL Server PowverShell
provider, SOL Server Profiler and Database Tuning Adwisor, &n internet connection is
required to install these tools,

e Select Add features to an existing instance of SQL Server, and select the appropriate instance
: 8 SQL Server 2019 Setup - a X
Installation Type
Perform a new installation or add features to an existing instance of S0L S 19,

Global Rules (O Perfarm a new in on of SQL Server 2019

Product Updates 1on if youwant to install a new instance of SOL Server orwant to install shared

Install Setup Files hents.
; Install Rules (®) Add features to an existing instance of SAOL Server 2019

Installation Type MSSQLSERVER y

Feature Selection . .. L
Select this option if you want to add features to an existing instance of SOL Server. For example, you

Feature Rules want to add the Analysis Services features to the instance that contains the Database Engine, Features
Feature Configuration Rules within an instance must be the same edition.

Ready to Install

Installation Pragress Installed instances:

Complete — -
Instance Name Instance 1D Features Edition Version
MSSALSERVER MSSQL15.MSSQLS.. | SQALEngine Standard 15.0.2000.5

< Back MNext > Cancel




Click Studios

e Select the SQL Server Replication feature if it isn’t already selected, and then run through the
rest of the process to finish the installation

| 5 sSQL Server 2019 Setup - m} X

Feature Selection

Select the Standard features to install,

Global Rules
Product Updates i ) Laoking for Reporting S ervices? Download it from the web
Install Setup Files Features: Feature description:
S i Instance Features * || The configuration and operation of each N
Installation Type Database Engine Services instance feature of a SOL Server instance is
Feature Selection [ SQL Server Replication isolated from other SOL Server instances, SOL v |
Feature Rules ’ [[] Machine Learning Services and Language Prerequisites for selected features:
o IR

Feature Configuration Rules ] Python
Readhy to Install [Java
Installation P [ Full-Text and Sernantic Extractions for Sez . ;
e [ Data Quality Services Disk Space Requirements

O l'J_lnIyBase Query Service for External Data v || Drive C: 0 MB required, 49523 ME available

< >

Select All Unselect Al
Instance root directory: C:h\Program Files\Microsoft SQL Server)
Shared feature directory: C:\Program Files\Microsoft SOL Server)

Shared feature directory (x88): C:\Program Files (x86)\Microsoft SQL Server

< Back Mext = Cancel

3. You will need a domain account with Domain User rights. For this process we have created an
account called halox\sglha in Active directory.

e Add this account into both SQL Servers using SQL Management Studios Tools by expanding
Security -> Logins and selecting New Login

ng Solution] - Microsoft SQL Server Management Studic
File  Edit View Project Tools  Window  Help
: T |alﬁ' -2 Hw|@NEWQUEW PE A

| | Execute |

Object Explorer > X
Connect~ ¥ ¥ A @ vEES

= E transql01 (SOL Server 15.0.2000.5 - HALOX#Sand)
Databases

53

=] Security

B
- ##I\| Mew Login... o
- Filter v F
a HA
& HA Start PowerShell
E NT Reports 4
ma NT
- NT Refresh
s NTSERVICE\SOLTELEMETRY
s MNTSERVICE\SOLWriter
s NTSERVICE\Winmgmt
&
©

passwordstate_user
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e Select Windows Authentication and then click Search
Lagin - N = O ®
B Login - New »
Select apage .
5 - Hel
F General £ seipt @ Help \
& Server Roles
J User Mapping Login hamme; | | Search...
& Securables i o
# Status ® ‘Windows authentication
(O SOL Server authentication
Pazsword:
Confirm pazsword:
Specify old password
0ld password:
Enforce pazsword policy
Enforce password expiration
User must change pazsword at nest login
() Mapped to cerlificate w
Connection (O Mapped to aspmmetric key v
C . | — 1 L]
e Click the Locations button, and then select Entire Directory:
B Login - Mew - O X
% Select User or Group >
Select this object type: ]
|User or Built4in security principal Object Types... :I Search...
From this location:
[TRANSQLDT Locations...
Enter the object name to select (examples)-
Locations x
Select the location you want to seanch.
Advanced... Location:
K| TRANSGLO
' ] v Dvecion]
Connection \
Server:
transgl01
Connection:
HALOX sand
tﬁ View connection properties Cancel
e Enter your domain account in the format of domain\username and click Check Names, and
then click OK
Select User, Service Account, or Group X
Select this object type:
|User or Builtin securty principal Ohbject Types...
From this location:
|Er|tire Directony Locations...
Enter the object select (examples):
halax'sqlha| Check Names
Advanced...

ﬂ QK Cancel
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e Finally, click OK

i Legin - New _ O %
S;l.::n:ral LT Scrpt ~ @ Help
& Server Roles
& User Mapping Login name: HALOX\sqha Search
# Securables ) e
K Status ® Windows authertication
() SQL Server authertication
(O Mapped to cerificate
Connection (O) Mapped to asymmetric key
tsr:rr:;zll-;N [ Map to Credential - Add
Connection: Mapped Credentials Credential Provider
HALOXlsand
Progress Remove
Ready Default database: master ~
Defautt language: <default> ~
Cancel

Ensure you repeat this process for your second database server, and then proceed to the next step.
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4.

Later in this process you will need to specify a folder for the Transaction Replication snapshots to
be stored in. Microsoft require this folder to be local to the Database server, and not a shared UNC
path, even if it’s a mapped drive to a shared UNC path.

If you have a second disk in your server, like a D drive for example, then it is preferred that you use
this drive. For this documentation, we are using the C drive.

You will need to grant your domain account (halox\sglha) Modify rights to this folder on your
primary SQL Server. In this case the default folder in the wizard and the one we’ll use is
C:\Data\repldata

repldata Properties X

General Sharng Security  Previous Versions Customize

Object name:  C:\Data‘\repldata

GIDUD or LEer names:

S8 CREATOR OWNER A
22 SYSTEM
SOL HA [sglhat@halos.net)
L
atl
< >
To change permissions, click Edit.
Permissions for SOL HA Allow Deny
Full control | — A
Modify
Read & execute
List folder contents
Read
Write v

For special permissions or advanced settings, Advanced
click Advanced.

oK Cancel Apply
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3 Configuring the Distribution Database

This section of the document outlines the process required to set up your primary database server as a
Distribution Database. This is a once off process and may already be configured if you are using
Transaction Replication for other applications on this server.

First, we need to configure the SQL Server Agent to start automatically. This service is what sends
replication data to the remote SQL server. Follow these steps below to set the service correctly:

e Open SQL Server Configuration Manager on your primary database server, and go to the

properties of the SQL Server Agent service and choose Automatic for the Start Mode property:

& o
File Action View Help
L ANANENE OROROX
8 5QL Server Configuration Manager (Local) || Name State Start Mode Log On As Process ID
8 zotz’“‘"i‘”‘“‘kc . . #550L Server Browser Stopped Other (Boot, Syste..  NT AUTHORITY\LOCALSERVICE 0
% sgl. e c:‘“"t"’l o ‘r;’;,"“"”,‘( 3; E5SOL Server (MSS... Running Automatic NT Service\MSSQLSERVER 4032
T sa S:::szk‘&m';g'g:::”"( B SL Server Agent... Stopped Manuzl NT Service\SQLSERVERAGENT 0
g igurati
E. SQL Native Client 11.0 Configuration
SQL Server Agent (MSSQLSERVER) Properties ? X
LogOn  Service  Advanced
E General
Binary Path C\Program Files\Microsoft SQL S¢f
Error Control 1
Exit Code 1077
Host Name TRANSQLO1
Mame SQOL Server Agen SSOLSERVER]
Process ID 0
SQL Service Type SOL Agey
Start Mode Automatic hd
State Stopped
[start Mode
The start mode of this service.
Cancel Apply Help
e Now Start the service:
_ﬁ Sql Server Configuration Manager
File Action View Help
% 2B B 000
48 SOL Server Configuration Manager (Local) . Name State Start Mode
. zgt :m!r Z::Eic furation (2pit]| T8 SQL Server Browser Stopped Other (Boot, Syste AUTHORITY\LOCALSERVICE
L QL Server Network Configuration (32bit b SQL Server (MSSQLSERVER) Running NT Service\MSSQLSERVER

% SQL Native Client 11.0 Configuration (321

_D_ SQL Server Network Configuration
_%, SQL Native Client 11.0 Configuration

1":;:;'3 SQL Server Agent (M5SQLSERVER) Stopped

Automati

A

NT Service\SOQLSERVERAGENT
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e Now we’ll configure the Distribution Database. Using SQL Management Studio Tools, right click
Replication and select Configure Distribution

Ll,; Selution - Microseft SQL Server Management Studio
File  Edit View Project Tools Window Help

- |al*|jv - 2 le@Ne‘WQUEW @nn:nu:ﬁﬂnu|

| | Execute
Object Explorer
Connect~ ¥ & M
= a transql01 (SOL Server 15.0.2000.5 - HALOX\Isand)
Databases
Security
Server Objects
PolyBase Configure Distribution...
Always On b Launch Replication Monitor
Managemel i
Integration Generate Scripts...
3 50L Server 4 Update Replication Passwords...
KEvent Prof Mew
= i@ transql02 (SQL
Databases Reports
security . Refresh
Server Obje
Replication
PolyBase
Management
KEvent Profiler
e Select Next
= Configﬁ Distribution Wizard — O 5

Configure Distribution Wizard

Thiz wizard helps you do one of the following:

- Configure pour zerver to be a Distibutor which can be uzed by other
Publizhers.

- - Configure wour server to be a Publizher that acts a3 its own Distributar.

- Configure your server to be a Publizher that uses another server az its
Distributor,

Cancel
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e Confirm transql01 is selected and click Next

<" Configure Distribution Wizard — O =
Distnbutor
Uze this server as its own Distributor or select another server as the Distributor.
==
The Distrib e server responsible for storing replication information used during synchronizations.

(®) transglD1" will act as its own Distibutor; SQL Server will create a distribution database and log

(O) Use the following server as the Distibutor (Note: the server you select must already be configured as 3
Distributar):

Help < Back Next = Finish > Cancel

e Onthe Snapshot Folder screen, it is preferable to enter another disk on the server to store these
snapshots. Don’t use a UNC path to a network share, or map a drive letter to a UNC path for this
screen. Change the path to the folder you created earlier in this process, (C:\Data\repldata), and
click Next

] Configure Distribution Wizard - O X

Snapshot Folder
Specify the root location where snapshots will be stored.

To allow Distribution and Merge Agents that run at Subscribers to access the snapshots of their
publications, you must use a network path to refer to the snapshot folder.

C-\Datalrepldata

&, This snapshot folder does not support pull subscriptions created at the Subscriber. It is not a network
path or it is a drive letter mapped to a network path. To support both push and pull subscriptions, use a
network path to refer to this folder.

Help < Back Finish >=>| Cancel
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e On the Distribution Database page, change the paths for the database file and the log file to your
snapshot folder, and click Next

] Configure Distribution Wizard — O X

Distribution Database

Select the name and location of the distribution database and log files. 2

The distribution database stores changes to transactional publications until Subscribers can be updated.
It also stores historical information for snapshot and merge publications.

distribution

Folder for the distribution|database file:

C/Datalrepldata | |
Folder for the distributionidatabase loa file:

|C:Datalrepldatal | |

The paths must refer to disks that are local to the Distributor and begin with a local drive letter and colon

rexample, C:). Mg drive letters and network paths are invalid.
Help < Back Next > Finish >=| Cancel

e Ensure your Primary database server is selected and click Next

-4* Configure Distribution Wizard — O X
Publishers
Enable servers to use this Distributor when they become Publishers.
==
Publishers:
Publisher Distribution Database
transql01 distribution D

Help <Back [ Ned> || Finsh>sl || Cancel |
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Select Configure Distribution and click Next

<" Configure Distribution Wizard — O *

Wizard Actions

Chooze what happens when you click Finis
3 ==

[[] Generate a script file with steps to configure distribution

Help < Back Finish 3| Cancel

Click Finish

<4" Configure Distribution Wizard — O *

Complete the Wizard
Verify the choices made in the wizard and click Finish.

Click Finish to perform the following actions:

+  Corfigure distribution.

Distribution will be configured with the following options:

+  L=ze transqgl01" as the Distributor.

+  Corfigure the SQL Server Agent service on transgl01to start automatically when the computer is
started.

*  lse T:"Program Files"Microsoft SGL Server'MS5QL15 MSSQLSERVERYMSSGL\ReplData’ as the
roat snapshot folder for Publishers using this Distributor.

+  Store the distribution database ‘distribution”in 'C:\Program Files*Microsoft SQL Server
YMS5QL15 MSSQLSERVERWMSSQL Data’

*  Store the distribution database log file in C:\Program Files Microsoft SQL Server
“MSSQL15. MSSQLSERVERWMSSQL Data’.

+  Allow the following servers running SGL Server to use transqgll as their Distributor:
*  transglll

Help < Back Next Cancel
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e The Distributor will now be configured, and when finished it will show “Success”. You can now click
Close:

_.j Configure Distribution Wizard _ 0 e

Configuring... v
Click Stop to interrupt the operation.

2 Total 0 Error
|® Success 2 Success 0 Warnina

Details: 1

Action Status Message
@ Configuring the Distributor Success
@ Enabling Publisher ‘transgl01’ Success

Report ~

e Under System Databases, ensure the Distribution Database has been successfully created

|.'>; Solution] - Microsoft 50L Server Management Studio

File Edit View Project Tools Window  Help
|il°elj' "‘Hﬂ"'H:i‘lNeruery @@M::ﬁm:| | - '|E

| Execute | | |

Object Explorer
Connect~ ¥ *¥ VS
=] E transgl01 (SCL Server 13.0.2000.5 - HALOX\Isand)

= Databases
= System Databases
g distribution

E rmaster
g model
g msdb
g tempdb
Database Snapshots
W passwordstate
Security
Server Objects
= Replication

Local Publications

e

Local Subscriptions
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e Expand Security -> Logins and select Properties for the domain account which will be used for

replication, in this case it is halox\sqlha

Programmability
Service Broker

[z e |

Storage
Security
= Users

&4 dbe
&7 guest
&9 HALOX\Isand
29 HALOX\pback
52 INFORMATION_SCHEMA

o=

& s

ﬁ testuser

ﬁ passwordstate_user

HALOX\sglha

Roles New User...
Schemas . Script User as 3
Asymmetric Keys
Certificates Policies 3
Symmetric Keys Facets
Always Encrypted
Database Audit S Start PowerShell

Security Policies Reports N

= Secu P —
=] Rename
Delete

& HALOX\Isand e
& HALOX\msand Properties

& NTAUTHORITY\SYSTEM
m NT Service\MSSOLSERVER
s NTSERVICE\SOLSERVERAGENT

e Select User Mapping, tick the Passwordstate database, and enable db_owner rights

B Login Properties - HALOX\sqlha = O X
Selecta page 0 scipt ~ e Help
# General

& Server Roles
& |ser Mapping Users mapped to this login:

& Securables M

ap Database User Default Schema
& Status [  distibution
O  master
[0 model
(I
passwordstate HALOX sqlha
O  tempdb
Connechion
Server: .
tranzgl0l

Connection:
HALOX\sand

ﬁ View connection properties

Ready

[ db_accessadmin
[] db_backupoperator
[] db_datareader

[] db_datawriter

|
[ db_securityadmin
[ public

Cancel
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e Next, tick the Distribution database, select db_owner rights, and click OK

B Login Properties - HALOX\sqlha

O

Selectapage
& General

& Server Roles
& User Mapping
& Securables
& Status

Connectlion

Server:
tranzql01

Connection:
HALOX\sand

¥ VMiew connection properties

IT Script ~ ) Help

Ready

Users mapped to

May

a

distribution
miaster

maodel

msdb
passwordstate

OROOOE

tempdb

User
HALD X \aglha

HALOX \sglha

Default Schema

dbo

Database role membership for: distribution

[ db_accessadmin
[] db_backupoperator
[] db_datareader

[] db_securityadmin
public
[] replmonitor

ok || cancsl
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4 Creating the Publisher

e Open SQL Management Studio Tools and connect to transql01.halox.net
e Expand Replication, right click Local Publication and select New Publication

Lr}é' Solution? - Microsoft SOL Server Management Studic

File  Edit View Project Tools Window  Help
. |?-*|3' -8 H#|J:§‘|NEWQUEF}’ é@nmﬁﬁnu| | -

| Execute | |

Ohject Explorer

Connect= ¥ ¥ ¢
=] a transgl01 (SQL Server 15.0.2000.5 - HALOX\Isand)

Databases
Security
Server Objects
=] Replication
Mew Publication...
Local Subscription
PolyBase Launch Replication Monitor
Always On High Avai Generate Scripts...
Management
Integration Services ( Publisher Properties...
5% SOL Server Agent (Ag Distributor Properties...
{%] XEvent Profiler
5 @ transglo2 (SOL Server 15.4 Reports ’
Databases Refresh
Security
Server Objects
Replication
PolyBase
[+ Management

e At the New Publication Wizard page, click Next

% Mew Publication YWizard — d x

New Publication Wizard

@l
- N —-'iif Thiz wizard helps you:
; - Select the data and databaze objectz you want to replizate,
j - Filtsr the published data zo that Subzcribers receive only the data they
need.

After wou finish the wizard, you can create subscriptions to the new
publication at other servers.

[ Do nat show this starting page again, L\\S
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Select the Passwordstate database and click Next

% Mew Publication YWizard — O x

Publication Database
Chooze the database that containg the data or objects pou want to publish.

D atabazes:

/

Help < Back Finish 53| Cancel

Select Transactional Replication, and click Next

% Mew Publication Wizard — O >

Publication Type
Choosge the publication type that best suppaorts the requirements of your application.

Publication type:

i.'iT Peer-to-FPeer pullcatlon
% Merge publication

Publication type descriptions:

Snapshot publication:

~
The Publizher sendz a snapzhot of the published data to Subzcribers at scheduled interyals.
Transzactional publication:
The Publizher streams trangactions to the Subscrbers after thep receive an initial snapshot of the published
data.
Peer-to-Peer publication:
Peer-Peer publication enables multi-master replication. The publizher streams trafizactions to all the peers in
the topology. All peer nodes can read and wiite changes and the changes arefpropagated to all the nodes
in the topology.
]

Help ¢ Back R el
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e Tick the Tables & Stored Procedures checkboxes, and then select the Set Properties of All Table
Articles

% New Publication Wizard - O X

Articles

Select tables and other objects to publish as articles. Select columns to fiter tables.

Objects to publish:

4 | Artticle Properties A
-] Stored Procedures

|:| Show only checked articles in
the list

Help < Back Next = Cancel

e Set the following options to True if not already set, and click OK, and then click Next
Copy foreign key constraints

Copy check constraints

Copy clustered index

Copy nonclustered indexes

Copy default value specifications

Copy extended properties

0O 0O O O O O

Copy unique key constraints

E Properties for &1 Table Articles - O =

Article name: |<Defeh|t iz based on table name:

Froperties:

~ Copyp Objects and Settings to Subscriber ~
Copy foreign key constraint: True
Copy check constraints True
Copy clustered indes True
Copy nonclustered indexes True
Copy default value specificatic True

_opy user nggers False
| Copy extended properties True I
_opy collation True

Copy INSERT, UPDATE and  True
Copy unigue key constraintz True
Copy file group azsociations  False
Copy table partitioning scherm: False
Copy index partitioning zchem False
Copy user-defined statistics  False

Copy default bindings False
Copy e bindings Falze
Copy full test indexes False
Copy sl =50 True W

Copy extended properties
Determines whether to copy exstended properties o the destination object.

\

Cancel Help
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Click Next without adding any filters

% Mew Publication Yizard — O >

Filter %hle Rows

Add filkers to exclude unwanted rows from published tables.

Filtered T ables:
Click Mest if vou do not need to filker the data in pour publication. Add..

Click. Add to begin filkering your publication.

.

Filter: \
Sy

Help < Back Cancel

Tick Create snapshot immediately, and click Next

% Mew Publication Wizard — O *

Snapshot Agent
Specify when ta wn the Snapzhot Agent.

Subscriptions are jpisEized with a snapshot of publication schema and data. The Snapshot Agent creates the

zhapshat.

:Lreate a snapshot immediately and kesp the snapshot avalable boontialize subscnphions:

[ Schedule the Snapshot Agernt ta run at the follawing times:

It you plan to change the snapshat properties, do not start the Snapshot Agent until after po
properties in the publication property dialog bos.

Help < Back Cancel
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e Click the Security Settings button

% New Publication Wizard — O *

Agent Security

For each agent, specify the account under which it will run and its connection

Snapshot Agent:

\ [ security Settings |

Log Reader Agent:

‘ ‘ Security Settings

Use the security settings from the Snapshot Agent

& You must specify a login for each replication agent before continuing the wizard.

Help < Back Next > Finish == Cancel

e Click Security Settings button and set you domain account in the format of domain\username, and
apply the correct password, and click OK

Snapshot Agent Security d

Specify the n:l:guain of machinge account under which the Snapshot Adgent process will run,

(®) Fun under the followingWWindows account:

Process account: |ha||:|:-:\sqlha |

Example: domaint.accaunt

Password:

[e—— |

Confirn Paszword:

mmxxxx:1 |

() Run undsr the SOL SenEr Baent Service Sceourt (1P 1 Pl & Tecormimnenaed security best

practice. |

Caonnect to the Publisher
{®) By imperzonating the process account

(D) Using the following SAL Server login:

Carcel Help
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e Click Next
0% Mew Publication YWizard — O >

Agent Security
For each agent, zpecify the account under which it will run and itz connection zettings.

Snapshat Agent:

halaghzglha | E Security Settings... 1
Log Reader Agent:

|ha|n3:-c\sqlha | Securty Setings. .

Uze the zecurty zettings from the Snapshot Agent

Help < Back Mest » Firigh »2| Cancel

e Select the Create the Publication option, and click Next

(% Mew Publication Wizard — O pod

Wizard Actions
Choosze what happens when po

At the Wﬂrd:

[+]: Create the publicabion

[] Generate a scrpt file with steps to create the publication

s < Beele ETRLEE ]
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e Give the Publication a relevant name, such as Passwordstate_Publication, and click Finish

T Neuﬁublicatiun Wizard — O x

Complete the Wizard v

Yerify the choices made in the wizard and click Finizh,

Publication name: Paszwordstate_Publication L 4

Click Finizh to perform the following actions:

*  Create the publication. ~

A publication will be created with the following options:
+  [Create a tranzactional publication from databaze 'passwordstate’.

*  The Snapzhot Agent process will un under the *haloxhzglha’ account.
*  The Log Reader Agent process will run under the haloxheglha' account.

+ The |:u|:u|iu:aliu:un compatibility levvel will support Subscrbers that are servers unning SOL Server 2008 or
later,

+  Publizh the following tables as articles:
¢« CAcceszReguests’
¢« CAccountTypes'
«  ‘ADDomaing'
o CAdminTreeifiew'

o CAuditing'
+  'BackupSettings' o
¢ Back Canicel
e After the Publication has successfully completed, click Close
*n by .
0% Mew Publication Wizard — O >
Creating Publication v
Click Stop to interupt the operation.
@ 3 Total 0 Eror
Success 3 Success 0w arning
Dretails:
Action Status Mezzage
@ Creating Publication 'Pazswordstate_Publication' Success
@ Adding article 93 of 93 Success
@ Starting the Snapshat Agent Success
Report  w
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5 Creating the Subscriber

Once the publisher is created the next step is to create the subscriber for it.

e In SQL Server Management Studio, ensure you are connected to transql01, right click
Passwordstate_Publication and select New Subscriptions

Lr; Microsoft SQL Server Management Studio
File  Edit View Project Tools Window Help

- | @ - - & #l e% New Query ﬂ% P | | -

| Execute

Object Explorer
Connect ~ * x# G A
= @ transql01 (SQL Server 15.0.2000.5 - HALOX\lsand)
Databases
Security
Server Objects
= = Replication

7 Local Publications
2R [passwordstate]: Passwordstate Publication
Local Subscriptions New Subscriptions...
PolyBase New Publication...
Always On High Availability
Management

Launch Replication Monitor

Generate Scripts...
Integration Services Catalog;

£ SQL Server Agent
XEvent Profiler

& transql02 (SQL Server 15.0.200  View Snapshot Agent Status
View Log Reader Agent Status

Validate Subscriptions...

Reinitialize All Subscriptions

Reports

Delete

Refresh
Properties

e At the New Subscription Wizard, click Next

5 Mews Subscription Wizard — O x
p

New Subscription Wizard
Thiz wizard helps pou:

- Create one or maore subscriptions o a publization

- Specify where and when to run the agents that synchronize the
zubseription

ot show thizs starting page again.
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e Ensure you have transql01 selected as the Publisher, and also the Passwordstate_Publication, and
click Next

|45 New Subscription Wizard — O X

Publication
Choose the publication for which you want to create one or

Publisher:
transql01

ications:

Databases and public
=0T} ﬁasswomstate
8" | Passwordstate Publication [ Sy

Help < Back Finish >=| Cancel

e Select Run all Agents at the Distributor, and click Next

|45 New Subscription Wizard — O X

@ Run all agents at the Distributor, TRANSQLO1 (push subscriptions)

This option makes it easier to administer the

() Run each agent at its Subscriber (pull subscriptions)

This option reduces the processing overhead at the
Distnbutor and lets each Subscriber administer the

Run the wizard more than once if you want some agents to run at the Distributor and some to run at
Subscribers.

Help < Back Finish >>| Cancel
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e (Click Add SQL Server Subscriber

WH New Subscription Wizard — O X

Subscribers
Choose one or more Subscribers and specify each subscription database.

Subscribers and subscrintion databases:
Subscriber = Subscription Database

ij transql01

Add Subscriber ¥
Add SQL Server Subscriber...
Add Non-5SQL Server Subscriber...

4 Youmust select a Subscriber and specify the subscription database to contit

Help < Back Next 3 Finish = Cancel

e Type in the name of your second database server, (transql02\sqlexpress), that you'll be replicating
data to. By default, it will try to use the currently logged in user, (halox\Isand), to establish the
connection. If this account does not have permissions in SQL on transgl02, you’ll either need to

grant it permissions or use another account that does, such as the local SA account for transql02
server.

Ensure you include the instance name on this remote server if appropriate:

U Connect to Server X

SQL Server

Server type Database Engine

Server name: |transq|02\sqlexpress v

Authentication: Windows Authentication v
Jser name HALOX\Isand

Cancel Help Options >>
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e Tick transql02\sqlexpress and select New Database

14F New Subscription Wizard — O et

Subscribers
Choose one or more Subscribers and specify each subscription database.

d5es:;

Subscriber =

[ ] transgl01
transql02\sglexpress

Subscription Database

[)
<Refresh database list>

Add Subscriher ¥

& You must enter a subscription database name for Subscriber 'transgl02\sglexpress'.

e Set the database name to be passwordstate, and then click the button to set an Owner of the
database

i New Database

O X
Selectapage I Script v @ Help
# General ———
: Elphons Database e ww  [passwordstalel |
ilegroups
Owner: ‘<defau\t> ‘ E
Use full-text indexing
Database files:
Logical Name File Type Filegroup Initial Size (M... Autogrowth / Maxsize Path
passwordstate ROWS .. PRIMARY 8 i By 64 MB, Unlimited C:\Prg
passwordsta... LOG Not Applicable & By 64 MB, Unlimited C:\Pro
‘Connection
Server:
transgl02\sglexpress
Connection:
HALOX\sand
nﬁ View connection properties
Progress
Ready
< >
Add Remove

[ ok || cance
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e Click the Browse button and select the halox\sqlha account and click OK

|.| Select Database Owner

Select these object types:
Logins Object Types...
Enter the object names to select (examples):
[HALOX\sglha] Check Names
Browse...
OK ‘ ‘ Cancel ‘ ‘ Help ‘
e C(Click OK
B New Database O X
Selectapage O Script v @ Help
# General
# Options Database name: ‘passwordstate ‘
# Filegroups
Owner: [HALOX\sglha I[=]
Use full-text indexing
Database files:
Logical Name File Type Filegroup Initial Size (M... Autogrowth / Maxsize Path
passwordstate  ROWS .. PRIMARY 8 By 64 MB, Unlimited I:| C:\Pro
passwordsta.. LOG Not Applicable 8 By 64 MB, Unlimited [] caPro
Connection
Server:
transgl02\sglexpress
Connection:
HALOX\sand
¥ View connection properties
Progress
Ready
< >
N e
.ok || cancel
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Click Next

W New Subscription Wizard — [} X

Subscribers
Choose one or more Subscribers and specify each subscription database.
4
Subscriber = Subscription Database

[] transglo1
transql02\sqlexpress passwordstate v

N\

Add Subscriber ¥

| < Back | | Next > | Finish >>| Cancel

Select the button shown in the screenshot below

UE New Subscription Wizard

Distribution Agent Security
Specify the process account and connection options for each Distribution Agent.

Subscrintion nranerties:

Agent for Subscriber =

Connection to Distributor

transqgl02\sglexpress

Click (...) to set security opt... Click (...) to set security opt... Q

Connection to Subscriber

& You must specify the security information for all subscriptions before continuing the wizard. Click (...) to set

the security options.

Help

Next > Finish >=|

Cancel
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e Set you domain account in the format of domain\username, and apply the correct password, and
click OK

Distribution &gent Security X

Specify the domain or machine account under which the Distibution Agent pracess will run when

synchronizing thiz subzcription,

(® Run under the following Windows account:

Process account: |ha|ox\sq|ha |

Example: domainaccount

Password:

e |

Canfirn Password:

xxxxxxx)1 |

() Fun under the S0L Server Agent service acogunt [This is not a recommended security best
practice.]

Connect to the Distributor

(@) By impersonating the process account

The connection to the server on which the agent runs must impersonate the process account.
The process account must be a member of the Publication &Access List,

Connect to the Subscriber
(® By impersonating the process account
() Ising the following SEL Server lagin:
Login:
Pazsward:
Confirm password:

The login uzed to connect to the Subzcrber must be a databasze owner of the subzcription

database,
Cancel Help
e C(Click Next
45 New Subscription Wizard - [ X

Distribution Agent Security

Specify the process account and connection options for each Distribution Agent.

Subscrintion nronerties:
Agent for Subscriber = Connection to Distributor Connection to Subscriber

transqgl02\sglexpress Impersonate 'halox\sglha' Impersonate 'halox\sglha'

Help < Back Finish =>| Cancel
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Select Run continuously, and click Next

|WE New Subscription Wizard — ] X
Synchronization Schedule
Specify the synchronization schedule for each agent.
4
Aaent schedule:
Subscriber = Agent Location Agent Schedule
transqgl02\sglexpress Distributor Run continuously
Help <Back | Next> | Fmsn>>] | Cancel
Ensure you select to Initialize Immediately, and click Next
— (I X

E| New Subscription Wizard

Initialize Subscriptions
Specify whether to initialize each subscription with a snapshot of the publication data and

Subscriber - Memory Optimized Initialize Initialize When

[] Immediately

<

A subscription database needs to be initialized with a snapshot of the publication data schema
unless it has already been specially prepared for the subscription.

fore the subscriptions can

A\ The Snapshot Agent must run and generate a snapshot of the publicati
be initialized.

Help <Back | [ Next> | Fmsh>»| | Cancel
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Tick Create the Subscriptions, and click Next

FE—I Mew Subscription Wizard —

Wizard Actions

Chooze what happens when you click Finigh, /

At the end of the wizard: /

Create the subscription(z]

[] Generate a script file with steps to create the subscription(s]

Help < Back Firish >3]

Cancel

Click Finish

|45 New Subscription Wizard —

Complete the Wizard

Verify the choices made in the wizard and click Finish.

lick Finish to perform the following actions:

»  Create subscription(s).

Create a subscription to publication 'Passwordstate_Publication® from Publisher
“TRANSQLO1"

Create subscriptions at the following Subscriber(s):

transql02\sqglexpress
*  Subscription database: passwordstate

*  Agent location: Distributor

*  Agent schedule: Run continuously

*  Agent process account: haloxisglha

*  Connection to Distributor: Impersonate 'halox\sgiha’
+  Connection to Subscriber: Impersonate 'haloxisglha'
* Initiglize: Immediately

Help < Back Next >

Cancel
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After successfully creating the Subscription, click Close

[4E New Subscription Wizard - O X
Creating Subscription(s)... v
Click Stop to interrupt the operation.
2 Total 0 Error

| @ Success 2 Success 0 Warnina
Details:

Action Status Message
@ Creating subscription for 'transgl02\sglexpress’ Success
@ Starting the Snapshot Agent Success

Report *

Note: If creating the subscriber fails at this point, and you are using SQL Server 2019, this may be caused by
a bugin SQL. Please see Section 7: How to troubleshoot Transaction Replication for a fix for this issue.
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6 Connect Passwordstate to your replicated Database

Now that you have your data replicating to a second database, you can set up your second Passwordstate
website so you can have instant read only fail over access. Please note you will need to High Availability
Module in Passwordstate for this, as this allows for two production instances of Passwordstate running in
real time.

To set up your second Passwordstate website, please follow these instructions:
https://www.clickstudios.com.au/downloads/version9/High Availability Installation Instructions.pdf

Prior to installing your second website using the instructions above, you'll need to add your
passwordstate_user SQL account into your second database instance.

e Open SQL Management Studio Tools and connect to your second database server, and under
Security -> Logins, select New Login:

Object Explorer

Connect~ ¥ ¥ Y & .

= @ sqltran02 (SQL Server 15.0.2000.5 - HALOX\Isand)
Databases

= ™ Security
=« R
#_’7 New Login... Login##
n Filter P lgin##
H Start PowerShell
H
Reports 4

N P
N Refresh

NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

sa



https://www.clickstudios.com.au/downloads/version9/High_Availability_Installation_Instructions.pdf
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e Ensure you select SQL Server Authentication, and set your name for the account and a
password. Note these details will be used during the initial install of your High Availability

server:
B Login - New = O X
Selectapage I Script v @ Help
% General
: 39”" " Login name: passwordstate_user ‘ Search .
ser Ma
# Securables () Windows authenti 1
# Status @ SQL Server authentication
Password: ‘...lllll. ‘
Confirm password: [s0s00enne |
Specify old password
0Old password
Enforce password policy
Enforce password expiration
User must change password at next login
(O) Mapped to certificate
E— () Mapped to asymmetric key
onnection
coner "] Map to Credential v Add
sqltran02 Mapped Credentials Credential Provider
Connection:
HALOX\Isand
ﬁ View connection properties
Progress
Ready Remove
Default database: master e
Default language: <default> =

e Now you need to give this new account db_owner rights to the Passwordstate database:

B Login - New - O X

Selectapage cript ¥ @ Help
# General
# Server Roles Users mapped to this login:

# User Mapping

# Securables Map Database User Default Schema
# Status [[] master

1 model

[1 msd

sswordstate passwordstate_user

[ tempdb

Connection
Server: Guest account enabled for: passwordstate
sqltran02
Connection: Database role membership for: passwordstate
HALOX\sand

db_accessadmin

ﬁ View connection properties :| db_backupoperator
:I db_datareader

| | db_datawriter

[ ] db_ddladmy
| |db
ress [ di¥denydatawriter
— Mdoowner |
Ready [ ] db_securityadmin

[v] public
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7 Transactional Replication Considerations

Allow large blocks of data to replicate:

If using transactional replication, you will need to run the following SQL Statement against your primary
and your secondary database as a once off process. This will allow replication of documents to occur
between the two databases.

The below statement configures SQL Server to allow an unlimited size document to replicate as by default
SQL is configured with a maximum size limit.

GO

EXEC sp_configure 'show advanced options', 1;
RECONFIGURE;

GO

EXEC sp_configure 'max text repl size', -1 ;

GO

RECONFIGURE;

GO
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8 How to troubleshoot Transaction Replication

e Ensure your SQL Services are started on both servers and are running under the default accounts
e Ensure your domain account, which was halox\sqglha in this document, the following permissions:
o It must have db_owner rights to both Passwordstate databases on both servers
o It must have db_owner rights on the Distribution database on your Primary database
server
o It must have Modify permissions to the snapshot folder on your primary database server

e If you Launch the Replication Monitor from the Publication, it will give you any errors if you are
experiencing them.

e A quick test to see if replication is working between the two Passwordstate databases, is to run the
following SQL Query in SQL Management Studio when connected to each database server. This
will return a count of the Auditing table, and you should get the exact same results from both
queries if replication is working successfully

USE Passwordstate
SELECT COUNT(*) FROM Auditing

e Check your snapshot folder for any files. If there are no files then replication is not working. Check
all permissions are set correctly, and possibly reinitialize the replication

Ld SCLQuery1.sql - SOLDB1.master (HALOX\Isand (66)) - Microsoft SCL Server Management Studic
File Edit View Project Debug Teols Window  Help

. |ilﬁlj!- - H“|J%NEWQUET}‘ E@nn::ﬂnu| | . -|E

| Execute Debug | |

Object Explorer
Connect~ ¥ *¥f ¢ M

= i@ SQLDB1 (5L Server 14.0.1000.168 - HALOX\Isand)
Databases
Security
Server Objects
= Replication
=] Local Publications
= .!E [passwordstate]: Passwordstate_Publication

[SQLDB2].[passwordstat

Local Subscriptions

PolyBase View Synchronization Status
Always On High Availability o
Reinitialize

Mew Subscriptions...

(=]

Management

Integration Services Catalogs Launch Replication Monitar

£ SOL Server Agent
Reports »
Delete
Refresh

Properties
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SQL Server2019 Issue:

SQL Server 2019, at the time of writing this document, contained a bug which affected the creation of snap
shots. If you find that your replication is failing try adding the following environment variables to your
System Path on your primary database server:

%SystemRoot%\SysWOW64\
%SystemRoot%\SysWOW64\1033

Erviranment Variables X

User variables for Isand

Variable Value

Path CixUsers\lsand\AppDatail acal\Micrasoft\WindowsApps;
TEMP CUsers\lsand\AppDatatlocal\Temp

TMP CilJsers\lsand\&ppData\Local\Temp

New... Edit... Delete

System variables

Variable Value 2

Windows_NT

.COM;EXE; BAT:.CMD; VBS; VI
PROCESSOR_ARCHITECTURE  AMDSA

PROCESSOR_IDEMTIFIER Intel6d Family 6 Model 62 Stepping 4, Genuinelntel
PROCESSOR_LEVEL (3]
PROCESSOR REVISION 3eld v
Hew... Edit... Delete
Edit environment variable X

Mew
YIystermRoot¥
ZeSystemPoot?\System32\Whem Edit
Y STEMROOT, Systerm 32WWind oms Power Shel w1, 04
\ Browwse...
FSystemRootieh Sys WOWed,
oSy stemRootie\Sys\WOWodN1033 Delete
1"C:\Program Files TeRBMicrosaft oL Server\1S\DTS\Binmy
CAProgram Files\Microsoft S0L Server\Client SDKAODBCYI 704 Toals\Bi...
C\Program Files (x88)\Microsoft SOL Server\ 150\ Toals\Binn', Mave Up
ChProgram Files\Microsoft SQL Server\1504Tools\Binn'
CAProgram Files\Microsoft SQL Server\150\DTS\Binn' Mave Dawn
Edit text..,




