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1.1

Passwordstate User Manual

Welcome to the Passwordstate User Manual.

This Manual will provide instructions for the basic usage of Passwordstate, as well as more
detailed instructions for settings and permissions as they relate to Password Lists.

Getting Started - Glossary

Before getting into the detail of this manual, it is recommended you first read the brief glossary
so you are aware of some of the terms used throughout this manual - Glossary.

Getting Started - New Users

If you are new to Passwordstate, please study the Quick Start Tutorials to familiarize yourself with
the basics.

Glossary

Please become familiar with the following Passwordstate glossary, as a knowledge of each of the
definitions will be useful in understanding the rest of the content in this manual.

Definition Description

List Administrator Actions A drop-down list of actions (functions) applicable to each
Password List, and accessible by Password List Administrators

Password A secret word of phrase that must be used to gain access to
somethingi.e. IT infrastructure, business system, secure web site,
etc

Password List A collection of related passwords

Password List Administrator A registered user of the system who has been granted
‘administrator' permissions to a Password List - allowing them to
control settings, permissions, run various reports, etc.

Password List Template A template for a collection of related passwords, whose settings
can be used as a basis for creating new Password Lists, or linked to
existing Password Lists.

Shared Password List A collection of related passwords which can be shared amongst
multiple users
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Passwordstate User Manual 5

Private Password List A collection or related passwords which are only visible to the
user who created the Private Password List

Password Folder A collection of related Password Lists

Navigation Menu The horizontal menu system visible at the bottom of the screen
i.e. Passwords, Generator, Auditing, Preferences, Administration
and Help

Navigation Tree The tree-structure visible on the left-hand side of Passwordstate
interface which shows all the Password Lists and Folders you have
access to

Security Administrator A registered user of the system who has elevated privileges,

allowing them to administer various system wide settings

Actions Toolbar A number of buttons/controls visible at the bottom of each of the
Passwords grids.

Add Import | Documents Permalink Grid Layout Actions.. > List Administrator Actions... - |

1.2 Quick Start Tutorials

The following is a few quick tips to get you familiar with the Passwordstate interface, and some of
the features it offers.

Organizing Password Lists Navigation Tree

You can organize the Password Lists Navigation Tree, displayed on the left hand side of
Passwordstate, by simply dragging and dropping the tree nodes. Any changes you make to how
the tree structure appears, will automatically be saved and displayed the same next time you use
Passwordstate.

If you want a tree node to be displayed at the root of the navigation tree, simple drag and drop
onto the highlighted 'Passwords Home' node you see in this picture.
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Passwordstate voo @uid oo

PASSWORDS |

¥ T Business Systems
¥ T Customers
4 = Infrastructure
== Active Directory Accounts
&0 AD Discovery
a smazon Logins
|E| Cisco Network Devices
L ESXi Accounts
‘&) Firewall Accounts
f:& Linux Accounts
f] Office 365/Azure AD Accounts
O One-Time Passwords
@ out of Band Management Cards
fe Routers and Switches
|E| Switch Accounts
E-]Teamvie'.n-erﬁ.ccmr*ts
| Web Sites
B8 Workstation Accounts

. | Server Certificates

Navigation Menu

The Main Navigation Menu can be found on the left hand side of the screen. Each of these Menus
have sub-menus providing access to the core functionality within Passwordstate.

Note: Some of these actions may be disabled, or hidden, by your Security Administrators of
Passwordstate.
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Passwordstate voo euid 9000

PASSWORDS

Passwords *
Passwords Home

Add Folder

Add Private Password List

Add Shared Password List

Administer Bulk Permissions

Expiring Passwords Calendar

Password List Templates
Pending Access Requests
Request Access to Passwords

Toggle All Password List Visibility

{)) One-Time Passwords
@ out of Band Management Cards
i Routers and Switches
|E| Switch Accounts
E-J Teamviewer Accounts
) Web Sites
B@ Workstation Accounts

.| Server Certificates

You can also expand and pin the Vertical Menu.
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Passwordstate veo @uid s

_ PASSWORDS |

[ passwords - .
Q| | *

&= Tools

I repors

b T Business Systems
2 preferences y

9 Help

¥ T Customers
4 [*= Infrastructure
== Active Directory Accounts
AD Discovery
d amazon Logins
I# Cisco Network Devices
ESXi Accounts
& Firewall Accounts
-':‘l Linux Accounts
l] Office 365/Azure AD Accounts
J Cne-Time Passwords
@ out of Band Management Cards
e Routers and Switches
lli Switch Accounts
E Teamviewer Accounts
Web Sites
== Workstation Accounts

.| Server Certificates

Grid Actions Drop-down Menus

On the majority of the grids which you will see, there is a little Green graphic which you can click
on to provide various actions. With the image to the left, this is the available actions for individual

passwords.

Note: Some of the actions may be disabled depending on some site wide settings, or on your own
access rights.
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Actions  Title Domain or Host
asdasdasd &5 halox

Copy or Email Password Permalink

Copy or Move to Different Password List

Delete

Expire Password Mow

Filter Recent Activity on this Record

Send Account Heartbeat Request

Send Self Destruct Message

Toggle Favorite Status

View & Compare History of Changes

View Documents

View Individual Password Permissions

View Password Reset Dependencies

3 A Fd 1 i |

(DR O¥PrELEOR 0O

=
L

Password List Administrator Actions

At the bottom of each of the Passwords grids, you may see a 'List Administrator Actions' drop-
down list as per the image to the left. From this drop-down you are able to administer
permissions and edit details for the Password List, as well as various types of reporting.

Note: This drop down list will not be available to you if you only have Read or Modify access to the
Password List.
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List Administrator Actions...

List Administrator Actions...

PASSWORD LIST ACTIONS

#% Bulk Permissions for Individual Passwords
% Bulk Update Pass
% Bulk Update Password Resst Options
13 Convert to Shared Password List

€3 Delete Password List

£} cdit Password List Properties

[+ Impaort Passwords

BB save Password List as Template

48 Toggle Visibility of Delete Checkboxes
4 Toggle Visibility of Web API IDs

View Password List Permissions

b be

m View Recycle Bin
(e) All Password History Report

(a] All Passwords Report

(e Enumerated Permissions Report
(s Have | Been Pwned Compromises
(e) Password Strength Report

(e] Standard Permissicns Report

Searching for Password Lists and Folders in the Navigation Tree

If you have a many Password Lists you need to manage, the Quick Navigation search box makes it
easy to search and automatically select the correct Password List - it will even search nodes which
are collapsed and not visible. The Star symbol also allows you to filter any Password Lists you have
marked as being your 'Favorites'.

PASSWORDS
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Resizing the Navigation Tree Pane

You can re-size the Navigation Tree pane by simply dragging the following re-size divider.

Resizing the Navigation Pane is also automatically saved for the next time you use
Passwordstate.

View or Copy Password to Clipboard

Within each of the Password Grids, you can quickly view a Password by clicking on the masked

password (******) or you can copy to the clipboard by clicking on the icon.

Both of these actions will add an audit event record.

Password and Password List Permissions

Permissions can be applied for individual User Accounts, or Security Groups (either a Local
Security Group, or an Active Directory Security Group). The following types of permissions are
possible:

e Password Lists:
o View: Can only view the passwords
o Modify: View access, plus edit and delete passwords
o Administrator: Modify access, plus administer permissions and make changes to the Password
List
e Individual Passwords:
o View: Can only view the password
o Modify: View access, plus edit and delete password

Searching for Passwords

You can search for one or more Passwords by using the Search box at the top of each page - see
image below. This search box will search all text based fields within the Password Listi.e. it won't
search numeric, Boolean or date fields.

If you have clicked on the 'Password Home' tree node, or any Folders, then this will search
through all passwords nested beneath this node.
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Resetting Number of Rows in Grids

You can reset the number of rows displayed in grids by selecting the appropriate option in the
drop-down combo-box.

Grid Layout Actions..
On the main 'Passwords' or 'Passwords Home' pages, any number of rows can be specified for the

grids by specifying the appropriate value in the area.

i+% Screen Options

Screen Options

For the main 'Passwords' or 'Passwords Home' pages, ensure you click on the button, as this will
provide you multiple options for configuring how the screen looks and behaves.

:%: Screen Options

Note: Some of these options may be disabled as your Security Administrators of Passwordstate
can specify some of these settings for you.

Reordering and Resizing Grid Columns

All the grids displayed in Passwordstate can have their columns reordered by dragging them left
and right, and the columns can be re-sized.

Once you have the grids displaying just how you like, ensure you select 'Save Grid Layout' from
the drop-down combo-box, so your settings are retained for future use.

Grid Layout Actions..
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Generate a Random Password

Anywhere you see the following icon @, clicking on this icon will generate a random password
based on the settings you have specified either in the 'Password Generator' area, or for the
settings specific to the Password List you are viewing.

Preferences

By clicking on the main 'Preferences' Menu Item, you can specify multiple settings which are
specific to your account. In particular:

1. Settings under the Passwords tab
2. Settings under the Hosts tab

3. Various miscellaneous settings
4. Color Themes

5. Authentication options

6. Mobile access options

7. Browser extension settings

2 Passwords

The Passwords Tab will show all of the Password Lists and Folders your account has been given
access to, and is there area within the product were all standard user password management tasks
will be managed from.

By using one of the menus in Passwords Menu, you can add new Folders and Password Lists,
navigate back to Passwords Home, we well as various other features relating to this tabbed area
of Passwordstate.
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Passwordstate vs.o uild 5000

PASSWORDS

¥ T Business Systems
4 [ Customers
» = Allsand
4 = Contoso
4 [*~ DBAs
4¢ Database Credentials
» T Infratructure
¥ T Customer Template
» = Halox
» T Sanddomain
4 *= Infrastructure
== Active Directory Accounts
£ AD Discovery
a Amazon Lagins
|E| Cisco Metwork Devices
L) ESXi Accounts
6 Firewall Accounts
C'} Linux Accounts
[] Office 365/Azure AD Accounts
O Cne-Time Passwords
@ out of Band Management Cards
b Routers and Switches
|E| Switch Accounts
ETeamuie'.a-erAchJr*ts
() Web Sites
== Workstation Accounts

. | Server Certificates
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21 Passwords Menu

The "Passwords Menu" is where you will spend the majority of your time in Passwordstate, as this
is where you access all the Shared and Private Password Lists.

The following is a list of menu options available, of which some may be disabled/hidden by your
Passwordstate Security Administrators:

Menu Item

Passwords Home

Add Folder

Add Private Password List

Add Shared Password List

Administer Bulk Permissions

Expiring Passwords Calendar

Password List Templates

Pending Access Requests

Request Access to Passwords

Toggle All Password List Visibility

Description

Clicking on Passwords Home will display whatever
Password List, or Folder, you have selected as being your
default Home Page in the Preferences area

Allows you to add a new Folder, for organizing a group of
related Password Lists

Allows you to create a new Private Password List, which is
only visible to you - even Security Administrators of
Password List are not aware of the existence of any Private
Password Lists

Allows you to create a new Shared Password List, which
can be shared with other users in Passwordstate

Allows you to assign permissions to multiple Password
Lists at once, for either user accounts in Passwordstate, or
security groups

The Expiring Passwords Calendar shows you a calendar
style view of passwords who have their 'Expiry Date' field
set. You can navigate back and forth either by day, week or
month

Password List Templates allow you to create a 'template’
of settings and permissions, which can be used when
either creating/editing a Password List settings, or you can
link Password Lists to a Template, and then manage all the
settings for multiple Password Lists from the one
Template

Allows you view/process any access requests you are
responsible for, or view our own status of access requests

Allows you to search for Password Lists or Password
Records, and request access to them

This feature will show all Password Lists and Folders in the
navigation tree, regardless of whether you have access or
not. Items will be highlighted in Red if you do not have
access, and clicking on them will allow you to request
access
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211 Passwords Home

Clicking on Passwords Home will display whatever Password List, or Folder, you have selected as
being your default Home Page in the Preferences area.

Itis this menu option where you will spend most of your time in Passwordstate, and is the default
menu option when you first browse to the site.
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Passwordstate vs.o uild 5000

PASSWORDS

¥ T Business Systems
4 [ Customers
» = Allsand
4 = Contoso
4 [*~ DBAs
4¢ Database Credentials
» T Infratructure
¥ T Customer Template
» = Halox
» T Sanddomain
4 *= Infrastructure
== Active Directory Accounts
£ AD Discovery
a Amazon Lagins
|E| Cisco Metwork Devices
L) ESXi Accounts
6 Firewall Accounts
C'} Linux Accounts
[] Office 365/Azure AD Accounts
O Cne-Time Passwords
@ out of Band Management Cards
b Routers and Switches
|E| Switch Accounts
ETeamuie'.a-erAchJr*ts
() Web Sites
== Workstation Accounts

. | Server Certificates
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2111

Navigation Tree

The Passwords Navigation Tree is used to access all of the Password List you have been given
access to, and itis used to logically group related Password Lists and Folders. The only Folders and
Password Lists visible in this panel are the ones you have been given access to.

Some of the features of the Navigation Tree are:

e The Search Password Lists or Folder textbox allows you to quickly search for the desired
Password List or folder, and can be useful if you have many Password Lists and Folders
displayed

e Clicking on a Folder will display a screen to the right which allows you to:

- View/Edit Settings for the Folder if your account has access to it
* View a Guide for the Folder
- View/Manage Documents and External Links for the Folder

e Clicking on a Password List will display a screen on the right which shows all the passwords in
the selected Password List. Note: not all passwords for the selected Password List may be
displayed, as it's possible you may have been given access to individual passwords within the
Password Lists, instead of the entire Password List

e |tis possible to drag-n-drop the Folders and Password Lists around in the Navigation Tree,
although the default settings only allows users who are Administrators of the Folders and
Password Lists to do this

e The view/structure you see in the Navigation Tree is the view all users who have been give
access will see - it's a shared view. The only time it will look different is if they haven't been
given access to all of the Folders Password List in the tree structure you see

e Re-organizing items in the Navigation Tree will generate email alerts to other users who have
the same access

e When expanding/collapsing tree nodes, if you hold down the Control Key while doing so, it will
expand/collapse all nested Password Lists/Folders beneath the one you are clicking on

e The Star symbol also allows you to filter any Password Lists you have marked as being your
'Favorites'.
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Passwordstate veo @uid soo0)

PASSWORDS ‘

B3
Jo)
'H

1)
»*

¥ T Business Systems
o~
=~ B P~ customers
» T Allsand
‘.'l -
) k Contoso
9 » T Customer Template

» T Halox

= sanddomain

-

4 = nfrastructure
== Active Directory Accounts
) AD Discovery
a Amazon Logins
|E| Cisco Metwork Devices
L ESXi Accounts
dl Firewall Accounts
(:’} Linux Accounts
[] Office 365/Azure AD Accounts
Q Cne-Time Fasswiords
& out of Band Management Cards
i Routers and Switches
|E| Switch Accounts
E-] Teamviewer Accounts
) web sites
== Workstation Accounts

.| Server Certificates

You can also right-click on the Navigation Tree, and create Folders or Password List beneath the
item you right-click in.
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Passwordstate voo euid sooo

PASSWORDS

3
0
[ 1]
4
¥

Passwords Home

¥ T Business Systems

E d PF
W dd Folder

k

. | o., Add Private Password List
: , :
Add Shared F‘EISSWDH:@
9 ' g cdit Properties
.

an View Permissions
» = Sanddomain

4 = infrastructure
== Active Directory Accounts
0 AD Discovery
a Amazon Logins
|E| Cisco Metwork Devices
o ESXi Accounts
ﬂl Firewall Accounts
f:"} Linux Accounts
[] Office 365/87ure AD Accounts
{) One-Time Passwords
@ out of Band Management Cards
e Routers and Switches
|E| Switch Accounts
E-] Teamviewer Accounts
() web Sites
== Workstation Accounts

. | Server Certificates
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2.1.1.1.1 Passwords Home

Clicking on the Passwords Home icon will display the screen below. This screen will be a filtered
view of all Password Lists you have access to (.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending on
your access rights, and what settings have been applied to the various Password Lists you have
access to.

On this screen you can:

e Search for Passwords across all the Password Lists you have access to (from Passwords Home),
or all passwords within the selected Folder. Note: To perform an exact match search, enclose
your search term in double quotesi.e. "root_admin"

e View and access Passwords you've recently used i.e. viewed/editing/copied to clipboard, etc

e View your tagged Favorite Passwords

¢ View your tagged Favorite Password Lists

e View some basic auditing statistics statistics

e Customize the screen by clicking on the Screen Options button

¢ You can edit/view a password by clicking on the hyperlink in the Title column

e You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)

e You can copy a password to the clipboard by clicking on the icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)
e You can perform various Password Actions by selecting the appropriate menu option from the

Actions drop-down menu O

- Please Note: For the Recent Passwords Grid, none of the icons next to the Title field will be
visible, due to performance reasons. When there are thousands of recent auditing records for a
user, having these icons could cause performance issues due to the volume of data

B

QIR S % passwords Home i creen Opic

[
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2.1.1.1.1.1 Screen Options

Screen Options allows you to specify various settings for how you would like to see the grids and
charts displayed on the screen.

Please note that some of these settings may be set by your Security Administrator(s) of

Passwordstate, and if so the controls will be disabled. You will see an icon like ".!, and message
telling you if this is the case.

Dashboard Layout Tab

The Dashboard Layout tab allows you to select which Panels you would like to display, and in
which Zone position. You can drag-n-drop the Panels around within the different Zones, so they
appearin the position you like.

i3t Screen Options

Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Drag and drop the position of each of the panels below, and choose which panels to show or hide.

Zone 1 Zone 2

¥ Show Search Passwords on this screen, ¥ Show Favorite Passwords on this screen.
Zone 3 Zone 4

¥ Show Recent Passwords on this screen. ¥ Show Favorite Password Lists on this screen.

Save Cancel

Password Columns Tab

© 2024 Click Studios (SA) Pty Ltd
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The Password Columns tab allows you to select which columns you want displayed for each of the
Passwords Grids.

it Screen Options
Please review each of the tabs below, and customize the page as reguired.

dashboard layout password columns number of records grid paging style statistics
Please specify which columns you would like displayed on this screen for all 'Password’ grids

7 Title Please Note: It's possible to search for values in Generic Fields here on
this page, but it's not possible to display the columns as each Password

[ Tree Path List can have different Field Types for these columns

[_J User Name

[#] Description

I Account Type

I URL

[+ Password

|_J Password Strength
[ Expiry Date

Save Cancel

Number of Records Tab

The Number of Records tab simply allows you to specify how many records you would like
displayed within any of the Grids, before the 'paging' controls will be displayed.
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it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Please specify the number of Records to display on the screen for the Search Results and Favorite Passwords.

MNumber of records per page
7

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to
display.

Save Cancel

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the grids are set to display.

© 2024 Click Studios (SA) Pty Ltd



Passwords 25

it Screen Options
Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

Please select which Paging style you would like to use for the Search Results and Favourite Passwords Grids - The
pagers will appear in the footer of the gnd.

2 Mext Previous Buttons '® Slider 2 Numeric Pages
MNext Previous Buttons Slider MNumeric
Changepage: 1 4 » H N » 2 345678 9 10

Save Cancel

Statistics Tab

The Statistics tab allows you to either hide or show the statistics graph on the page, and which
style and color of graph you would like to be displayed.
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it Screen Options

Please review each of the tabs below, and customize the page as required.

dashboard layout password columns number of records grid paging style statistics

You can choose to show or hide the Passwords Statistics Chart, as well as change the type of chart, whether the data is
'stacked’, and the color theme.

[#] Show the Statistics Chart

Choose the Graph Type: ® preg Line Bar

Stack the data points on top of each other: ® vygs Mo

Choose Color Theme : Flat -

MNote: The color theme you select here will also apply to the 'Auditing Graphs' screen as well

Save Cancel

2.1.1.1.2 Folders

Clicking on a Folder will display a screen similar to below. This screen will show the following
details for the Folder:

e Properties of the Folder - depending on your access level, you can edit these properties
e Permissions for the Folder

e The Guide for the Folder

e Any Documents which have been uploaded and associated with the Folder

e And any external web site links which have been associated with the Folder
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2.1.1.1.2.1 Folder Properties

Folder Properties screen allows you to edit various settings related to the selected Folder, as well
as various options for how permissions work for the Folder.

@ Edit Folder Properties

To edit the Folder properties, please make appropriate changes and click on the "Save' button

folder properties guide api key & settings
Please specify appropriate details below for the Folder, then click on the Save Button.

Folder Properties

Site Location * Internal -
Folder 1D * 6617

Folder Name * |Business Systems |
Description |Business Systems Related Password Records |
Permalink | https://passwordstateg.halox.net/fid=6617 |

{you can maodify the end of the Permalink URL to specify your own "fid" value if required.
The values must be unigue and less than 100 characters in length.)

Prevent Non-Admin users from Dragging and Dropping this Folder in the Navigation Tree

®@ves ONo

Folder Permission Model

Permission Model
@ standard - Inherit permissions from nested Password Lists O Advanced - Propagate permissions down from top level folder

Save Save and Close Delete Cancel

Folder Properties Tab

On the Folder Properties tab you can:

e Select the Site Location - By default, the "Internal” site location will be the most common,
unless you have purchased a subscription for the Remote Site Locations module
e Specify the Name and Description for the folder
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21.1.1.22

e Choose to prevent users with non-admin rights from dragging-and-dropping the folder in the
Navigation Tree
e The Permalink allows someone to click on the URL specified, and navigate directly to the Folder

Folder Permissions Model

There are two types of permission models available in Passwordstate:

e Standard - the folder will inherit permissions from any nested Password Lists beneath it
e Advanced - the folder will propagate permissions down to all nested Folders and Password Lists

When using the Advanced Permission Model, it's also possible to select the option to "Disable
Inheritance of any permissions from upper-level folders" for any nested Folders or Password Lists.
By doing this, you can have different permissions set, in this propagating structure.

Clone a Folder

By clicking on the 'Clone Folder' button, there are various options available for you to clone the
selected folder. The Options are:

e Clone all nested Folders and Password Lists, or just the nested Folders

e You can also choose to clone the current permissions applied to all the nested
Folders/Password Lists, or apply just permissions for your own account, or you can choose not to
clone any permissions

When cloning a folder, it will be positioned in the root of the Navigation Tree, and you can then
drag-n-drop to wherever needed.

Note: No passwords are actually cloned using this method - it is only the Folders and Password
Lists, plus there settings and permissions, which are cloned.
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W Clone Folder

To clone the selected folder, please specify the name of the top level folder, and select the appropriate options.

Note: Mo passwords will be cloned with this process, only Folders and Password Lists

folder details

Please specify appropriate details below, the click on the Save Button.

Site Location * Internal T

All nested Folders & Password Lists will be marked as the selected Site above

Folder Mame * |EJsiness Systems |

Description |E.Jsiness Systems Related Password Records |

Clone the following Folders and Password Lists:

@ All nested Folders and Password Lists O Just the nested Folders

Apply the following permissions:

® Clone current permissions O Only for my account O None

Status: Save Save & Clone Again Cancel

2.1.1.2 Password Lists

The Password List screen shows you the Passwords stored within the selected Password List. Not
all Passwords may be visible to you here, as permissions can be applied to individual records
within the Password Lists, as opposed to the whole Password List.

™ Note: Some of these features detailed below may be hidden or disabled for you, depending on
your access rights, and what settings have been applied to the selected Password List.

On this screen you can:

e Search for Passwords contained within the selected Password. Note: To perform an exact match
search, enclose your search term in double quotesi.e. "root_admin"

e View various statistics about the selected Password List

e Customize the screen by clicking on the Screen Options button

¢ View what access you have to the Password List, and 'Guide' which has been added for the
Password List, and also the specific Password Strength Policy settings which have been applied

e View Auditing data related to the Password List (Recent Activity)

e You can edit/view a password by clicking on the hyperlink in the Title column

e You can view a password on the screen by clicking the masked ******* (the speed at which the
password is again hidden can be control by your Security Administrators)
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e You can copy a password to the clipboard by clicking on the icon (if using Internet Explorer,
the clipboard can be cleared after a set time, which is set by your Security Administrators)
You can perform various Password Actions by selecting the appropriate menu option from the

Actions drop-down menu o

Add Passwords, view Uploaded Documents, or Email Permalinks

If you have Admin privileges to the Password List, there will also be multiple options available
to you via the List Administrator Actions Actions drop-down list

By clicking on one of the segments in the 'Password Strength Summary' pie chart, you can filter
the results in the Passwords grid

By clicking on one of the segments in the 'Most Active Users' pie chart, you can filter the results
in the Recent Activity grid

The first screenshot below shows a standard Password List which is not configured to perform
Password Resets on remote systems. The second screenshot below shows a Password List
configured for this, and shows the additional columns you would expect to see.

Q @ i screen Options

@ Server Listing sereristng) Ofavorte B Site Location (Contoso) @ Shared

n Access) % Guide B Strength Policy Password Strength Summary
Last Updated

000000003

Account Type password Password Srength
Report ke ke
Viware ESX A kK

1 2.2 3

& Router = K Kk

K KK

*h Kk

S 8.8
& Phone e 2.2 881

Title
. = =

Add

= Stong (75%) = Excellent (12%)

Most Active Users (past 30 days)

= imago (2) m Lee (1)

Q @ :if Screen Options

23 Active Directory Accounts (all Domin Accounts) Ofavorite [BA Site Location (Internal) @ Shared List (Admin Access) ®® Guide  # Strength Policy
Actions  Title Domain or Host User Name Account Type password password strength Password Last Updated Reset Status  Heartbeat Status  Dependencies Managed Expiry Date
T T T T T T
(-] asdasdasd sk halox msand2 e o ek ke ® [ ] [ b3
) Check File Exists msand b8 8.8 8 ¢ 5/08/2020 1 © © o /
©  halox\apppools apppools * % ° ) o /
) halox\bship bship! * ko e ® o /
[-] halox\pws_write pws_write 8 8 8 8 4 o [ ] o /
] HALOX\schedtasks * % K @ e 1 ”
(-] halox\statex R .8 8 1 © © 1 /
(-] James Farthing b8 8 8 4 @ ® o / 2018
©  jiwilsomox J He de K K ® ® o ;
o pbackupva o e @ [ ] o ®
‘ ge 102 ftem 1t0 10 of 14
Add | Documents (5) | Permalink | Grid Layout Actions..  ~  List Administrator Actions.. -

2.1.1.2.1 Screen Options

Screen Options allows you to specify various settings for how you would like to see the grids and
charts displayed on the screen.
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Please note that some of these settings may be set by your Security Administrator(s) of

Passwordstate, and if so the controls will be disabled. You will see an icon like '.F', and message
telling you if this is the case.

Password Columns Tab

The Password Columns tab allows you to choose which columns are visible in the Passwords grid.

Once you've chosen the columns you want visible, simply click the 'Save' button. If you also want
to apply the same 'view' to other Password Lists, click on the 'Show All Button', select the Lists you
want to apply the view to, then click on the Save button. Note: Each Password List can be
configured to use different columns, so some columns may or may not show for other selected
Password Lists.

it Screen Options

Please review each of the tabs below, and customize the page as required.

I password columns passwords grid recent activity gnd grid paging style chart settings

Visible Columns Apply to the following Password Lists { Show All ) ( Select All )
User Name
Description
Account Type
Paszsword
Password Strength
Expiry Date

Save Cancel

Passwords Grid Tab

The Passwords Grid tab allows you to show or hide the Header and Filters feature for the
Passwords grid, as well as specify the number or records to display in the grid.
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it Screen Options

Please review each of the tabs below, and customize the page as reguired.

password columns passwords grid recent activity gnid

For the Passwords Grid below, please select which attributes you would like to show or hide, and how many records you would like to

display on the screen.

[ritters & Header

Mumber of records per page,
[10

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to display.

grid paging style

chart settings

Save Cancel

Recent Activity Tab

The Recent Activity tab allows you to show or hide the Recent Activity grid (auditing data), as well
as the grids header, and how many records you would like to be displayed in the grid.
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it Screen Options

Please review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity grid grid paging style chart settings

For the Recent Activity Grid below, please select which attributes you would like to show or hide, and how many records you would like
to display on the screen.

Visible Kl Header

Mumber of records per page
E

Note: specifying 0 will display all records, but can slow down page rendering significantly if you have many records to display.

Save Cancel

Grid Paging Style Tab

The Grid Paging Style tab allows you to choose one of three different types of 'Paging' styles,
which will be used when there are more records returned than the Password grid is set to display.
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it Screen Options

Flease review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity gnd

Please select which Paging style you would like to use for the Passwords and Recent Activity Grids - Th

of the gnd.

@ Mext Previous Buttons O slider O Numeric Pages

MNext Previous Buttons Slider

Changepage: w4« » w a1 »

grid paging style chart settings

MNumeric

€ pa

gers will appear in the footer

Save Cancel

Chart Settings Tab

The Chart Settings tab allows you to either hide or show the Password Strength Summary and
Most Active Users pie charts on the right-hand side of the screen. You can also choose the color

scheme for the pie charts.
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iti Screen Options

Flease review each of the tabs below, and customize the page as required.

password columns passwords grid recent activity grid grid paging style chart settings

¥ou can choose to show or hide the Pie Charts, as well as select a color theme for them

Visible

Choose Color Theme : Elue Opal -

Save Cancel

2.1.1.2.2 Add Password

The Add Password screen allows you to add a new Password record to the selected Password List.
When adding a new password record, the fields visible on the screen can be different for each

Password List, as each Password List can be configured to use different fields. There are a total of
9fixed fields which can be used, and 10 Generic Fields which can take on different field types.

Password Details Tab

The Password Details tab is where you specify the values for the majority of fields associated with
the selected Password List, and each field can be configured of different typesi.e. URL, Text, Date,
Radio Buttons, etc.

A few things to note on this tab is:

o Any fields which are denoted with * are mandatory fields, and you must specify a value for
them

e The Password Strength indicators and text at the bottom of the screen only apply to the
'‘password' field - they do not apply to any Generic Fields which may be configure of type
Password

e You can choose to prevent exporting of this Password record if required

e You can choose to generate a new random password by clicking on the B icon, copy the
password to the clipboard by clicking on the ", or show the password on the screen by clicking
on the @ icon
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e The policy set for the selected Password List may also place certain restrictions to the Password
record, like a certain Password Strength must bet met before the record can be saved, or that
passwords deemed as 'Bad' cannot be used. You will need to refer to one of the Administrators

of the Password List to understand what settings and restrictions have been applied
ab

e The Spell Check type icon ¥ shows a popup window which spells out the password in the
format of 'PAPA alpha sierra sierra whiskey oscar romeo delta'

The Add Password screen will also look different, depending on whether it's Password List is
configured for Password Resets or not. In the two screenshots below, the first is from a Password
List which is not configured to allow Password Resets on remote systems, and the second
screenshot is from a Password List configured to allow this.

Add New Password

Add new password to "Web logins' Password List (Tree Path = \Customers\Sanddomain\Customer Service).

password details

Title * | |

UserMame | |

Description | |

Expiry Date

Password Generator Default Password Generator o -
Password * | 4] | o B 8

Confirm Password * | |

Password Strength *“« Compliance Strength Y Y W W W

Strength Status:

[E] compliance Mandatory [E prevent Bad Password Usage

Save Save & Add Another Cancel
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Add New Password

Add new password to "Active Directory Accounts' Password List (Tree Path = \Customers\Contoso\Infratructure).

I password details notes securty reset options heartbeat options

Title * | |

Managed Account Enabled for Resets Enabled for Heartbeat

Account Type - Select Account Type - -

Domain or Host 0,

UserMame | |

Description | |

Expiry Date

Password Generator Default Password Generator = -
Password * | = | (O8N = IE -

Confirm Password * | |

Password Strength +* Compliance Strength Yt Jir Y W W

Strength Status:

[B compliance Mandatory [l pPrevent Bad Password Usage

Save Save & Add Ancther Cancel

Notes Tab

The Notes tab allows you to specify longer verbose text to explain what the record is for, and also
allows basic HTML formatting.
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B9 Add New Password

Add new password to "Servers' Password List (Tree Path = \Customers\ Customer’s A).

password details notes

(MEE B/ U|l=i=s

| A~ O | FontName  ~ Real. v | 3F|

Save Save & Add Another Cancel

Security Tab

Using the Security Tab, you can also require the password record be exclusively check-out to a
user so they can access it - when check-out, no other users can access the record. There are
options to perform a password reset on check-in as well, and also a timer for when the password
should be automatically checked in if the user forgets to manually check the record in.

If needed, Security Administrators can also check the password back in manually. Manual check
ins can be done from the 'Actions' menu for the password record.
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Add New Password

Add new password to "Windows Admin Accounts' Password List (Tree Path = \Customers\5anddomain).

password details notes security reset options heartbeat options

Password Security Settings [

Password Requires Check out [0
Change Password On Checkin - [
Check In Automatically After o1 ~ Hour(s) gg ~ Minute(s)
Sefting to 00:00 will disable automatic check-in.

Password Export Allow this Password to be Exported

Save Save & Add Another Cancel

Reset Options and Heartbeat Options Tabs

The Reset Options and Heartbeat options tabs will only be visible if the password record has been
configured to perform password resets. For a complete example of how to configure a password
for resets, please reference the Privileged Account Management manual under the Help menuin
Passwordstate.

Options available are:

e The Password Reset Script to be used for this account

e The Privileged Account Credential to associate with the record so a Password Reset can occur -
not all Reset Scripts require this, so please reference the Privileged Account Management
manual under the Help menu in Passwordstate

e Whether or not to auto-generate a new password for the record

e At what time of the day should the password be reset, once the Expiry Date has been reached
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e How many days should be added to the Expiry Date field, once the password has been
automatically reset

e And what Validation Script and schedule to use for the Heartbeat process
The Administrators of the Password List can also set the default options for all password records at

the Password List level. Once set, new password records will inherit the settings, but can be

changed in individual records at any time, or by bulk using the Bulk Update Password Reset
Options feature

Add New Password

Add new password to "Windows Admin Accounts' Password List (Tree Path = \Customers\Sanddomain).

password details notes security reset options heartbeat options

Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Account Credentizl, in order to perform the
password reset.

Password Reset Script -- Select Password Reset Script -- 2

Privileged Account -- Select if Required -- &

™ - ot all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.
- Active Directory Accounts do not require you to select a Reset Script.

Password Reset Schedule

When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:

op + Hour gp = Minute and accl Day(s) = tothe Expiry Date.

Save Save & Add Ancther Cancel
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Add New Password

Add new password to "Windows Admin Accounts’ Password List (Tree Path = \Customers\Sanddomain).

password details notes securty reset options heartbeat options _

Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verification, and what schedule you would like
to use to validate the password is correct

-- Select Validation Script -- 7

(] Use the Privileged Account Credential selected on the "Reset Options' tab to perform the authentication
for this validation (only used for Linux accounts if required):

Validate Password every day at:
Hour 1g Minute

Save Save & Add Ancther

Cancel

Validating Linux Root Account Passwords

By default, most Linux Operating Systems do not allow you to SSH in using the root account —for

security reasons.

Because of this restriction, on the ‘Heartbeat Options’ tab for password record, we have an option
you can select to SSH in with the Privileged Account Credential that is selected for the record, and

then validate the password for the root account.

In order for this functionality to work, changes are required to each of the Sudoers file on your

Linux desktops/servers. Below are the changes required:
e Open the Sudoers file with visudo using the following command:

Sudo visudo -f /etc/sudoers
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e When editing the Sudoers file, scroll to the bottom and add the following two lines, entering
in the appropriate username you use in Passwordstate as your Privileged Account:

## Enable sudo rootpw for Passwordstate Privileged Account
Defaults:<username> rootpw

Edit Password

Please edit the password below, stored within the ‘Local Linux Accounts ' Password List (Tree Path = \Customers\Halox).

password details notes security reset ortions heartbeat options _

Heartbeat Validation Options

Select the Password Validation Bt T0 use for the Heartbeat verification, and what schedule you would like
to use to validate the passye®®is correct

Brd for Linux Account -

U5e the Privileged Account Credential selected on the ‘Reset Options® tab to perform the authentication
for this validation (only used for Linux accounts if required):

Validate Password every day at:
15 + Hour |35 = Minute

Save Cancel

2.1.1.2.3 Edit Passw ord

Editing a Password is possible by clicking on the Title field hyperlink you see in the grids as per the
below screenshot.
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&8 Windows Admin Accounts

Actions  Title
Q appserver0Tiadmini
(v} appserver01\Administrator
°
Q desktop10ymarlee

Q desktop10\TestUser]

Q desktop10\TestUser2

Domain or Host

-

appserverD1.sanddomain.com

appserverD1.sanddomain.com

=

appserverd1.sanddomain.com

L

desktop10.sanddomain.com

=]

desktop10.sanddomain.com

Ld

desktop10.sanddomain.com

User hName

admini

Administrator

mariee

mariee

TestUserl

TestUser2

Description

Local Administrator Ac
on
appserver0l.sanddoma

Local Administrator Ac
on
appserver0l.sanddoma

Local Administrator Ac
on
appserver0l.sanddoma

Local Administrator Ac
on
desktop10.sanddomain

Local Administrator Ac
on
desktop10.sanddomain

Local Administrator Ac
on
desktop10.sanddomain

Once the Edit Password screen is open, each of the fields and options on the Tabs is similar to the

Add Password screen.

Password Details tab

The fields available on the Password Details tab will look different, depending on what fields you

have selected for a Password List, and also if the Password List is configured to allow Password
Resets to occur. Below is a screenshot of an Active Directory account, which is configured to

perform password resets.

™ Note: Please refer to the Privileged Account Management manual under the Help menuin

Passwordstate
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Edit Password

Please edit the password below, stored within the "ActiveBirectory Accounts’ Password List (Tree Path = \Infrastructure).

password details reset optic s heartbeat options

Title = Jamesj ing |°'
Managed Account L4 Enabled for Resets Enabled for Heart

Account Type B Active pirectory -
Domain halax *

UserMName |1arja

Description | |
Expiry Date 13/12/2018
Password Generator SQL Password Generator = -
Password * ||+uou|-uu T E | Q_ E !!5 n '
Confirm Password * crrarsasssaasas |
Password Strength +# % W W Compliance strength Yt Jr Y W W

Strength Status: 1 more characters

:’ Reset Tasks (1) [E Added via Discovery Bl Compliance Mandatory [B] Prevent Bad Password

™ pascword Reset tasks will be queued if Passward updated. Save Cancel

If the Password List is not configured for Password Resets, then the Password Details tab would
look similar to the screenshot below.
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Edit Password

Please edit the password below, stored within the "Test Password List' Password List (Tree Path = \Business Systems).

I password details notes security

Title * |Test Password |°'

UserMame |msand |

Description | |

Expiry Date

Password Generator Default Password Generator = -

Password * [ eneone o|raEsy @

Confirm Password = | .......................................... |

Password Strength “ W W W Compliance Strength L & & & & ¢

Strength Status: Excellent password strength

:! Reset Tasks (0) [E Added via Discovery B compliance Mandatory [E] Prevent Bad Password

Sawe Cancel

Active Directory Actions tab

If the Password List has the option to show Active Directory Actions, then you can perform various
AD functionality as well, as per the options in the screenshot below.
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B4 Edit Password

Please edit the password below, stored within the "Windows Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security active directory actions reset options heartbeat a

You can perform any one of the following Active Directory Actions when you click on the 'Save’ button.
These actions will accur regardless of whether you change the password for this account or not.

) Unlock this account if locked

) User must change password at next logon
) Disable this account

) Enable this account

M password Reset tasks will be queued if Password updated. Save Cancel

Reset Options and Heartbeat Options Tabs

The Reset Options and Heartbeat options tabs will only be visible if the password record has been
configured to perform password resets. For a complete example of how to configure a password
for resets, please reference the Privileged Account Management manual under the Help menuin
Passwordstate

Options available are:

e The Privileged Account Credential to associate with the record so a Password Reset can occur -
not all Reset Scripts require this, so please reference the Privileged Account Management
manual under the Help menu in Passwordstate

e Whether or not to auto-generate a new password for the record

e At what time of the day should the password be reset, once the Expiry Date has been reached

e How many days should be added to the Expiry Date field, once the password has been
automatically reset
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e And what Validation Script and schedule to use for the Heartbeat process
The Administrators of the Password List can also set the default options for all password records at

the Password List level. Once set, new password records will inherit the settings, but can be

changed in individual records at any time, or by bulk using the Bulk Update Password Reset
Options feature

Edit Password

Please edit the password below, stored within the "Active Directory Accgafits’ Password List (Tree Path = \Infrastructure).

password details notes security

password reset,

Password Reset Script Reset Active Directory Fassword

Privileged Account Update Active Directory Account Passwords

F - Mot all Reset Scripts require a Privileged Account. See KB Article in menu Help -» User Manual.
- Active Directory Accounts do not require you to select a Reset Script.

chedule

When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:
oo = Hour gg ~ Minute and add Dayl(s) = | ta the Expiry Date.

M pasoword Reset tasks will be queued if Password updated.

Save Cancel
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B4 Edit Password

Please edit the password below, stored within the "Active Directory Accounts’ Password List (Tree Path = \Infrastructure).

Eword details notes securty active directory actions reset options heartbeat options |51~

Heartbeat Validation Options

Select the Password Validation Script fo use for the Heartbeat verification, and what schedule you would like
ate th 5 s -

to use to val

Vzlidate Password for Active Directory Account

Use the Privileged Account Credential selected on the 'Reset Options' tab to perform the authentication
for this validation (only used for Linux root accounts if required):

date Password every d3y

09 ~ Hour 4p9 = Minute

M password Reset tasks will be queusd if Password updated. Save Cancel

2.1.1.2.4 Upload Documents

Itis possible to upload one or more document/attachments to Passwordstate, and associate them
with either the Password List itself, or individual Password records. Uploaded documents are also
encrypted within the database, using the same type of 256bit AES encryption as other encrypted

data.

On the 'Documents' screen for Password List, the following is possible:

e Adding a new document
e Retrieving a document from the database by clicking on the 'Document Name' hyperlink

e You can edit some basic properties for the document
e Add also delete the document if required. Note, deleting a document does not place itin any

recycle bin.
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Documents for Password List 'Servers'

Actions  Document Name Description Modified Modified By File Size
[~} Installation_Instructions.pdf  Passwordstate Installation Instructions  20,/06,/2013 Mark Sandford = 1.1 MB
(] Preinstallation_Checklist.pdf  Passwordstate Preinstallation Checklist ~ 20,/06,/2013 Mark Sandford 381 KB
[~ ] Upgrade_Instructions.docx Upgrade Instructions 20,/06,/2013 Mark Sandford = 39 KB

Return to Passwords | Add Document Toggle ID Celumn Visibility Grid Layout Actions...

2.1.1.2.5 Email Permalinks

Passwordstate supports the concept of 'Permalinks' for Password Lists, or individual Password
records.

A Permalink is a shortened URL which can be copied to the clipboard, or email to other users, and
allows easy access to a resource by simply clicking on the provided URL.

™ Note: If you provide a Permalink to another user who does not have access to the Password
List, they will be redirected to another screen where they can request access. All requests for
access will be sent to the Administrators of the Password List.

-]

& Copy or Email Password Permalink

To email another user the Password Link details below, please select the user from the drop-down list below.

Select Email Address * Search for peaple... i
Subject |Password Permalink |
Permalink | https://passwordstates.halox.net/pid=67918 |
| B 7 ﬂl%%é%léf IZEE|A - O Verdana - 1Zpx v | 3|

Hi,
Image Capture is sending you the following Password Permalink.

Password: Games Card
Password List: Cradit Cards
Permalink: https://passwordstated . halox.net/pid=67918

Passwordstate 9.0 - Secure Password Management.
https://passwordstate?.halox.net

Send Email Close
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2.1.1.2.6 Passw ord Actions

Every Password added to a Password List has certain functions, or 'Actions', which can be
performed for the record. Below is a table summarizing each of the Actions, and more detail can
be found by clicking on each of the hyperlinks.

Check-In Password

Copy or Email Password Permalink

Copy or Move to Different Password
List

Delete

Expire Password Now

Filter Recent Activity on this Record

Link Account to Multiple Web Site URLs

Remote Session Launcher with these
Credentials

Send Account Heartbeat Request

Send Self Destruct Message

Toggle Favorite Status

Allows a user to check a record back in, after they have
checked it out for exclusive use

Similar to Permalinks for Password Lists, you can also
copy or email Permalinks for individual Password records

It's also possible to copy or move individual Password
records between Password Lists, and it's even possible
to link them - so all changes are synchronized between
Password Lists

When you delete an individual Password record, it is
moved to the Recycle Bin for the Password List.
Administrators of the Password List can restore back
from the Recycle Bin if required

Selecting 'Expire Password Now' for an individual
Password record, will set it's Expiry Date field to the
current date, and trigger any associated Password Reset
tasks as well

If you need a quick method of filtering the audit data
(Recent Activity) for an individual Password record, you
can use the 'Filter Recent Activity on this Record' menu
option

If using our Chrome or Browser extensions, and you use
the same account to login to multiple different web sites
(normally internal sites), then you can use this feature to
achieve that.

This menu will be available if the record is a local
account for a Host record, and you have been give access
to use the Remote Session Launcher feature

If the password record has the option enabled to
perform account Heartbeats, to validate the password is
correct against the remote Host or Active Directory, then
you can use this menu option to perform the validation
real-time.

This menu option allows you to send a Self Destruct
Message, with the contents being details for the
selected Password record.

If you have Password records which you use frequently,
you can tag them as your favorites and they will show up
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View & Compare History of Changes

View Documents

View Individual Password Permissions

View Linked Passwords

View Password Reset Dependencies

Unlink & Delete Password

Unlink Password

2.1.1.2.6.1 Check-In Passw ord

in the 'Favorite Passwords' grids on the Password Home
page, or any of the Password Folder pages. A Favorite
password is also denoted by the W icon on the
Passwords grid

Every change made to a Password record retains a history
of the change. By clicking on 'View & Compare History of
Changes' you can visually compare what has changed, at
what time, and by who.

You can upload one or more documents/attachments
and associate them with individual Password records

Instead of applying permissions to an entire Password
List for users, you can choose to apply permissions just to
individual Password records if required. When the user
browsers to the Password List, they won't see all the
records, just the individual ones they've been given
access to

If the password record is linked to another password in a
different Password List, then this menu option will
show. It allows you to view what other Password Lists
this record is linked to

Shows any password reset dependencies which are
linked to the selected Password record. Typically these
would be Windows Services, 1S Application Pools and
Scheduled Tasks.

Allows you to unlink and delete a linked password
record - it will be moved to the recycle bin

Allows you to unlink a linked password record

When a password is configure to require exclusive access via the Check-In/Check-Out process, and
menu item called 'Check-In Password' will be visible when the password is checked out. This
menu item will only be available to the user who checked the record out.

When a password is required to be checked out, it hides the value of the password, and instead

indicates a check out is required.
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Q i Screen Options

B Linux Accounts

Actions  Title User Name Description Password Passwol
T T T
[+] Administrator on Hyperv1 administrator *
(] marlee on CentOS * P marlee b & ¢
[+] marlee on Marks-Imac marlee R *
(-] root. root Root account for all machines b & 4
-] root on LinRedhatTest1 root Updated today. T b & ¢
[~] testl testl testl on linredhattestt e + W
-] TestHistory TestHistory %
[+] tsand tsand tsand Local Account w W
Add | Import | Documents (1) | Permalink | Grid Layout Actions.. ~  List Administrator Actions... -

When you click on the Title for the record to access it, you will be asked to check the record out.

L Check Out Required

This password record must be checked out in order to give you exclusive access to it

Would you like to check out this record?

Yas Mo

When checked out, it also indicates this in the password grid, and no other users can access the
password until it is checked back in.

A Linux Accounts

Actions  Title User Name Description Password Pass
T T T

[+] Administrator on Hyperv1 administrator
[+] marlee on CentOS WP marlee
-] marlee on Marks-Imac marlee
Q root root Root account for all machines
[+] root on LinRedhatTest1 root Updated today.
Q test] testl test1 on linredhattestl
[ ] TestHistory TestHistory
(] tsand tsand tsand Local Account

Add | Import | Documents(1) | Permalink | Grid LayoutActions.. ~  List Administrator Actions.. -

And the user who checked the record out, can check it back in via the Action menu.
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21.1.26.2

A Linux Accounts

Actions

VPO PECLEO>o0K O 00

Title

T

Administrator on Hyperv
Linux Login msand
root

Check-In Password

Copy or Email Password Permalink

Copy or Move to Different Password List

Delete

Expire Password Mow

Filter Recent Activity on this Record

Send Account Heartbeat Request

Send Self Destruct Message

Toggle Favorite Status

View & Compare History of Changes

View Documents

View Individual Password Permissions

View Password Reset Dependencies

A crhadulad freount Heaartheot chack fo

Q0

Doma

wctions...

opened th
checked o
opened th

it check fa
rd View

Security Administrator Checking Back in Password record
If the user who checked a record out is unavailable to check a record back in, Security
Administrators can also check the record back in for the user.

Copy or Email Passw ord Permalink

The Security Administrator needs to go to the screen Administration -> User Accounts, and
"Impersonate" the user who has the record checked out - they can access the 'Impersonate User
Account' from the Actions drop down menu, for the appropriate user.

53

Similar to a Permalink for Password List, you can also copy a Password record's Permalink to the
clipboard, or email it to another user.

As with Permalinks for Password Lists, if a user navigates to a Password record via the use of a
Permalink, and the user doesn't have access to the Password, then they can request access on the
screen.
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& Copy or Email Password Permalink
To email another user the Password Link details below, please select the user from the drop-down list below.

nle -

Select Email Address * Search for peopl

is]

Subject | Password Permalink |

Permalink | https://passwordstated.halox.net/pid=67913 |

Verdana - 12px - | a::; |

| B B 7 U=

|1— —

S EE|A-O-

Hi,
Image Capture is sending you the following Password Permalink.

Password: Games Card
Password List: Cradit Cards
Permalink: https://passwordstated.halox.net/pid=67918

Passwordstate 9.0 - Secure Password Management.
https://passwordstate9.halox.net

Send Email Close

2.1.1.2.6.3 Copy or Move to Different Passw ord List

Itis possible to copy or move a Password record to a different Password List, but there are a
couple of exceptions which may prevent you from doing this:

e You need at least Modify rights to the Destination Password List

e The Destination Password List must have the same selected fields as the Source Password List

e For security reasons, you also cannot move a password in a Shared Password List, into a Private
Password List

e And you cannot copy records into Private Password Lists

If a Password List is grayed out and disabled on the pop-up windows below, then one of the three
restrictions above would be the cause. Hovering over the disabled item, should provide you a
Tooltip with the specific reason why

Copy & Link will create a duplicate record in the Destination Password List, and all linked records
will be keptin sync when any changes are made to either of the records. When a Password record
is linked, you will see alinked chain icon next to the Title, similar to this image

(v} A4 LinkTest &P
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™ Note: There is a System Setting called "Synchronize the 'Deleted’ status of Linked Password
records across all affected Password Lists" which can be configured to delete records in other
linked Password Lists, or not, when you delete from a Password List.

.

8 Copy or Move Password
Please select if you would like to Copy & Link, Copy or Move this Passwaord record.

Copy or Move Options :

| would like to @ Copy & Link O Copy O Move this password to:

™m -
"~ ¥

4¢ Database Accounts

4¢ Microsoft 50L Local Accounts

I8 Shared Team Passwords

== SharePoint Accounts

 Test Password List

Save Cancel

2.1.1.2.6.4 Filter Recent Activity on this Record

Sometimes it might be useful to quickly filter all the auditing data on information relevant to a
single Password. When selecting 'Filter Recent Activity on this Record’, all contents of the Recent

© 2024 Click Studios (SA) Pty Ltd



56

Passwordstate User Manual

21.1.26.5

2.1.1.2.6.6

Activity grid will be filtered, and the 'Clear Filter' button will be displayed, allowing you to
remove the filter.

O Recent Activity @ Clear Filter

Date Activity UserlD

halox\images

" haloxiimages

Link Account to Multiple Web Site URLs

If using our Chrome or Browser extensions, and you use the same account to login to multiple
different web sites (normally internal sites), then you can add those additional URLs to the screen
you see below.

After you make changes here, you can restart your browser so the extension picks up the changes
immediately, or after 1 minute the extension will pick up the changes automatically.

& Link Account to Multiple Web Site URLs

By listing additional URLs below, you can be logging into multiple URLs using the same Username and Password value from the parent record with the Browser Extensions for Passwordstate - for Chrome and Firefox.

Linked URL | Add
Actions  URL UserName Field ID Password Field ID
[+] http://win2k19apps1:8090 0s_username vord

Grid Layout Actions.. ™

Send Self Destruct Message

This menu option allows you to send a Self Destruct Message, with the contents being details for
the selected Password record.

Creating a Self Destruct message is a three step process:

1. Specify the message, how long the message will be active for, and how many times the
message can be viewed

2. Choose the user you want to send the message to - this can either be another user of
Passwordstate, or a recipient from the Address Book, or someone else simply by typing their
email address

3. And specify any Passphrase protection you might want - there is a default Passphrase value
which can be configured by your Security Administrators on the screen Administration ->
System Settings -> Self Destruct Messages, or contacts in the Address Book Book can also have
their own Passphrase. The intended recipient need to know what this Passphrase is prior
sending them messages

The message will no longer be available for viewing either when the user has viewed it the
specified number of times, or the message has expired.
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™ Note 1: Auditing records are added when a message is sent and read, and can be viewed on the
screen Administration -> Auditing

™ Note 2: This menu option can be hidden on the screen Administration ->System Settings ->
Password Options tab

& Send Self Destruct Message

To send a Self Destruct Message to another person, please specify details as appropriate for each stage of the Wizard below.

Message Content Email to Recipient Passphrase Protection

Enter the contents of the Self Destruct message you want the recipient to read

[
il
I
o
|
.
|
1|

| B 7 H#m S EE| A O "Segoe U T 13px v | TF

PASSWORD DETAILS

Title: 12.28.229.178\atzadmin

HostMName:

Username: atsadmin

Description: SonicWALL Account on 12.28.229.178
AccountType: SonicWALL

Password: [Updated When Message Sent - Do Not Alter]
Expiry Date: 19/08/2018

Automatically self-destruct this message if not viewed in: | 3 days -
Allow the self-destruct message to be viewed (x) times: | once -
Cancel Next
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Message Content Email to Recipient Passphrase Protection

If you want Passwordstate to send the Self Destruct Message Email and URL, please select the Recipient below. Otherwise, please click the
Mext button.

Select Recipient Click Studios (support@clickstudios.com.au) -
Subject |Passwordstate - Self Destruct Message
| B 7 UIEE=EE]| S| A~ | Verdana - 12px v | BF|

Hi,

You've been sent a Self Destruct Message from Passwordstate, and you can view the detail of the message by clicking the
URL below.

URL: https://passwordstate9appserver.halox.net/selfdestruct/?id=902af4360fc64bbi1b43fabsfbe968e44

This message will expire [ExpirePeriod] from the time of this email being sent.

Passwordstate 9.0 - Secure Password Management.
https://passwordstate9.halox.net

Cancel Previous Mext

& Send Self Destruct Message

To send a Self Destruct Message to another person, please specify details as appropriate for each stage of the Wizard below.

Message Content Email to Recipient Passphrase Protection

To protect access to your Self Destruct message with the user of a Passphrase, please specify this below - you must inform your
recipient the value of this Passphrase before they can read the message.

Passphrase Protection: [ |Q

Cancel Previaus

2.1.1.2.6.7 View & Compare History of Changes

Any changes made to a Password record will not only generate an audit log record, but also the
history of changes will be maintained so you can easily compare what has change, when, and by
whom
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When you open the Compare Password History screen, you can:
e See what has changed as the adjacent fields will be highlighted in Dark Blue

e You can navigate back and forth between records by using the appropriate Previous and Next
buttons

™ Note: An audit log record will be added when you open this screen, as it's possible to see
Password values here.

@ Compare Password History

Please use the navigation buttons below to cycle through the history records. All changes are highlighted in m

29/10/2018 12:03:10 AM 31/08/2018 11:39:32 AM
Changed By Windows Service Account (WindowsService) Windows Service Account (WindowsService)
Title James Farthing James Farthing
UserName farja farja
Description
Account Type ) Active Directory %O Active Directory
Password (R NGTHTAGY [ Ell7 mOtWRra82dSQiH
MNotes

MNext Close

2.1.1.2.6.8 View Documents

As with Password Lists, it's also possible to upload one or more document/attachments and
associated them with an individual Password record. Uploaded documents are also encrypted
within the database, using the same type of 256bit AES encryption as other encrypted data.

On the 'Documents' screen for a Password record, the following is possible:

e Adding a new document
e Retrieving a document from the database by clicking on the 'Document Name' hyperlink
e You can edit some basic properties for the document

e Add also delete the document if required. Note, deleting a document does not place itin any
recycle bin.
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Documents for Password "Splunk Account’

Actions  Document Name Description Modified Modified By File Size
(-] =4 passwordstate key Test Key 2 9
(+] = pw eaes.key Encryption Key 296

[+ ] &l Query

Group. ettt

Return to Passwords | Add Document Toggle ID Column Visibility Grid Layout Actions.. ™

2.1.1.2.6.9 View Individual Passw ord Permissions

In addition to applying permissions to an entire Password List for users, you can choose to apply
permissions just to individual Password records if required. When the user browsers to the
Password List, they won't see all the records, just the individual ones they've been given access to

When you click on the 'View Individual Password Permissions' menu item, you will be directed to
a screen which shows what permissions have been applied to the individual Password record.

™ Note: If a user doesn't already have access to the Password List, and you grant access to an
individual Password record, then they will be given 'Guest' access to the Password List. Guest
access is required so the Password List will show for the userin the Navigation Tree.

You can grant access to either user accounts or security groups, and the types of permissions you
can apply are:

e View - only allows read access to the record
e Modify - allows the user to update and delete the Password record

& Password Permissions
To grant additional access simply click on the 'Grant Permissions' button, or to modify existing permissions click on the appropriate 'Actions’ drop-down menu.
James Farthing (Active Directory Accounts) & User Account & Local Security Group ™ Active Directory Security Group
Actions  User or Security Group Site Location View Modify Expires O,:%:L_Isrge
[+ ] Finley Interna
[~] Edkins Interna
Return to Passwords Page Grant New Permissions Grid Layout Actions..

From the 'View Individual Password Permissions' screen, you have the following features
available:

Password Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
group, you can:

e Change the permissions to View or Modify
e Set or modify the time in which their access will be removed - if required
¢ Allow you to update a notes field as to why the access was given
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e Orremove the access altogether

2 Password Permissions

To grant addition
down menu

=%}

access simply click on the 'Grant Permissions' button, or to mod

Hercules (Servers) & User Acd
Actions | User or Secunty Group

(] 2 Fiona Case
3 Change Access to 'View'
Change Access to 'Maodify

1l
Retur
@ Modify Expiry Time
"y
a

missions | Grid Layout Actions

Update Access Motes

Remove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

When granting new permissions (access) to a Password record, there are three tabs of features
available to you:

Access Permissions

The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View Access, or Modify Access

™ Note: You cannot apply Administrator permissions to an individual Password record - this is
reserved for Password Lists only
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X Grant New Permissions
To grant additional permissions to the "Administrator on Hyperv1 (Linux Accounts)’ Password, simply click on the three Tabs below to
specify appropriate permissions and/or settings
[ s permisions
Search for an appropriate user or security group (use * to search for all).
Site Location Internal -
Search = kel
Search For ® User ' Security Group
Search Results View Permissions Reason for Access
am
FE
Modify Permissions
S
R
Administrator Permissions
e
Status: Save Cancel

Time Based Access

There are multiple 'Time Based Access' features available for individual Password records, and
they are:

e Access Expires - specify a future date and time in which the users/security groups access will be
automatically removed

o Access Expires when Password Changes - any event which changes the actual value of the
password field for the record, will cause this access to be removed

e One-Time Access - you have the option to only allow access to the Password record once. Once
the user has viewed the password, their access will be removed. You also have the option of
generating a new random password when this event occurs as well.
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2 Grant New Permissions

To grant additional pL'missicrs to the 'Administrator on Hyperv1 (Linux Accounts)' Password, simply click on the three Tabs below to
specify appropriate permissions and/or settings

sccesspermision: [Ty |

To apply time based access to the selected Password, please use the appropriate options below

Access Expires:

& MNever
I Days: [0 | Hours: [0 | Minutes: |0
At Date: Time

Automatically generate new Password when this access expires (uses the Password List's Password
Generator options, and will execute any associated Password Reset Tasks if there are any)

Access Expires when Password Changes :

If you would like to have the access removed on next Password change, please select this checkbox.

Remove Access on MNext Password Cha nge

One-Time Access :

If you only require the user or security group members to access this password once, please check the
option below.

Provide One-Time Access to this Password

Status: Save Cancel

2.1.1.2.6.10 View Passw ord Reset Dependencies

In addition to performing Password Resets for accounts, you can also add various 'dependencies'
to a password record, which can also trigger a Password Reset script after the password for the
account has been reset.

A typical example of this would be where the account is an Active Directory account, and it's being
used as the "identity" for operations of Windows Services, Scheduled Tasks, 1S Application Pools
or COM+ Components. It is also possible to automate account discovery, and these dependencies

as well - Account Discovery
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Itis also possible to execute any custom type of PowerShell script you want as well, and the script
does not necessarily have to be associated with a Host record.

To add a "dependency" to a password record, you can either select the 'View Password Reset
Dependencies' menu item, or click in the count in the Dependencies column in the grid.

8 Active Directory Accounts (all Domin Accounts)

Oravorite [l Si nternal) @ Shared List (Admin A %8 Guide B Strength Policy
Actions Title Domain or Host User Name ‘Account Ty Password Password Strength Password Last Updated Status  Heartbeat Status  Deper cies Managed Expiry
o - e e o e e - - 0 x
o K KK © 0
(-] >k L ] [ ] 0
(-] 8.8 L ] [ ] 0
(-] e e ok = o 0
(-] HALOX\schedtasks sk halox: . 8.8 1 [ ] 1
Q Copy or Email Password Permalink 'S 3 88 4 1
@ Copy or Move to Different Password List e de e K 0
© Delete S A K ® ®
Expire Password Now
oee ok A -
Y* Filter Recent Activity on this Record
@ Send Account Heartbeat Request
Ad ‘ Send Self Destruct Message A - List Administrator Actions.. -
& Toggle Favorite Status
o @ View & Compare History of Changes
Da 8 view Individual Password Permissions FirstName ~ Sumame [P Address  Description
ssword Reset Dependencies *Splunk Account’ (Active Directory Accounts) - viewing the value of the password is possible on this screen. (Title = SpIUMGA
34 PN opened nalox\images mage Capture  10.0.0.108
Then you click on the 'Add Dependency' button.
<7 Password Reset Dependencies
Hosts Filters
All Host Types - Search
(-] @ 10005 alox\schedtasks. Reset Windows Scheduled Task Password Scheduled Task estFolder\Run Notepa
O Recent Activity
®r T T T T T T

And then select the following options as appropriate:

1. The Password Reset Script
2. If this dependency relates to a 'Windows' type resource, specify the name of the dependency
and select the appropriate Dependency Type as well

3. And to specify which Host the dependency is currently is installed on, search for the
appropriate host and select it

":.'Note 1: Any custom PowerShell script can be selected here, and it does not need to be
associated with a Host either

™ Note 2: This dependency will use the selected Privileged Account Credential to execute, of
which is selected for the password record itself.
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& Add Dependency

To link the password "HALOX\schedtasks' to a Host and Password Reset Script, please gl in the details below as appropriate.

I script and host selection

Password Reset or Post Reset Script
Please select the appropriate Password Reset Script.

Password Reset Script * Reset Windows Service Password 7

Note: If you wish to execute a script Post Reset, you do not need to select a dependency, or
can execute any custom script you like, The order in which scripts are executed can also

cord below to link it to - you
anged on the previous screen).

Windows Account Dependency

If the selected Reset Script is for one of the Windows Account dencies' types below, enter appropriate details here.

Dependency Name |My Custom Windows Service |
Name of the Windows Service (Display Name), Scheduled Task, IS Application Pool or COM+ Component

Dependency Type Olgnore ® windows service OIS Application Pool O scheduled Task O com+ Component

Link to Host(s)

If you want to execute the script above against one or more hosts, please select them below.

Host Mame : Host Type : Cperating System :
|webz | All Host Types e -- Select OF -- e Search
Database Server Type
-- Select Database Type -- <
Hosts Search Results Applied to Host(s)

Ewin2k12web2 haloxnet

Save Cancel

2.1.1.2.7 List Administrator Actions

If you have 'Administrative' privileges to a Password List, all of the features in the 'List
Administrator Actions' drop-down list will be available to you.
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A summary of the features are:

Bulk Delete Selected Passwords

Bulk Permissions for Individual
Passwords

Bulk Update Passwords

Bulk Update Password Reset
Options

Change Owner of Private
Password List

Convert to Shared Password List

Delete Password List

Edit Password List Details

Save Password List as Template

Toggle Visibility of 'Delete
Checkboxes

Toggle Visibility of Web API IDs

View Password List Permissions

View Recycle Bin

Export All Password History

Use in conjunction with the Toggle Visibility of 'Delete
Checkboxes', it is possible to delete more than one password
record at atime

Allows you to apply permissions for a User's Account, or a
Security Group, to multiple individual passwords records at
once

Instead of editing data/fields for a single Password record,
'Bulk Update Passwords' allows you to use a CSV file to update
many records at once

When you have a Password List enabled to perform Password
Resets, you can use this feature to change multiple "reset"
options for one or more password records i.e. schedules,
Privileged Account Credentials, etc

If the Password List is Private, you can change the owner of the
List in the event the UserlD for a user needs to change i.e. new
domain, change in name, etc

If the Password List is a Private one, and you wish to convert it
to a Shared one, then you can use this menu option.

Deleting a Password List will delete the Listitself and all
related data. = Note: There is no Recycle Bin for a Password
List, so please use this feature with caution

Allows you to modify existing settings for the Password List,
change which fields you would like to use, and create an API
key so records in the Password List can be queried or
manipulated via the Passwordstate API

Allows you to save all the settings and chosen fields as a
Template, which can then be used for the creation or
management of other Password Lists

When you select this menu item, checkboxes will appear next
to the 'Title' field in the grid. You can then select any number of
records, and then use the 'Bulk Delete Selected Passwords'
menu item to delete more than one record at a time

Allows you to see various ID fields required for the
Passwordstate API

Allows you to view existing permissions applied to this
Password List, modify existing permissions and add new ones

Allows you to see what Password records have been deleted,
and gives you the option to restore from the Recycle Bin or
permanently delete

The report will export all history relating to each Password
record, including the date data was changed, and who it was
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changed by. = Note: The password field values will be
exported in clear text with this report

Export All Passwords The report will export all the fields and their values for each of
the Password records. = Note: The password field value will
be exported in clear text with this report

Enumerated Permissions Report This report will show an enumerated permissions list on
individual Password records, just for User Accounts - Security
Group will be enumerated as well to shown as User Accounts

Password Strength Report This report will show the password strength for each of the
Password records, based on the Password Strength Policy set
for the Password List

Standard Permissions Report Will export to csv file a list of permissions applied to the
Password List, or any individual Password records
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TyWeb Sites

Actions  Title

User Mame

Description URL
AA - Host Record

a3zaa

adaptiveinsights @A

arubainstanton

asdasdasd

auth.services.adobe.com

bangzabadell

0000000000

crowdstrike

Change page: w4

Add | Documents (D) |

Cf Recent Activity @

Date

21/12/2021 2:55:53 PM
21/12/2021 2:06:41 PM
211272021 2:06:26 PM
21/12/2021 2:06:12 PM
21/12/2021 2:04:55 PM
21/12/2021 11:37:36 AM
21/12/2021 11:37:35 AM
21/12/2021 11:37:27 AM
21/12/2021 11:26:33 AM
21/12/2021 11:26:31 AM

Change page: W | o

central.arubanetwo

Permalink Grid Layout Actions...

Activity

Document Viewed
Password Restored
Password Deleted
Password Restored
Password Deleted
Password Screen Opened
Password Updated
Password Screen Opened
Password Viewed
Password Screen Opened

3 Ll

List Administrator Actions... v
List Administrator Actions...

PASSWORD LIST ACTIONS

Surname

Ul Undate Passwords Sandford

Sandford

€3 Delete Password List
Lr cdit Password List Properties

Sandford
BB Save Password List as Template Sandford
4B Toggle Visibility of Delete Checkboxes —

andford
4 Toggle Visibility of Web API IDs

View Password List Permissions Sandford

View Recycle Bin (2)

Sandford

(4] Enumerated Permissions Report sandford
(4] Have | Been Pwnad Compromises
(4] Password Strength Report

(%] Standard Permissions Report

Sandford

2.1.1.2.7.1 Bulk Update Passw ords

If you have a requirement to update more than one Password record at a time, then you can use
the 'Bulk Update Passwords' feature.

This feature will allow you to export all the passwords to a csv file, which you can then update as
appropriate, and then re-import back into the Password List.

© 2024 Click Studios (SA) Pty Ltd



Passwords 69

™ Note: This feature will not update passwords in Active Directory for any records configured as
Active Directory accounts, and it will not execute any related Password Reset Tasks

™ Note: The 'Export Passwords' button on the Step 1 tab will export all Passwords to the csv file.
It's okay to delete any records from the CSV file which you don't intend on updating

™ Note: Please do not delete or modify the contents of the PasswordID column in the csv file -
this is what is used to know which records to update in the database

Step 1 - Export Passwords

Clicking on the 'Export Passwords' button will export all Password records to a csv file. Once you
have your csv file, you can move onto the next tab 'Step 2 - Update Data'.

[*= Bulk Password Update

To impo‘t&n tiple passwords into the Password List "Web Sites', please follow the instructions in the 3 Tabs below.

I step 1 - export passwords step 2 - update data step 3 - import data

To bulk update one or more passwords for this Password List, you must first export all the passwords to a CSV file, To do so, please click on the
‘Export Passwords' button below.

COnce you have your exported list of Passwords, please continue by clicking on the 'Step 2 - Update Data’ tab.

= If your import data includes Unicode characters, please save your CSV file with Unicode encoding before importing - please refer to Excel or
other application documentation for how to do this.

Export Passwords

Cancel

Step 2 - Update Data

The Step 2 tab shows you what fields can be updated as part of this process, and if any of the
fields are mandatory. As mentioned previously, you can delete any rows in the csv file you do not
wish to update. Once you have the csv file updated as required, you can move onto the next tab
'Step 3 - Import Data'.

™ Note: If a field already has data associated with it, but you don't wish to update the data for
this field, you simply leave the value as it is - if you remove the data for this field, it will also
remove it in the database when the import process occurs
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= Bulk Password Update

To import multiple passwords into the Password List "Web Sites’, please follow the instructions in the 3 Tabs below.

step 1 - export passwords step 2 - update data step 3 - import data

When updating data in the CSV file, there are a few rules to consider:

1. Consider the Column requirements below
2. Do not modify the PasswordID values in any way

When ready, please click on the 'Step 3 - Import Data’ tab.
Please note: As this Passward List

has a column called "AccountType’,
. - _— ) .
Title String 233 L4 the possible values you can enter for

Column Name Field Type Size (Max) Required

UserMame String 355 Y. it are displayed in this Listbox.
Description Strf"lg =2 ol - Available Account Types -~
AccountType String A ®

Motes String MNA ®

URL String 1000 ®

Password Password A v

ExpiryDate Date NA b 4

WebUser_ID String 200 b4

WebPassword_ID String 200 b 4

Cancel

Step 3 - Import Data

The final tab allows you to upload your csv file to the Passwordstate web site, and then either test
the import first, or perform the actual import. Both the test and actual import will report back to
you if there are any errors experienced with the import process, and they will also tell you what
row in the csv file the error occurred.

™ Note: This is not an import in the traditional sense, as it won't add new records, simply update
records as appropriate

= Note: While the option is available, it's not recommended you select the option to email all
users who have access to the Password List, unless it is a small number of records you are
importing - otherwise, each user who has access to the Password List will receive one email per
record, indicating a new record has been added to the Password List.
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[* Bulk Password Update

To import multiple passwords into the Password List "Servers', please follow the instructions in the 3 Tabs below.

step 1 - export passwords step 2 - update data step 3 - import data _

Now you are ready to import your updated csv file. To do so, please select your CSV file by clicking the "Select’ button, then click on the "Import
Passwords’ button.

Please Note:
1. Please ensure your data does not contain any commas
2. CSV file must be under 100MB in size.

Email all users who have access to this Password List informing them of the updated records:

OYes ® No

Select Test Update || Update Passwords

Cancel

2.1.1.2.7.2 Bulk Update Passw ord Reset Options

If you need to update Password Reset settings for more than one password record at a time, then
you can use the 'Bulk Update Password Reset Options' available from the 'List Administrators
Actions' dropdown list on each Password List.

With this feature you can:

e Search for the password records you wish to update - based on certain criteria
e You can then update various fields, scheduled reset options, and the Heartbeat validation
options as well

"t Bulk Update Password Reset Options

To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate.

I search/filter for passwords fields to update reset options heartbeat options

Search/Filter for password records you wish to change Password Reset Settings for.

Search Criteria

Password Record Search Account Type Expiry Date From Expiry Date To Privileged Account
- Select Account Type - - ~ | Search Clear

¥ Managed Account (Enabled for Resets)

Title User Name Account Type Description Expiry Date

Domain & active Directory 26/03/2017
Splunk Account splunkaccnt@halox.net & Active Directory Used for SIEM 15/07/2017
Tasks Account tasksacent a Active Directory 21/09/2017

Save Close
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¥ Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate.
search/filter for passwords fields to update reset options heartbeat options
Select which of the following fields below you would like to change for the selected password records.

Fields To Update

Account Type

Expiry Date
Managed Account ¥ Enable Password Resets option for these account(s)
Account Heartbeat ¥ Enable Account Heartbeat option for these account(s)

Save Close

" Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate
search/filter for passwords fields to update reset options heartbeat options
Select which Password Reset Options below you would like to change for the selected password records.

) Change Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Account Credential, in order to perform the
password reset,

Password Reset Script -- Make No Chan

Privileged Account -- Make No Cf

[ Change Password Reset Schedule

When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:

Hour po Minute, and add Days to the Expiry Date

Save || Close

"+ Bulk Update Password Reset Options
To change Password Reset Options for one or more password records, please search/filter for the passwords to be changed, and then select options on each of the tabs as appropriate
search/filter for passwords fields to update reset options heartbeat options
Select which Account Heartbeat Options below you would like to change for the selected password records.

[ Change Heartbeat Validation Options

Select the Password Validation Script to use for the Heartbeat verification, and what schedule you would like
to use to validate the password is correct

Validate Password every day at:
Hour Q@ Minute

Save Close

2.1.1.2.7.3 HEdit Passw ord List Properties

The Edit Password List Properties feature allows you to change any number of settings associated
with the Password List, and choose which fields (columns) you would like to use.

™ Note: If the Password List is 'Linked' to a Template, then the majority of options on this page
will be disabled, as the settings are meant to be controlled centrally from the Template.

The following four tabs allows you to configure the Password List with the options are fields
required.
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Password List Details Tab | This tab is where the majority of settings are configured for the

Customize Fields Tab

Guide Tab

API Key Tab

Password List

This tab allows you to choose which fields you would like to use with
the Password List

The Guide Tab allows you to provide some instructions to your users
as to the intended use of the Password List

If you need to take advantage of the API (Application Programming
Interface) for the Password List, you will first need to create and API
Key - each Password List has it's own separate APl Key

The Password List Details tab is where the majority of settings are specified for the Password List,
and it also allows you to copy settings from another Password List or Template, and copy
permissions form another Password List or Template.

™ Note: The various Password related options below do not apply to any Generic Fields
( Customize Fields Tab ) you configure of type 'Password' i.e. prevent password reuse, prevent
saving bad password, reset expiry date field, etc.

Below is some detail for each of the sections in the Password List Details tab.

Password List Details Section

The following table describes each of the fields/options for the Password List Details section:

Site Location

Password List

Description

Image

Password Strength Policy

Password Generator Policy

Code Page

A Site Location of "Internal" will be used if the Password List is
being created in the root of Passwords Home, or it will inherit the
location of its parent Folder. Adding different Site Locations
requires an active subscription for the Remote Site Locations
module

The Title for your Password List, as it would be displayed on the
Navigation Tree

A brief description outlining the purpose of the Password List

An image you would like displayed for the Password List in the
Navigation Tree

The Password Strength Policy you would like applied to the
Password List. Clicking on the &M icon will provide detail for the
selected policy

The Password Generator Policy you would like applied to the
Password List. Clicking on the B icon will provide detail for the
selected policy

The Code Page (character encoding) you would like to use when
importing or exporting data from the Password List
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Additional Authentication

Password List Details

Site Location

—F W

Fassword List

Description

m

Fassword Strength Folicy *

Password Generator Policy *

Additional Authentication *

If you want a second level of authentication for your users before
they can access the Password List, you can choose any one of the
authentication methods in this drop-down list

Eﬁ Internal

L‘-‘«ctiz—‘e Directory Accounts |

All Domain Accounts |

== windows.png v @
Default Policy * = B
SQL Password Generator v B E
Western European (Windows) v |
Mone Required - E

Password List Settings Section

The following table describes each of the options for the Password List Settings section:

Enable Password Resets

Enable One-Time Password
Generation

Allow Password List to be
Exported

Time Based Access
Mandatory

Multiple Approvers
Mandatory

Prevent Password reuse for
the last [x] passwords

Allows passwords stored within the Password List to perform
Password Resets on other remote systems/hosts

Store One-Time Passwords for logging into web sites by scanning a
QR Code for your login

Allows or prevents the passwords and their history from being
exported

If this option is set, any time new permissions are applied to the
Password List for user accounts or security groups, you must
specify a future date/time when the permission will be
automatically removed

If required, you can specify that more than one administrator must
approve access to the Password List, or to records contained within
it

You can choose to prevent reusing of Passwords (the password
value) by selecting this option, and specifying how many password
changes are required before a password can be reused
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Disable Email Notifications
for this Password List

Force the use of the selected
Password Generator Policy

Hide Passwords from users
with the following
permissions

Popup the Guide on each
access to this Password List

Prevent Non-Admin users
from Dragging and Dropping

Prevent saving of Password
records if a 'Bad' password is
detected

Users must first specify a
reason why they need to
view, edit or copy passwords

Prevent Non-Admin users
from manually changing
values in Expiry Date fields

Set the Expiry Date to
Current Date +[x] Days when
adding new passwords

Reset Expiry Date to Current
Date + [0] Days when
manually updating
passwords

Additional Authentication
only required once per
session

Disable email notifications for this specific Password Listi.e.
Password Added, Updated, Deleted, Copied to Clipboard, etc

With this option set, users cannot enter their own passwords
manually - they must use the Password Generator button to
generate new passwords

You can hide passwords, and disable copy to clipboard, based on
permissions the user has to the Password List i.e. View, Modify or
Admin

If you would like the 'Guide’ to be displayed every time a user
accesses this Password List, you can select this option

You can select this option to minimize who can drag and drop the
Password List around in the Navigation Tree

Your Security Administrators maintain a list of passwords in
Passwordstate which are deemed to be 'bad'i.e. common, or easy
to guess/brute force. By selecting this option, user's won't be able
to save any changes to the record if a Bad Password is used - the
useris also shown what the Bad Password is, to educate them on
not what to use

If you would like your users to specify why they need to view a
Password prior to being able to view it, then select this option.
Your users will be presented with a dialog window asking them for
the reason they wish to use the Password, and this reason is then
added to auditing data, which can be reviewed at a later date if
needed

You can choose to prevent users with View or Modify rights from
changing the Expiry Date field value for password records. This is
useful for ensuring the Expiry Date isn't reset, without the actual
Password being reset

When adding new Passwords to the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

When updating Passwords in the Password List, you can
automatically generate the Expiry Date field value based on a
certain number of days in the future, by selecting this option

If you choose one of the 'Additional Authentication' options for
the Password List, you can choose to make your users authenticate
ever single time they wish to view the contents of the Password
List, or only once per session - once per session means once they
have authenticated to the Password List, they won't need to
authenticate again while their session on the web site is active i.e.
if they log out of Passwordstate, they will need to re-authenticate
again to the Password List

© 2024 Click Studios (SA) Pty Ltd



76

Passwordstate User Manual

Show 'Active Directory Provides you with another Tab on the Edit Password screen which
Actions' options for Active  allows:

Directory Accounts Unlock this account if locked

User must change password at next logon

Disable this account

Enable this account

Password List Settings
'! This is a Shared Password List

Enable Password Resets - allows password resetting with other systems &

(J Enable One-Time Password Generation ®

Allow Password List to be Exported B

(J Time Based Access Mandatory ®

J mMultiple Approvers Mandatory - a total of | 1 v | approver(s) are required for this List

(J Prevent Password reuse for the last | 5 passwords

(J Disable Email Notifications for this Password List

(J Force the use of the selected Password Generator Policy

(J Hide Passwords from users with the following permissions -

J popup the Guide on each access to this Password List

Prevent Non-Admin users from Dragging and Dropping this Password List &

(J Prevent saving of Password records if a 'Bad' password is detected ®

(J users must first specify a reason why they need to view, edit or copy passwords

O Prevent Non-Admin users from manually changing values in Expiry Date fields
Set the Expiry Date to Current Date + |0 Days when adding new passwords ¥

(J Reset Expiry Date to Current Date + 0 Days when manually updating passwords
Additional Authentication only required once per session ®

J show "Active Directory Actions’ options for Active Directory accounts

Copy Details & Settings from Section

This section allows you to copy Password List settings, and fields to use, from another Password
List or Template.

™ Note 1: When copying settings from another Password List or Template, you need to be aware
of incompatible field types for Generic Fields. If a selected Generic Field in one Password
List/Template is of type 'Text Field', and of type 'Password' in the Password List you are editing,
then the values in the Password List you are editing will be erased/blanked in the database - this
is because you cannot mix different Generic Field data types. There are multiple warning
messages within the Passwordstate as well for this, so please be aware.
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™ Note 2: If you select to copy settings from a Template, you can also link the Password List to the
Template at the same time. By doing this, all subsequent changes to settings and fields needs to
be done on the Template itself, and not on the Password List

Copy Details & Settings From

Copyihg a Template or another Password List's settings will populate all
fields/settings on this screen, except for any AP| Keys,

- Copy Settings From Template -

-- Search and Copy Settings from Password List --

Link this Password List to the selected Template.

Mote: If copying settings from a Password List or Template causes the Field
Type to change for any Generic Fields {on the Customize Fields tab), then
these values will be cleared in the database when you click on the 'Save’
button.

Copy Permissions From Section

This section allows you to apply permissions based on what's set for another Password List, or
Template. This will override any permissions you already have applied to the Password List.

Copy Permissions From

If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.

- Copy Permissions from Template -

arch and Copy 5ettings from Password List --

'
LA
iy

Password List Permission Settings

When using the Advanced Permission Model, you can prevent permissions propagating down to a
Password List, by using the 'Disable Inheritance' setting you see below. You can then manage
permissions on the Password List, independently of any upper level folders.
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™ Note: If you are unticking this option when it was previously ticked, it is first recommended
you review the permissions on the Password List and set the as required, prior to unticking this
setting.

Password List Permission Settings

If using the Advanced Permission Model, you can prevent permission
propagation to this Password List with the setting below.

Disable Inheritance of any upper level folder permission propagation

Default Password Reset Schedule

If a Password List is configure to perform Password Resets with other systems/hosts, you can then
set various Automatic Password Reset settings - used for resetting a Password once the Expiry
Date field value is reached.

You can set what the 'default' values are for each of the individual Password records for these
settings, by setting them here at the Password List level.

= Note: Once these default options have been applied to a Password record, and the record
saved, making changes for these default values at the Password List level will have no effect on
Password records. There is a feature where you can update these settings in bulk though, and you
can find the detail here - Bulk Update Password Reset Options

™ Note: Making changes to these default values at the Password List level will have no effect on
Password records where their settings have already been saved. This allows you to have different
Password Reset schedules for each of the Passwords stored in a Password List - if required.

Default Password Reset Schedule

Please specify the default settings for 'Reset Options’ when new records are
added to this Password List.

Enable the the Password Reset Schedule for the account, and schedule the
reset at a random time between the two time slots below:

Start Time Finish Time
gz + Hour |pggp - Minute oz + Hour |45 - Minute

And when the account expires, add Month({s) = to the Expiry Date.
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The Customize Fields tab is where you specify which fields you would like to use with the
Password List, which of the fields are mandatory, and specify certain 'Field Types' for any one of

the 10 Generic Fields.

The fields can be categorized in one of two ways - Standard Fields which are fixed and cannot be
modified in any way, and Generic Fields which can be renamed and their Field Type changed. A
summary of the different fields available are:

Title

Username

Description

Account Type

URL

Password

Password Strength

Expiry Date

Notes

Generic Fields (1to 10)

This is the one mandatory field you must specify, and it's intended as a
brief description as to what the Password record relates to

If you must specify a username to authenticate against the end
resource, this is the field you would use i.e. Username and Password to
authentication to a web site, or network switch, etc

A longer description as to what the Password record relates to

Account Type can be used to visually show the type of account the
record belongs toi.e. a switch, a firewall, and web login, etc.

If you would like to associate as web sites URL with the Password
record, then you can use this field. You can launch the URL by clicking
on it when shown in the Passwords grid

The actual password itself

You cannot enter any data for the Password Strength field - it's a
graphical representation of how strong the password is, based on the
selected Password Strength Poilcy

All passwords should be reset after a certain period of time. The Expiry
Date field can be used to indicate when this time is, and can be used for
reporting purposes, or for Automatic Password resetting

Allows you to specify longer HTML formatted text for any general notes
you need to maintain for the record

Generic Fields can be configured for any purpose you like, and also
named any way you like. The following Field Types are available for
Generic Fields:

e Text Field Asingle line text field

e Free Text Field Multiple line text field

e Password An encrypted password field

e Select List A vertical drop-down list of predefined values

Radio Buttons A horizontal checklist of predefined values

Date Picker A popup calendar style control for picking date values

URL Field Allows you to click on the URL in the Grid view and
launch the web site

™ Note 1: If you change a Generic Field's Field Type after the fields have been populated with
data, then the values for the changed field will be erased/blanked in the database when you click
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on the 'Save' button - this is because the different Generic Field Field Types need to have their
data treated differently. There are multiple warning messages within the Passwordstate as well
for this, so please be aware.

™ Note 2: Selecting/deselecting the 'Encrypt' option for any of the Generic Fields will perform
the encryption/decryption in the database for all existing records in the Password List when you
click on the Save button

™ Note 3: By checking one of the 'Hide Column' checkboxes, this will hide the column in the
Passwords Grid from all users - so they do not need to do this under their own 'Screen Options'
area. This only applies to the standard Password List page, not when searching for passwords on
Passwords Home, or from within a Folder.

Edit Password

Flease edit the password below, stored within the "Test Password List' Password List (Tree Path = \Business Systems).

password details

Title ® |Test Password |°

UserMame |msand |

Description | |

Expiry Date

Password Generator Default Password Generator g -

Password * | ------------------------------------------ E | q E :!!a,

Confirm Password * | .......................................... |

Password Strength W w Compliance Strength W W W W W

Strength Status: Excellent password strength

::I Reset Tasks (0) [B Added via Discovery B compliance Mandatary [E prevent Bad Password

Save Cancel

The Guide tab allows you to provide detail as to the intended use of the Password List, and can
include some basic HTML style formatting.
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guide api key
iIZ EEE| A 0| FontName - Real. v | BF|

password list details customize fields
IXt®@ B/ UA =

This list is used for recording all Oracle E-Business related passwords.

Please record passwords for both the application tier, and database tier in the list, and ensure they are reviewed on a monthly basis.

The Oracle Team.

VDIl <> BT Preview

Save Save & Close Cancel

Once you have specified the required detail in the Guide tab, your users can view the guide by
clicking on the 'View Guide' button at the top right-hand side of the Password Grid.

[ Favorite ¥ Shared List (Admin Beeessr® fie Guide ¥ Strength Policy I

When the click on the 'View Guide' button, they will be presenting with a popup window with the
Guide.

*® Oracle Database Tier Guide

This list is used for recording all Oracle E-Business related passwords.

Please record passwords for both the application tier, and database tier in the list, and ensure they
are reviewed on a monthly basis

The Oracle Team.

Close

Passwordstate has two types of APIs available (Application Programmable Interface):

e Standard API - One in which requires the use of APl Keys, and is not 'user account' aware
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e Windows Integrated APl - One which is integrated with Active Directory and is 'user account'
aware

If using the Standard API, either a System Wide API Key can be used, or per Password List API
Keys. If you are using the Windows Integrated version, there is no need to generate any API Keys,
as the API Integrates with the logged on user account - with access being the same as the user
logging into the Passwordstate Ul.

In addition to specifying the APl Key if required, you can set certain options to authorize various
API Calls:

e To retrieve Passwords or Password History from the API

e To update Passwords via the API

e To add new Password records via the API

e To return blank values for Password fields, instead of returning plain-text Passwords - some
customers may find this useful for additional security, where they can write their own code to
to compare hashed strings stored in other fields to validate the password

e Whether you want to make the HashType and Reason parameters mandatory when making calls
to this Password List

e Allowed IP Ranges - in addition to the System Wide Setting for restricting access to the APl via
trusted network ranges, you can also specify IP restrictions for individual Password Lists as well

= Caution: Itis imperative that you take great precautions in ensuring the APl Key is not exposed
to any users who should not have access. Doing so means they have unrestricted access to all the
API function calls relevant to the Password List.

= Note: If an API Key is set to restrict retrieving of passwords, then any API Calls which retrieve
passwords from more than one Password List at a time will simply ignore Password Lists which
have this setting - as opposed to returning a HTTP Status code of '403 Forbidden'

For more information about the functions the Passwordstate APl can perform, please reference
the 'Web APl Documentation' from the Help navigation menu within Passwordstate.
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@ Edit Password List Properties

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

password list details customize fields guide api key 8L settings

If you would like to expose this Password List's data via the Passwordstate API, please generate an APl Key and choose the settings as appropriate
Please Note: There is also a Windows Integrated API available as well which does not require the use of API Keys.

APl Key

Click on the Generate New Key button below to create a new API Key for this Password List - this key will give 3rd party programs full access to the contents of this Password List
APl Key  |b2a5Tc34fed6daf36a89¢25eba7ddbec Generate New Key

Warning: Resetting the API Key will break existing applications using it.

API Settings

Please select which options the APl is authorized to perform for this Password List.
#| APl is authorized to retrieve Passwords

| APl is authorized to update Pa ds

#| APl is authorized to add new P. ords

#| APl is authorized to retrieve Password Histary

Return blank Pas:
Return blank Passw,

ralue instead of actual Passwor

alue for Generic Fields of Type Password

Mandatory Hash - Passwords must be returned as a Hash, using the HashType parameter (retrieving and updating passwords)

#| Mandatory Reason - A "Reason’ must be specified as to why the API Call us being made, using the Reason Header attribute (retrieving, updating and deleting passwords)

rd

If an API call is made for an 'unauthorized’ feature, a HTTP Status code of '403 Forbidden' will be returned.

API Allowed IP Ranges - Restrict Access if Required

By default, all IP Addresses are allowed to make calls to the API. If you want to restrict which IP Addresses can make calls to this Password List, you can specify the
Allowed IP Ranges below - 2 HTTP Status Code 403 (Forbidden) will be return if outside of these IP Rangefs).

Nete 1: You can specify ranges in the format of 192,168.1.%, 192,168, 192.%**, 192.168.1.1-192.168.2.254, or you can specify individual |P Addresses such as 192.168.1.50
Note 2: Specify one P Address or range per line

Note 3: If making a call which retrieves data from multiple Password Lists (System Wide API Key), no data will be returned for this Password List if the IP Address is invalid
Note 4: You can also set Allowed |P Ranges for all Password Lists from the screen Administration -» Passwordstate Administration -» System Settings -» Allowed IP Ranges tab

Save Save 8 Close Cancel

2.1.1.2.7.4 Save Passw ord List as Template

Password List Templates can be used for applying consistency to the settings for your Password
Lists, either as a once of when you are creating or editing Password Lists, or on an ongoing basis
when you link Password Lists to Templates ( Linked Password Lists ).

When you click on the menu item 'Save Password List as Template', you will see a screen very
similar to the Add/Edit Password List screen, with a few small exceptions:

e The options under 'Copy Details and Settings From'is not visible or relevant
e The options under 'Copy Permissions From'is not visible or relevant
e The APl Key tab is missing, as each Password List must have it's own unique APl Key
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Excluding the exceptions above, each of the settings on the various tabs is the same as the
Add/Edit Password List screen, and you can view each of the documentation for them here -
Password List Details Tab, Customize Fields Tab & Guide Tab.

Once you have saved the Password List's setting as a template, you can access them from here -
Password List Templates.

B Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs.

password list details customize fields guide
Please specify Password List settings manually below.

Password List Details Default Password Reset Schedule

Password List * ‘ | = Only applicable if this Password List is enabled for Resets.

Description ‘ | Please specify the default settings for ‘Reset Options’ when new records are
added to this Password List.

Image - Select Image - MR-
Enable the the Password Reset Schedule for the account, and schedule the
Password Strength Policy * Default Policy ~ B N reset at a random time between the two time slots below:
Password Generator Policy ™ Default Password Generator v E Start Time Finish Time
00 Hour pp Minute 00 Hour gp Minute
Code Page ™ Use Passwordstate Default Code Page M
= . And when the account expires, add | 90 Day(s o the Expiry Date.
Additional Authentication * Mone Required v E

Password List Settings

[ Enable passward Resets - allows password resetting with other systems

O Enable One-Time Password Generation &

Allow Password List to be Exported &

O Time Based Access Mandatory

[ pisable Inheritance of of any upper lavel folder permission propagation

O multiple Approvers Mandatory - a total of 1 ~ | approver(s) are required for this List

Prevent Password reuse for the last passwords

O Disable Email Motifications for this Password List

[ Force the use of the selected Password Generator Policy

[J Hide Passwords from users with the following permissions -
O Popup the Guide on each access to this Password List

Prevent Non-Admin users from Dragging and Dropping this Pass
Prevent saving of Password records if a 'Bad' password is detecte
[ users must first specify

reason why they need to view, edit or copy passwords
O Prevent Non-Admin users from manual ly changing values in Expiry Date fields
[ set the Expiry Date to Current Date + |0 Days when adding new passwords &

[ Reset Expiry Date to Current Date + |0 Days when manually updating passwords
Additional Authentication only required once per session =
Show "Active Directory Actions’ options for Active Dire

ctory accounts

Save Cancel

2.1.1.2.7.5 Toggle Visibility of Web APIIDs

When working with the Passwordstate API, you will often need to know various ID values for
Password Lists (PasswordListID) and Password records (PasswordID), to perform one or more of
the API Calls. By default, these ID values are not exposed within the web interface of
Passwordstate, but they can be accessed using the 'Toggle Visibility of WEB APl IDs' menu item.

When you select this menu option, the ID values will be shown on the screen, and can be again
hidden by clicking on the same menu item.
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For more information about the functions the Passwordstate API can perform, please reference
the 'Web API Documentation' from the Help navigation menu within Passwordstate.

3 Active Directory Accounts (PasswerdListiD = 183) (API Key = b2a57c34f296d8736a80¢25
Actions  PasswordD  Title Domain or Host User Name Account Type Password Password Strength

[+] asdasdasd & halox msand2 % active Directory S b 6.8 & ¢
o Check File Exists R ——— + % & 4 &
o & ¥

[~] % ¥ i i

(-] ] Le 8.8 8 ¢
-] - L 8 ¢

o 5 Requires Checkout b 8 8 8 & ¢
(-] ] Le 8.8 8 ¢
-] - L8 & ¢

" “ » L]
Add Documents (5) Permalink Grid Layout Actions... ¥ List Administrator Actions... -

2.1.1.2.7.6 View Password List Permissions

When you click on the 'View Password List Permissions' menu item, you will be directed to a
screen which shows what permissions have been applied at the Password List Level.

You can grant access to either user accounts or security groups, and the types of permissions you
can apply are:

Guest - is granted to a user when they don't have access to the Password List, but are granted
permissions to an individual Password record within the Password List

View - only allows read access to Passwords within the Password List

Modify - by default, allows the user to view, add, update and delete Password records = Note:
The Security Administrators can change the behavior of 'Modify' permissions on the page
Administration -> System Settings -> Password List Options

Admin - Provides modify access, plus all the features under the List Administrator Actions drop-
down menu

Mobile Access - In addition to access Password Lists through the web interface, you can also
grant Mobile App Access for each of the different permissions as well

& Password List Permissions

Tog simply click on the ‘Grant Permissions’ button, or to modify priate 'Actions’ drop
G Out of Band Management Cards & User Account Local Security Group = Active Directory Security Group
Actions  User or Security Group Site Location Guest View Medify Admin Mobile Access Expires
> [-] - Shared Services (Information Technology) Internal
[-] Internal
(-] 2 Mark sandford Internal

Return to Passwo

Grant New Permissions | Grid Layout Actions.. ™

From the 'View Password List Permissions' screen, you have the following features available:
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Password List Permission Actions

When you click on the 'Actions' menu item for access which has been granted to a user or security
group, you can:

e Change the permissions to View, Modify or Admin

Enable or disable Mobile App access for the permission

Set or modify the time in which their access will be removed - if required
Allow you to update a notes field as to why the access was given

Or remove the access altogether

& Password List Permissions

To grant additional access simply click on the 'Grant 2@

Issions' button, or to modify existing permissions click on the appropriate 'Actions’ drop-down menu,

@ out of Band Managem, & User Account % Local Security Group ™ Active Directory Security Group
Actions  User or Site Location Guest View Medify Admin Mabile Access Expires

> [-] nt - Shared Services (Information Technology) Internal
(] Internal
13 Change Access to 'View' Internal

o 13 Change Access to "Modify' .

Returr ) ions | Grid Layout Actions.. ™
13 Change Access to ‘Admin

[d Enable/Disable Mobile Access
@ Modify Expiry Time
Wy Update Access Notes

€ Remove Access

Grant New Permissions

To grant new permissions to a user's account, or to the members in a security group, you can click
on the Grant New Permissions button.

You can grant new permissions to either User Accounts, or members of a Security Group - either
local Security Groups within Passwordstate, or Active Directory based Security Groups.

As you apply new permissions for users, they will also be granted permissions to any upper-level
Password Folders the Password List may be nested beneath - there may be an exception to this if

a Folder is configured to manager permissions manually, but this is the default setting.

When granting new permissions (access) to a Password List, there are three tabs of features
available to you:

Access Permissions

The 'Access Permissions' tab allows you to search for users and/or security groups, and either
grant View, Modify or Admin Access. You can also enable or disable Mobile App Access for any
permissions added here.
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Tnlgrant additional permissions to the "Linux Accounts’ Password List, simply click on the three Tabs below to specify appropriate

permissions and/or settings.

I ACCess permissions time based access

Search fer an appropriate user or security group (use * to search for all).

Site Location @ |nternal

-

Search o

a

SearchFor  ° @ User ® Security Group

Search Results i | View Permissions

& Desktop Team = CoreAdmins

B 3
<& Human Resocurces

# |5 Department %

4 My Group 2

%5 Nested Group 1

& Network Team Modify Permissions

5 Passwordstate-Auditing Security Grou s

% Passwordstate-Export-All-Password Se

-1 - <
<& Radius Users

&8 SecurityGroup 1
48 SecurityGroup2

N Administrator Permissions
& Sydney-TestGroup

5 Test g
<
[ »
Status:

Mobile Access
Enabled Mobile Access for these permissions:

® yas U No

Reason for Access

Save Cancel

Time Based Access

If you require the permissions to be removed after a certain period of time, or at a set time, you
can specify the appropriate time period on the 'Time Based Access' tab.
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a‘% Grant New Permissions

To grant additional permissions to the 'Linux Accounts’ Fassword List, simply click on the three Tabs below to specify appropriate
permissions and,or settings.

To apply time based access to the selected Password List, please use the appropriate options below.

Access Expires :

® Never
In Days: [0 | Hours: [0 | Minutes: |0
At Date: Time

Status: Save Cancel

2.1.1.2.7.7 View Recycle Bin

When a Password record is deleted by the user, itis moved to the Recycle Bin, where it can be
later restored or permanently deleted.

™ Note: Clicking on 'Empty Recycle Bin, or 'Delete’ from the Actions drop-down menu will
permanently deleted the record(s), along with other related data.

™ Note: There is an option Security Administrators can set on the page Administration ->System
Settings ->Password Options Tab which can also permanently delete linked Password records as
well if required - by default, this is disabled

Recycle Bin - Oracle Database Tier @

Actions | Title User Description | Local Password Commission Date Password P:ass-:;crcl
Name Strength
(+] ddfg W e W W
Q regex_delete_test e P + % ¥

Return to Passwords | Empty Recycle Bin Grid Layout Actions... ¥
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ocal Password

egex_delete_test

Delete

o
o
Re @ view & Compare History of Changes
(x]
's)

Restore

Layout Actions...

Commission Date Password

-

21.2 Add Folder

Folders are used to simply logically group other Folders or Password Lists - similar to a directory

structure on afile system.

When adding a new folder, there are only a few options you must specify, and they are:

Site Location

Folder Name

Description

Prevent Non-Admin users from Dragging and
Dropping this Password Folder in the
Navigation Tree

Folder Permission Model

Folder Permissions Model

By default, the "Internal" site location will be the
most common, unless you have purchased a
subscription for the Remote Site Locations module

The name of the Folder as it will be displayed in
the Navigation Tree

A description of the folder describing it's purpose

You can prevent users with Non-Admin rights to
the Folder from dragging-and-dropping the
position of the folder in the Navigation Tree

Select from one of the two permission models
available

There are two types of permission models available in Passwordstate:

e Standard - the folder will inherit permissions from any nested Password Lists beneath it
e Advanced - the folder will propagate permissions down to all nested Folders and Password Lists

When using the Advanced Permission Model, it's also possible to select the option to "Disable
Inheritance of any permissions from upper-level folders" for any nested Folders or Password Lists.
By doing this, you can have different permissions set, in this propagating structure.
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w Add New Folder

To add a new felder, allowing you to organize your Password Lists in a structured way, please fill in the details below

folder details guide api key & settings

Please specify appropriate details below, then click on the Save Button
Folder Settings

Site Location * Internal -

Folder Name * | |

Description | |

Prevent Non-Admin users from Dragging and Dropping this Folder in the Navigation Tree
®ves ONo

Folder Permission Model
Permission Medel

@® standard - Inherit permissions from nested Password Lists O Advanced - Propagate permissions down from top level folder
Permissions on Falders and Password Lists can be managed in one of two ways:

» Standard Permission Model - Permissions on the folder are inheritted from any nested Password Lists beneath it. No
Disabling of inheritance is at Folder or Password List level is possible.

* Advanced Permission Model - Permissions are generally propagate down from the Folder to nested Folders and Password
Lists, unless Disabling of inheritance is selected on any nested items.

Save Save & Add Ancther Cancel

2.1.3 Add Private Password List

Private Password Lists are almost identical to Shared Password Lists, except the only person who
can see a Private Password List and its contents, is the person who created it .

One other difference to Shared Password Lists is 'permission' related options - any options which
relates to permissions will be disabled, as you cannot grant permissions to other users to a Private
Password List.

When creating the Private List, you will by default be presented with the following Add Password
List Wizard, where you can specify basic details about your Password List, based on settings from
one of the available Password List Templates.
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& Add Private Password List Wizard

To create your Private Password List, please specify details below and select the type of Password List you would like based off the available Templates.

Password List Details Confirmation
|

Site Location:

assword List: *
Description :
Template:
Image:

Template Description:

Cancel

BA intemal

|M}r Private Password Vault |

|Log in Passwords for Various sites |

Standard Password List 2
! pratectpng -
Standard selection of settings, and basic Username and Password fields

(O Link this Password List to the selected Template, [ Disable future use of this Wizard

Mote: Additional settings can be changed after the Password List has been created.

& Add Private Password List Wizard

To create your Private Password List, please specify details below and select the type of Password List you would like based off the available Templates.

Password List Details

Please confirm the details below are correct, then click the 'Finish' button.

Site Location: Wﬁ Internal

Password List: | My Private Password Vault
Description : Log in Passwords for Various sites
Template: Standard Password List
Permissions: Image Capture (Admin)
Cancel Previous

Note: Additional settings can be changed after the Password List has been created.

If you would like more granular settings when creating your Password List, then you can tick the
option to disable future use of the Wizard, or your Passwordstate Security Administrators can also
control this on the screen Administration -> Feature Access -> Password List Options tab.

When the Wizard is disable, then all the settings will be available to you, as per the screenshot

and detail below.
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As the majority of settings and features available when creating a Private Password List are the
same as Adding/Editing a Shared Password List, you can view the documentation for each of the
tabs here - Password List Details Tab, Customize Fields Tab, Guide Tab & APl Key & Settings Tab.

™ Note 1: Be careful if you choose the 'Use Separate Password' Additional Authentication option
for your Private Password Lists. If you forget this Password, Security Administrators of
Passwordstate are not able to reset it, meaning you will have lost access to the Password List.

™ Note 2: When you add a new Private Password List, your account will be granted Admin rights
to the Password List, and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

™ Note 3: The Site Location for Password Lists will always be 'Internal’ if created in the root of
Passwords Home, otherwise if nested beneath a Folder, it will use the same Site Location the
Folderis set at.
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Add New Password List

To add a new Password List, please fill in the details below for each of the various tabs.

[0 Use the Add Password List Wizard page in future for creating Password Lists

customize fields guide

api key & settings

password list details
Please specify Password List settings manually below.
Password List Details

Site Location &R Internal

Password List * “ |

Description ‘ |

Image - Select Image - M

Password Strength Policy * Default Policy > BN
assword Generator Policy *  Build Policy h

Code Page ™ Use Passwordstate Default Code Page ML

Additional Authentication®  None Required M

stems &

(T emasialacoword Reset
[ Enable One-Time Pa
Allow Password List to be Exported &

Time Based Access Mandatory &
O Multiple Approvers Mandatory - a total of 1 = approver(s) are required for this List
Prevent Pas:
O Disable Email Notificats W
O Force the use of the selected Password Generator Policy
O Hide Passwords from users with the following permissions -
O Popup the Guide on each access to this Password List
Prevent Non-Admin users from Dragging and Dropping this Passw
Prevent saving of Password records if a 'Bad’ password is detected &
O users must first specify a reason why they need to view, edit or copy passwords
[ Prevent Non-Admin users from manually changing values in Expiry Date fields
(O set the Expiry Date to Current Date + Days when adding new passwords

resetting with othe

[ Reset Expiry Date to Current Date + 0 Days when manually updating Passwords
Additional Authentication only required once per session &
Show *Active Directory Actions' options for Active Directory accounts

Note: You will receive Administrator permissions to the Password List once it is created (unless you're copying permissions from another Password List).

Or copy settings/permissions from existing Templates or Password Lists.

Copy Details & Settings From =

Copying a Template or another Password List's settings will populate all
fields/settings on this screen, except for any API Keys.

- Copy Settings From Template - <
-- Search and Copy Settings from Password List --

[ Link this Password List ta the selected Template.

Copy Permissions From

If you would like to copy permissions from an existing Template or Password
List, please select the appropriate option below.

Password List Permission Settings

If using the Advanced Permission Model, you can prevent permission
propagation to this Password List with the setting below.

Disable Inheritance of any upper level folder permission propagation

Default Password Reset Schedule

™ Only applicable if this Password List is enabled for Resets.

Y apps
Flease specify the default settings for ‘Reset Options' when new records are
added to this Password List,

Enable the the Password Reset Schedule for the account, and schedule the
reset at a random time between the two time slots below:

Start Time Finish Time
00 Hour gg Minute 00 Hour gg Minute
And when the account expires, add 80 Dav(s to the Expiry Date.

Save Save 8 Add Another || Cancel

Add Shared Password List

Shared Password Lists are used to share Passwords with teams of people, and allows various types
of permissions to be applied - View, Modify or Administrator.

Once a Shared Password List is created, you can then start adding passwords to it, and then sharing
those passwords with other team members.

When creating the Private List, you will by default be presented with the following Add Password
List Wizard, where you can specify basic details about your Password List, based on settings from
one of the available Password List Templates.
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& Add Shared Password List Wizard

To create a Shared Password List, please specify appropriate details below, and select the permissions you would like applied.

Password List Details

Site Location:
Password List: *

Description :

Template:

Image:

Template Description:

Cancel

MNote: Additional settings/permissions can be changed after the Password List has been created.

Permissions

BA internal

Confirmation

|Sha red Password Vault

|L.Ised to share various credentials for Admin team

Standard Password List

‘¥ protectpng

Standard selection of settings, and basic Username and Password fields

[0 Disable future use of this Wizard

Mext
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To create a Shared Password List, please specify appropriate details below, and select the permissions you would like applied.

Password List Details Confirmation

Search for Users or Security Groups below, and apply appropriate permissions.

Site Location : | |nternal =
Search o |E
Search For * O User ® Security Group

Search Results i | View Permissions

2 Core Distribution

& EmptyGroup >
2 Finance Department <
2 IS Department
& Local 56
= My Group 2 Meodify Permissions
= Metwork Team 2 CoreAdmins
>

= Passwordstate-Auditing Security Group
= <<
= Test

= Test Users 53

Administrator Permissions
& Mark Sandford

Status:

Cancel Previous

MNote: Additional settings/permissions can be changed after the Password List has been created.

Next
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& Add Shared Password List Wizard

To create a Shared Password List, please specify appropriate details below, and select the permissions you would like applied.

Password List Details Parmissions

Please confirm the details below are correct, then click the 'Finish’ buttan.

Site Location: ﬂﬁ Internal

Password List ¥ Shared Password Vault

Description : Used to share various credentials for Admin team
Template: Standard Password List

Permissions: CoreAdmins (Maodify), Mark Sandford (Admin)

Cancel Previaus Finish

MNote: Additional settings/permissions can be changed after the Password List has been created.

If you would like more granular settings when creating your Password List, then you can tick the
option to disable future use of the Wizard, or your Passwordstate Security Administrators can also
control this on the screen Administration -> Feature Access -> Password List Options tab.

When the Wizard is disable, then all the settings will be available to you, as per the screenshot
and detail below.

As the settings and features available when creating a Shared Password List are the same as
Editing a Shared Password List, you can view the documentation for each of the tabs here -
Password List Details Tab, Customize Fields Tab, Guide Tab & APl Key & Settings Tab.

™ Note 1: When you add a new Shared Password List, by default your account will be granted
Admin rights to the Password List (Security Administrators of Passwordstate can change this
setting though), and it will be positioned in the Navigation Tree just below the selected node
(Password List or Folder). You can then drag-and-drop the Password List to any position in the
Navigation Tree that you like.

™ Note 2: The Site Location for Password Lists will always be 'Internal' if created in the root of
Passwords Home, otherwise if nested beneath a Folder, it will use the same Site Location the
Folderis set at.
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= Add New Password List

below for each of the various tabs.

To add a new Password List, please fill in the detai
MNote: You will receive Administrator permissions to the Password List ence it is created (unless you're copying permissions from another Password List).

O use the Add Password List Wizard page in future for creating Password Li

password list details customize fields guide

Please specify Password List settings manually below. Or copy settings/permissions from existing Templates or Password Lists.

Password List Details Copy Details & Settings From

Site Location Wﬂ Internal Copying a Template or another Password List's settings will populate all

fields/settings on this screen, except for any API Keys.

Password List * “ ‘

Descriptian ‘ ‘ - Copy Settings From Template - ~
Image - Select Image - ML : )
g -- Search and Copy Settings from Passwerd List --
Password Strength Policy * Default Policy - &
% (O Link this Password List to the selected Template.
Password Generator Policy ™ Build Policy -
Copy Permissions From
Code Page * Use Passwordstate Default Code Page v ®
. . If you would like to copy permissions from an existing Template or Password
Additional Authentication®  pone Required v ® List, please select the appropriate option below.

- Copy Permissions from Template - <~

gs

-- Search and Copy Settings from Password List --

™ This will be a Shared Password List

Tty Loacate_allos oTd resetting with other systems &
O Enable One-Time Password Generation &

sword List to be Exported ®

O Time Based Access Mandatory &
O Multiple Approvers Mandatory
Prevent Pas:
[ pisable Email Notifications for this P ard List

O Force the use of the selected Password Generator Policy

O Hide Passwords from users with the following permissions -

Password List Permission Settings

If using the Advanced Permission Model, you can prevent permission
propagation to this Password List with the setting below.

1 ~ approver(s) are reguired for this List

sword reuse for the las! words

Disable Inheritance of any upper level folder permission propagation

Default Password Reset Schedule

[ Popup the Guide on each access to this Password List

Prevent Non-Admin users from Dragging and Dropping this Password List &

Prevent saving of Password records if a "Bad' password is detected &
[ users must first specify a reason why they need to view, edit or copy passwords

O Prevent Non-Admin users from manually changing values in Expiry Date fields

= Only applicable if this Password List is enabled for Resets.

Please specify the default settings for ‘Reset Options’ when new records are
added to this Password List.

Enable the the Password Reset Schedule for the account, and schedule the

[ set the Expiry Date to Current Date + Days when adding new passwords = reset at a random time between the two time slots below:

[ Reset Expiry Date to Current Date + 0 Days when manually updating Passwords
Additional Authentication only required once per session Start Time Finish Time
Show "Active Directory Actions' options for Active Directory accounts 00 Hour g Minute 00 Hour gg Minute

And when the account expires, add | 90 Dayls to the Expiry Date.

Save Save & Add Anather Cancel

2.1.5 Administer Bulk Permissions

The standard method of apply permissions to a Password List is via the Grant New Permissions
button for each individual Password List.

The Administer Bulk Permissions feature allows you to search for either a User Account or Security
Group, and then apply permissions to multiple Password List at once. When you search for a User
Account or Security Group, it will show the Password Lists they don't have access to (Available
Password Lists), and the Password Lists they already have access to (either in the View, Modify or
Administrator Permissions text boxes).
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f ote: A couple things to note about this feature - 1. Only Password Lists will show which you
™ Note: A couple th bout this f 1.0nly P d Lists will show which
have Administrator rights to, and 2. Any Password Lists which have Time-Based Access set as
mandatory, will be disabled in the search results.

#t Administer Bulk Permissions for Password Lists
Adnl}nsler ng Bulk Permissions is 3 three step process - 1. Search for a User or Security Group, 2. Apply new or modify existing permissions, and 3. Save the changes.
Note 1: You cannot administer bulk permissions for Passwords Lists which have mandatory options set for Time Based Access.

Note 2: Only Password Lists you are an Administrator of will be available on this screen.
MNote 3: Password Lists nested underneath folders using the Advanced Permission Medel cannot have their permissions changed here - unless Disable Inheritance is enabled.

access permissions

Search for an appropriate user or security group (use * to search for all).

Site Location Internal -

Search |’ B

Search For QOuser ® security Group

Search Results Available Password Lists View Permissions Mobile Access

= CoreAdmins o 4¢\Business Systems\Microsoft 5L Local Accounts  ENabled Mobile Access for these permissions:
= Desktop Team » @ves Ono

E=\Business Systems\Credit Cards
f8 Human & Resources

_ ¢ \Business Systems\Database Accounts << Reason for Access
215 Department -

(O\Business Systems\Oracle ERP Accounts

® Local Demain Group
\Business Systems\Test Password List

& My Group 2 Madify Permissions
8 Nested Group 1
»
&8 Network Team
8 Passwordstate-Auditing Security Grou <

45 Passwordstate-Export-All-Password S¢
£ Radius Users
Administrator Permissions

., Systerns\SharePoint Accol
&5 SecurityGroug2 B8 \Business Systems\SharePoint Accounts
= >3
& Sydney-TestGroup
B Test Lo<E
» » A
Status:

Save

21.6 Expiring Passwords Calendar

The Expiring Passwords Calendar feature provides you wish a graphical calendar view of when
Passwords are set to expire - based on the Expiry Date field.

On this calendar you can:

e Navigate back and forth by Day, Week or Month

e Click on the Password record allowing you to edit it's details i.e. reset the password and the
Expiry Date field if you want.
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Password List Templates

Password List Templates can be used to apply consistency to settings for your Password Lists. They
can be used in the following way:

e You can apply a Template's settings as needed (once off) when you add a new Password List, or
edit an existing Password Lists' settings ( Password List Details Tab )

e You can link Password Lists to a Template, and then manage all settings from the Template.
When you do this, the majority of options for the Password List will be disabled when you chose
to Edit Password List Details

e You can also apply permissions to a Template, and these permissions can be used for:

o Allow other users to see the Templates via the 'Password List Templates' menu option

o Allow other users to also modify the settings for the Template via the 'Password List
Templates' menu option

o Applying permissions to a Password List as needed (once off) when you add a new Password
List, or edit an existing Password Lists' settings ( Password List Details Tab )

™ Note: Permissions on a Template are not used when Linking Password Lists to a template - this
can only be done when adding a new Password List, or editing the settings for an existing one.

You can either create Templates by clicking on the Add New Template button on this screen, or via
the Save Password List as Template option for an existing Password List.

B8Password List Templates

Time Based Prevent password In-Built Template
Reuse

Actions  Password List Description Linked Password Lists  Deny Export Access

T T T

Sessions

dl List (Hide Passwords) Sta

(-]
o
(-]
o
(-]
-]
(-]
(-]
(-]
(-]

Change tem 1010 of 13

Add New Template | Toggle ID Column Visibility | | Grid Layout Actions... ~

Editing a Template Settings
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Editing the settings for a Template is almost identical to that of a Password List, and can be
accessed via clicking on the appropriate 'Password List' hyperlink you see in the Grid above.
Please reference the documentation for each of the tabs here - Password List Details Tab,
Customize Fields Tab & Guide.

™ caution: When editing a Template's settings when it is linked to other Password Lists, if you
change any of the Field Types for any Generic Fields, these fields will have their data
cleared/blanked in the database when you click on the 'Save' button. This is because the different
Generic Field Field Types need to have their data treated differently. There are multiple warning
messages within the Passwordstate as well for this, so please be aware.

Password List Template Actions

From the 'Actions' drop-down menu, you have various features available:

e View Permissions applied to the Template - this also allows you to add/update/delete
permissions as required

e You can Link Password Lists to the Template

e You can delete the template

™ Note: If you delete a Template which is linked to one or more Password Lists, these Password
Lists will bet set to use the Templates' settings as there were prior to you deleting the Template.
You can then go ahead and modify the settings of the Password Lists as required.
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B8 Password List Templates

Listed below are all the Password List Templates stog

Actions  Password List

0000 ¢ 00

]

L] 1

ra

Add New Template |

rm/Door Codes

Credit Cards

View Permissions
Linked Password Lists

Delete Template
B >>H ACCOUNT (Key storage Only)

.| S5L Certificates

' Standard Password List

Toggle ID Column Visibility | Grid Layout Actions.. ~

within Passwordstate

I;I Enabled for Password Resets Mg

thenticator

B8 s Account (Passphrase + Key Storage)

% Standard Password List (Hide Passwords)

Description

T
Store building alarms cades, or doaor pin tumbler combinat]
Securely store credit card information
Perform password resets on a scheduled, or on demand, fo
Generate One-Time Passwords based off scanned QR Codd
Store various metadata related to software licensing
Store SSH Keys with Passphrase recorded in Password field
Store SSH Keys with Passphrase and optional Password fiel
Store SSL certificates and receive reminders of when they n
Standard selection of settings, and basic Username and Paj
Standard Password List where the values of passwords are

Page

21.71 Add New Template

You will notice from the screenshot below the settings for a Template are almost identical to a
Password List, so please reference the documentation for each of the tabs here - Password List
Details Tab, Customize Fields Tab & Guide Tab. One exception to this is the APl Key tab, as each

Password List's APl Key details must be unique.

™ Note: When you add a new Template, you will be giving Administrator rights to it.
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2.1.7.2

@ Add New Password List Template

To add a new Password List Template, please fill in the details below for each of the 3 tabs

password list details customize fields guide

Please specify Password List settings manually below.

Password List Details Default Password Reset Schedule

Psss‘.’.-crdl_'st N H |

= Only applicable if this Password List is enabled for Resets.

Description | | : the (I»:"aull.set s for '‘Reset Options’ when new records are

added to this Password List.
Image - Select Image - v ®

Enable the the Passwol hedule for the account, and schedule the
Password Strength Policy * Default Policy - = reset at a random time the twa time slots below:
Password Generator Policy * | Build Policy - E Start Time Finish Time
Hour pg Minute 00 Hour  gg Minute

Code Page ™ Use Passwordstate Default Code Page MR

And when the account expires, add | 80 D to the Expiry Date.
Additional Authentication * None Required v| E

Password List Settings

[ Enable Password Resets - allows password resetting with other systems &

[0 Enable One-Time Password Generation &

Allow Password List to be Exported &

O Time Based Access Mandatory &

[J Multiple Approvers Mandatory - a total of 1 = | approver(s) are required for this List

Prevent Password reuse for the last|5
[ Disable Email Notifications for this P rd List

O Force the use of the selected Password Generator Policy

O Hide Passwords from users with the following permissions -

passwords

[ Popup the Guide on each access to this Password List

Prevent Non-Admin users from Dragging and Dropping this Password List
Prevent saving of Password records if a "Bad' password is detected &

O users must first specify a reason why they need to view, edit or copy passwords
O Prevent Non-Admin users from manually changing values in Expiry Date fields

O set the Expiry Date to Current Date + 0 Days when adding new passwords &

anually updating pas

Save || Cancel

Linked Password Lists

When you link one or more Password Lists to a Template, the majority of settings for the linked
Password Lists are then managed via the Template - which the exception of the details on the APl
Key Tab.

Linking Password Lists to a Template is very simply process - move the Password List you want to
link into the 'Linked Password List(s)' text box, and click on the 'Save' button.

™ caution: When linking Password Lists to a Template for the first time, if the Password List has
some Generic Fields specified which are different to any Generic Fields specified for the
Template, these fields will have their data cleared/blanked in the database when you click on the
'Save' button. This is because the different Generic Field Field Types need to have their data
treated differently. There are multiple warning messages within the Passwordstate as well for
this, so please be aware.
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Below are a list of Password Lists which can be, or are already linked, to the Template "Standard Password List'.

Note 1: A Password List can only be linked to one Template at a time. If already linked to another Template, it will be disabled in the "Available Pa
Note 2: If you link a Password List to this Template, and the Template has different Generic Field field types compared to the Password List, then

s |

Link to Template "Standard Password List'.

Available Password List(s)

; [9\Abigail Brown's Passwords -
5 ‘\Active Directory Accounts
4 D \Browser Testing
= \Business Systems\Credit Cards
4¢ \Business Systems\Database Accounts

¢ \Business Systems\Microsoft SQL Local Accounts

O \Business Systems\Cracle ERP Accounts s
[ \Business Systems\Shared Team Passwords 2

== \Business Systems\SharePoint Accounts
€9 \Business Systems\S5L Certificates
F [9\Business Systems\Test Password List
== \Custemers\Allsand\Workstation Accounts
4¢ \Customers\Contosc\DBAs\Database Credentials
== \Custemers\Contoso\Infratructure\Active Directory Accou

=- YCustomershContoso'Infratructure\Domain Passwords

Linked Password List(s)

\\Personal Password Lists\Test Private List

Count: 91 Count: 1
Status: Save Cancel
21.8 Pending Access Requests
The Pending Access Requests screens can be used for two purposes:
e View and process any pending access requests that have been sent to you
¢ View any of your own pending access requests that are waiting for approval
% Pending Access Requests
Below is a list of Pending Access Requests that you are either responsible for processing, or they're your access requests waiting for approval
= Nul& If the Title and Username fields are blank, then the user is requesting access to the Password List, and not an individual record within it.
& Access Requests For Me To Approve
Date User Requesting Access  Password List Title UserName  Description Reason No. of Approvers Approval Count  Commences At Expires At
2019-02-22 11:44:00 AM 2 \No Access Only need access briefly 1 0
2019-02-22 11:45:00 AM . \Optus Dialup testdelete Need to testdialup for customer 1 o 2019-02-28 12:00:00 AM
2019-02-24 9:48:00 AM @ \Infrastructure\Web Sites Book Depository SignIn | Needed for social media advertising. 1 0 2019-02-28 12:00:00 AM
& My Pending Access Requests
Actions  Date Password List Title UserName Description Reason No. of Approvers Approval Count  Commences At Expires At

No records to display.
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When an 'Approver' processes and Access Request, they can also modify various settings as per
the screenshot below.

& Process Access Request

Below are the user's access request details. Please modify, approve or deny as appropriate.

access request settings

User:

Password List : & \Infrastructure\Web Sites Book Depository Sign In

Access Type: view O Modify ® Administrator

Start Date : (© (Leave blank for no specific start)
Expiration Date : 2019-02-28 12:00 AM (O (Mandatory for this Password List)
Reason : * Meeded for social media advertising.

s

Approve Request Deny Request Cancel

219 Request Access to Passwords

The Request Access to Passwords screen allows you to search for either a Password List, or
individual password record, and request access to it.

There are various filtering options based for the TreePath the Password List exists in, or on the
Password List or password record as well. Once you have found the record you need, you can
request access to either the Password List or Password record from the Actions menu.

™ Note: On the screen Administration -> Passwordstate Administration -> System Settings ->
Passwords Options tab, there are settings to hide the Username, Description and Notes fields on
this screen.
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& Request Access to Passwords

To request access to 2 Folder, Password List or individual B3 d, plea ur search zpd select the appropriate menu from the *Actions" drop-down menu, then follow the on-screen instructions.
Search Filter
Tree Path Password List Password Rec
search || Clear
Actions  Tree Path Password List Title Domain or Host Account Type
T T hd T T
[ No Access
(-]
(-] [ racebook
o
% Request Access to Password List
& Request Access to Password Record
o
()
© [ calendar
- [ Tumbler Door Codes
" 89 10 [ Faesice 10 tem 1t 10 of 648

Grid Layout Actions.. =

When you request access, you will be given various options for what level of access you require,
and the start and expiration date for access (if applicable). You must also supply a reason as to
why you are requesting this level of access, so the approver(s) can determine if they should
approve or deny the request.

Once you request has been processed, you will be notified via email - or you can monitor the
approval process on the Pending Access Requests screen.
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% Request Access to Password List

To request access to the Password List "Optus Dialup® with the details below, please specify a reason
why and click on the 'Submit” button.

Request Details :

Password List : &/ Optus Dialup

Access Type: Oview Omodify O administrator

Start Date : (& (Leave blank for no specific start)
Expiration Date : (© (Mandatory for this Password List)

Reason @ *

Submit Cancel

2110 Toggle All Password List Visibility

By clicking on the 'Toggle All Password List Visibility' menu option, all Shared Password Lists will
be displayed in the Navigation Tree.

The Password Lists you do not have access to will be colored in Red, and by clicking on the
Password List in the Navigation Tree, you will be given the opportunity to request access to the
Password List.

™ caution: Depending on how many Password Lists and Folders are recorded in your database,
making them all visible on the screen may cause delays in rendering the Navigation Tree - it
depends on entirely how much HTML needs to be rendered. If this is of a concern, your Security
Administrators can disable this feature from the Administration -> Passwordstate Administration -
> Menu Access screen.
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Passwordstate veouid s000)

PASSWORDS

¥ T Business Systems
gl + = Customers
»
L
FHY
9 4 P Te

igail Brown's Passwords

“rbigail Brown's Passwords

ey

Active Directory Accounts

"Adam Wilson's Passwords

v God Zilla's Passwords
™ Image Capture's Passwords
, Matt Shufflebotham's Passwords
L/ No Access

| Optus Dialup

' OTP Test Shared List

4P Paul Bassett's Passwords
Project Password List
Richard Dobber's Passwords

L Robert Todd's Passwords

. | Server Certificates

Y Tracey Sandford's Passwords

A Tracey Sandford's Passwords

“ATracey Sandford's Passwords

acey Sandford's Passwords
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2.2

2.21

Tools Menu

There are three options available under the Tools menu.

Account Discovery Allows you to add/view/edit various Account Discovery Jobs, for
finding accounts in use on your network

Have | Been Pwned Password 'Allows you to perform adhoc password checks against the Have |
Check Been Pwned API to determine if the password has been used in a
known compromised data breach in the past

Import Passwords Import password from different sources into Passwordstate
Password Generator Allows you to generate one or more randomly generated
passwords

Password Resets in Progress  This screen shows any Password Resets which are sitting in the
gueue, pending any processing.

Self Destruct Message Allows you to generate and send a Self Destruct email message to
another user

Account Discovery

The Account Discovery Menu allows you to perform various account discoveries on your network,
based on Host records which have been added under the Hosts tab area.

The following Account Discovery jobs are available:

Active Directory Accounts

Cisco 10S Accounts

Fortigate Accounts

HP H3C Accounts

Juniper Junos Accounts

Linux and Mac Accounts

MS SQL Database Accounts

MySQL Database Accounts

. Oracle Database Accounts

10. PostgreSQL Database Accounts

11. SonicWALL accounts

12. Windows Dependency Accounts - Windows Services, |IS Application Pools and Scheduled Tasks
which are configure to use a domain account as their identity

13. Windows Local Admin Accounts

©CENOU A WNE

™ Note 1: Please refer to the document 'Password Discovery Reset & Validation
Requirements.pdf' for system requirements for the Discovery Process to work - it relies on
PowerShell in your environment to function

™ Note 2: If you only want a Discovery Job to execute once, you can disable it in the 'Actions’
dropdown menu

™ Note 3: By ticking the 'Simulation Mode' checkbox, it will perform the discovery and email you
the results, without making any changes to the Passwordstate database.
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= Note 4: If discovering accounts on a Mac, the option to reset the password on discovery will be
ignored, as another account (the Privileged Account Credential) cannot update the keychain fora
different account - this is by design by Apple

™ Note 5: For the 'Active Directory Accounts' discovery job, this job should not be used for
Privileged AD Accounts which are used on Windows Services, |IS App Pools and Scheduled Tasks -
you should use the Windows Dependency Discovery Job for that purpose

™ Note 6: For the 'Ms SQL Database Accounts' discovery job, the Privileged Account to be used to
can be either a SQL Account, or an Active Directory account

& Account Discovery

Actions  Job Name Description Job Type SiteL ocation Run Discovery At Schedule Type In Progress Last Discovery Took  Simulation Mode Enabled
T T T Ad T T T
N eekly - Sunday
N Daily 00:0002
Hal 03:54 PA Daily 00:00:10 %
2:40 PN Daily 00:0005 %

Select Discovery Job Type to Add. ~| | Grid Layout Actions...  ~

Discover Accounts

When discovering Accounts on various Hosts, there are many options available to you. In
particular:

e You can filter on the type of Hosts you want to query, based on the Operating System type, or
any sort of Host Name wildcard match

¢ If anew account is found, you can specify which Password List to store the password record into.
If the account is found in another Password List when the discovery executes, it will notadd in a
duplicate record

e Asit's not possible to decrypt most passwords for discovered accounts, you will need to specify
what password will be recorded in Passwordstate initially for the account, or you can generate a
random one. You also have the option to perform a password reset for any newly discovered
accounts, and the password value for these accounts will be set to what's selected here - either
a static password, or a randomly generated one

¢ When new records are added to the selected Password List, you have the option to also specify
some detail for the Title and Description fields.

e You also need to specify the Privileged Account Credentials to use when interrogating your
Hosts on the network - this account will need sufficient privileges to interrogate the Host for
local accounts - generally an account with Admin (elevated privileges) is required here

e |f you do not wish to automatically configure the discovered accounts to perform scheduled
resets, you can set the 'Managed Account' option to No. Then later within the Password List, you
can enable this option for one or more records at a time - either by editing individual records, or
using the Bulk Update Password Reset Options feature

e There are also various options where you can set the Check In/Out feature as well

o When applying permissions to the Job afteritis created, whoever is given access can then
administer the job, as well receive an emails with the results of the job execution

™ Note : Itis strongly recommended that you set the 'Default Password Reset Scheduled' for the
Password List ( Password List Details Tab ) prior to any new records being discovered and added to
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the Password List, that way each record will have it's Password Reset schedule set accordingly.
There is a Bulk Update Password Reset Options feature for each Password List which allows you to
change these values for more than one password record at a time.

fa Add Windows Local Admin Accounts Discovery Job

To add a new Discovery Job to find Accounts on your network, please select the appropriate options on each of the tabs below and click on the 'Save’ button.

I discovery job settings schedule hosts to be queried

Discovery Job Name * : | Il ‘

Description * : | ‘

Site Location ™ : Internal ~
Simulation Mode ¢ O simulation Mode will email you the results without adding/updating any data in the database
Report on the following: : @only newly Discovered Accounts O All Discovered Accounts - New or Existing

Discovery Search Criteria

Please specify filtering options for which Hosts you wish to query for new accounts, as well as any filtering options for the names of accounts.
Host Types: Operating Systems:
-- Select Host Type-- ~ -- Select OF -- v
Include Hosts based on Host Name match: Include Hosts based on Tag Field match:
Exclude Hosts based on Host Name match: Exclude Hosts based on Tag Field match:
Discover Accounts by Username match: Exclude Accounts based on Username match:

Query the following Local Administrator Group Name(s):
‘Administrators |

™ £ach of the fields above can have mult ple values specified, by separating them with semicolon characters.

Discovery Actions
Please select appropriate options below when new Accounts are discovered.

Set the ‘Managed Account’ settings for newly discovered accounts: (these settings can be changed after the record has been created if needed)
Enabled for Resets Enabled for Heartbeat

Discover Windows Dependencies

It's possible to also discovery various 'Windows Dependencies on your network that are using
domain accounts as their identity to run underi.e. Windows Services, IS Application Pools &
Scheduled Tasks. When setting up such a Discovery Job, the following options are available:

e You need to select which 'Dependencies' you want to try and discover - Windows Services, IS
Application Pools or Scheduled Tasks - can you select all of them as part of the same Discovery
Job if you want

e The rest of the options are very similar to discovery of other types of Accounts, as specified
above
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¢ If you do not wish to automatically configure the discovered accounts to perform scheduled
resets, you can set the 'Managed Account' option to No. The later within the Password List, you
can enable this option for one or more records at a time

e And don't forget to set the Schedule

™ Note : Itis strongly recommended that you set the'Default Password Reset Scheduled' for the
Password List ( Password List Details Tab ) prior to any new records being discovered and added to
the Password List, that way each record will have it's Password Reset schedule set accordingly.
There is a Bulk Update Password Reset Options feature for each Password List which allows you to
change these values for more than one password record at a time.

T Add Windows Dependency Discovery Job

To add a new Discovery job to find "Dependencies” on your Windows Hosts, please select the appropriate options on each of the tabs below and click on the *Save’ button.

I discovery job settings schedule hosts to be querned

Please select appropriate options for the Discovery Job below, and set the schedule as required

Discovery Job Name ~ : | |

Description * : | |

Site Location * : Internal ¥

Active Directory Domain * . + Only accounts from this selected domain will be discovered
Simulation Mode O simulation Mode will email you the results without adding/updating any data in the database

Report on the following: . @ Only newly Discovered Dependencies O All Discovered Dependencies - New, Existing or No Dependencies

Discovery Search Criteria
Please specify which search options you would like to define for the Discovery Job.

Discover the following Dependencies configured to use an Active Directory account:
Owindows Services (J11S Application Pools (J Scheduled Tasks

Discover Dependencies on Hosts with the following Operating Systems:  __ sgject OS5 -- -
Include Hosts based on Host Name match: Include Hosts based on Tag Field match:

| | - |
Exclude Hosts based on Host Name match: Exclude Hosts based on Tag Field match:

T Each of the fields above can have multiple values specified, by separating them with semicolon characters.

Discovery Actions

When a newly discovered Active Directory Account (being used by a Dependency) is found, check the ‘Managed Account’ option for the account to
enable automatic scheduled resets: (/f you select Mo, you can enable this option for one or more records at a later time - from within the appropriate Password
List)

®@vas Ono

Discovery Job History

In addition to the emails you will received for results of Discovery Jobs, a History of all changes to
the database are also recorded and can be viewed anytime - as per the screenshot below.

If your Discovery Job does not actually query any Hosts though, then it will not record any datai.e.
You may have a Host filter set on the Discovery Job that does not return any Host records, or
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2.2.2

possibly you have not added any Host records into Passwordstate (under the Hosts tab at the top

of the screen).

=Q Account Discovery
Below are all the Account Discovery jobs added to Passwordstate,

Actions  Job Mame
T

All MariaDB Accounts g
Dependencies on Domain Controllers
Discover all PostgreSOL Accounts
Discover All SonicWALL Accounts
Discover Server Admin Accounts
Windows Local Admin Accounts

Delete
Sel

Run Discovery Job Now

t00 000000

= Toggle Status - Enabled or Disab
(@ View Discovery Job History

® . .
an  View Permissions

-

Have | Been Pwned Password Check

Millions of passwords have been exposed on the internet in various data breaches, and the 'Have |
been Pwned' web site (https://haveibeenpwned.com) tracks and provides an API to check if

passwords have been exposed in prior breaches.

On this screen, you can perform ad hoc checks of password values to see if they have be known as

previously compromised.

Your Passwordstate Security Administrators can also enable this option for the Add/Edit
Passwords screen, and this can be enabled via the screen Administration -> Bad Passwords.
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WHave | Been Pwned Password Check

Millions of passwords have been exposed on the internet in various data breaches, and the 'Have | been Pwned' web site (https

have i been pwned check

Please specify a password below to check if it has been known to be compromised in any public data breaches.
Please note that a 'Pass’ here does not necessarily mean the password is strong in nature - you should use long
and complex passwords where possible

Password: Check Password Clear

Status: Waiting for check

2.2.3 ImportPasswords

The Import Passwords screen, allows you to import data from different sources into
Passwordstate. The options are:

CSV file into Single Password List
CSV file into Multiple Password Lists
Bitwarden

KeePass

LastPass

Delinea Secret Server

Password Manager Pro

NouhswN PR

This screen provides you Wizard based functionality, where it guides you through the process of
exporting your data, and then importing into Passwordstate.

™ Note 1: For the CSV imports, you must have created the Password Lists already to import into.
And when importing into Multiple Password Lists, you must know the PasswordListID values for
each Password List, as you need to specify these in the import CSV file. Please see instructions
below of 'Determining PasswordListID's for CSV Imports' for how to determine these ID's

™ Note 2: When using the 'CSV file into Multiple Password Lists', you must be a Security
Administrator of Passwordstate, which has the Password Lists Security Administrator role. This
restriction is in place to prevent standard user accounts from importing data into Password Lists
which they have not been given access to.

™ Note 3: For importing from the 4 different products listed above, the Base URL of your
Passwordstate web site must be recorded correctly in Passwordstate, so the APl can be used to
perform this import
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& Import Passwords

To import passwords via csv files, or from other systems, please select the appropriate option below, and then follow the on screen instructions.

Select Import Type Instructions Import Data Results

Please select what type of Impart you would like to perform below, and then follow further on screen instructions for your import.

Impart Type:  Choose Import Type -

Choose Import Type
]
CSV file into Single Password List
CSV file into Multiple Passward Lists
Bitwarden
KeePass
LastPass
Delinea Secret Server
Cancel Password Manager Pro MNext

Determining PasswordListID's for CSV Imports

The PasswordListID's can be viewed on a per Password List level, as per the first screenshot
below, or you can view them in bulk as per the second screenshot below.
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Q 0 i Screen Options
) Web Sites  (PasswordListiD = 2025%) (AP Key = Not Set)
Actions  PasswordlD  Title Uszer Name Drescription URL
[+ 70457 cord
[ +] 70461 i
[~ ] 70236 adaptjeinsights @ .
Q 70337 instanton k
Q 70338 ayfh.services.adobe.com k
Q 70339 nesabadell v
Q business.apple.com ']
Q central.arubanetworks k
Q crowdstrike [ k
Q directsourcing F
Change pa « r W

Add | Docughents (0)

9:41:06 AM
1 2:32:39 PM
1/12/20217 2:19:55 PM
1/12/2021 2:18:06 PM
1/12/2021 1:10:22 PM
1/12/2021 1:09:00 PM

26/11/2021 9:06:41 AM
25/11/2021 1:59:43 PM

25/11/2021 1:59:38 PM
25/11/2021 12:58:02 PM

Change page: u  «

Refresh Grid | idTayo

| Permalink |

Activity

Password List Updated
Password List Updated
Password List Updated
Password List Updated
Password List Updated
Password List Updated

Self Destruct Message Sent

Password Updated

Password Screen Open

Password Hi

]

ut Actions... ™

Grid Layout Actions...

Exported

M List Administrator Actions... =

List Administrator Actions...

PASSWORD LIST ACTIONS

f‘ Bulk Permissions for Individual Passwords

% Bullk Update Passwords

% Bulk Update Password Resst Options
Delete Password List
Edit Password List Properties

Save Password List as Template

o
o
[a]s]
oo
#B Toggle Visibility of Delete Checkboxes
£ Toggle Visibility of Web API 1Ds

8 vizw Password List Permissions

m

View Recycle Bin (2)
Q Export All Password History
(%] Export all Passwords
(%] Enumerated Permissions Report
(%] Have | Been Pwned Compromises
(4 Password Strength Report
(e Standard Permissions Repart
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[yl Passwordstate ves euiassen

ADMINISTRATION

4 ¥ Passwordstate Administration
£Q Account and Host Discovery
42 Active Directory Domains
4 Auditing
|2 Auditing Graphs
A Authorized Web Servers
=° Backups and Upgrades
@ Bad Passwords
€5 Browser Extension Settings
ar,, Brute Force Blocked IPs
& Email Notification Groups
% Email Templates
@ Emergency Access
/® Encryption Keys
W Error Console
[=* Expart All Passwords
s Feature Access
@ Host Types & Operating
[2d Images and Account

® |icense Infarmatio

H Password Lists
EE Password List Templates

B Password Strength Policies
o Privileged Account Credentials

= Password Lists

Listed below are all the Password Lists within

Show only : ® shared Password Listg

Clicking on a Shared Password

Actions

0000000000

" 12345»»

Export Password List Information |

/

PasswordListiD

T

it allows you to Administer Permissions and Edit Password

sswordstate.

Private Password Lists

Password List

| T
/2 \Browser Testing
== \Business Systems\Credit Cards
4 \Business Systems\Database Accounts Wig
4« \Business Systems\Microsoft SQL Local Accounts
O \Business Systems\Oracle ERP Accounts Wg
B& \Business Systems\SharePoint Accounts
\Business Systems\SSL Certificates
BR \Customers'Allsand\Workstation Accounts
4 \Customers\Contoso\DBAs\Database Credentials

B8 \Customers\Contoso\Infratructure\Active Directory Acq

Toggle ID Column Visibility perform Bulk Proce

Determining PasswordListID's for CSV Imports

For the imports of KeePass, LastPass, Thycotic Secret Server & Password Manager Pro, each of
these need to communicate to the APl in Passwordstate, in order to perform the import.

Please check the Base URL you see in the screenshot below is accurate, and please test this by
running on the pre-defined reports on the screen Administration -> Reporting, to confirm API

connectivity is working.
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Passwordstate s (Build 9381)

4 ¥ Passwordstate Administration

£Q Account and Host Discovery
3z Active Directory Domains
d Auditing

|~ auditing Graphs

A Authorized Web Servers

&° Backups and Upgrades

@ Bad Passwords

@ Browser Extension Settings
@, Brute Force Blocked 1Ps

& Email Notification Groups
4 Email Templates

[ Emergency Access

#® Encryption Keys

W Error Conscle

[=* Export All Passwords

s Feature Access

&) Host Types & Operating Systems
2] Images and Account Types

ADMINISTRATION -

§ System Settings
System Settings apply to all users in Passwordstate, To modify the system settings, please make changes wighin the app!

Search Settings:

account discoveries active directory options allowed ip ranges api auditing data aut

email alerts & options folder options high availability options hosts n
password reset options proxy & syslog servers self destruct messages usage tracking use

Default Locale (Date Format) *: gnglish (Australia) - d/MM/yyyy -

Inactivity Time Qut (mins) *

Specify the Base URL for your site, which is used within the body of emails, permalinks, etc:

| https://passwordstate. mydomain.com

Force the use of an S5L Certificate (HTTPS) - the Web
Port 443 for this feature to work:

Oves ®no

ill redirect to HTTPS, and the API will return a 403

imation icon when the

#® license Information

When expanding/collapsing nodes in the Passwords Navigation Tree, show a loadi
ER—

When generating a password based on a Password Generator Policy, perform the following number of retries

Policy: (the last password generated will be used if the retry count below is reached)

Limit the size of scheduled HTML email reports to (large HTML reports can cause performance issues when vig

W password Folders

E Password Generator Palicies
= Password Lists

BB Password List Templates

B Password Strength Policies
o Privileged Account Credentials 1.0 MB -
2 powershell Scripts

Use regular expressions when matching 'Bad Passwords': =

Oves ®No

P Remote Session Management
|#* Reporting

f Security Administrators

B security Groups In the Passwords Navigation Tree, sort alphabetically by:

o E

e
ain User Accounts

@ Folders first, then Password Lists O Regardless of Folder/Password List node type

2.24 Password Generator

The Generator menu is where you can access your personal settings for the Password Generator
built into Passwordstate, and also allows you to generate any number of random passwords with
your personal settings.

™ Note: The Security Administrators of Passwordstate can create different Password Generator
Policies and apply them to various Password Lists, so if you generate a new random password
when adding/editing a Password record, the password does not seem to conform to your personal
settings, then most likely a different Password Generator has been applied to the Password List.

The Password Generator screen comprises of three tabs - two for specifying the settings, and one
for generating the random passwords.

Alphanumeric & Special Characters

© 2024 Click Studios (SA) Pty Ltd



118 Passwordstate User Manual

The Alphanumeric & Special Characters tab allows you to specify the desired length of the
password you wish to generate, as well as settings for letters, numbers, special characters and
various forms of brackets.

B8 Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options.

generate passwords alphanumerics & special characters word phrases
¥ Include Alphanumerics & Special Characters

Password Length

Length :‘8 | Min |12 ‘ Max

Alphanumerics

¥l L ower-case  # Upper-case  # Numbers
I Include higher ratio of alphanumerics vs special characters

L Include ambiguous alphanumerics (), |, o, 0 and 1)

Exclude the following characters and numerics
‘abcdABCD

Special Characters

! Include the following special characters

l@#ssnart/=_- ‘

I Include the following brackets
0o <> |

Generate Using a Pattern

| Generate based on a pattern of upper and lowercase letters, and numbers
‘uullllnnnnllllnnnn

| for Lowercase, u for uppercase, and n for numbers i.e. ulllinnnnlllinnnn

Save Options

Word Phrases

The Word Phrases tab allows you to insert a random word at the beginning of the password,
somewhere in the middle, or at the end. You can specify how many words to create, what length,
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and what form of separation you would like between the word and the rest of the random
password - either dashes, spaces or nothing.

Passwordstate has 10,000 different words it can choose from, all of different lengths.

B Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options
generate passwords alphanumerics & special characters word phrases
#| Include Word Phrases

Quantity & Length

Number of Words : 1

Maximum Word Length : |4

Positioning
® prefix Words to Alphanumerics & Special Characters
Append Words to Alphanumerics & Special Characters

Insert Randomly into Alphanumerics & Special Characters

Separation
® Separate Words with Dashes
Separate Words with Spaces

Mo Separation

Save Options

Generate Passwords

The Generate Passwords tab is where you specify the number of random passwords you want to
generate.

It's not necessary to click on the 'Save Options' button if you simply want to test different options
under the two other tabs, but you will need to click on this button if you want to retain these
settings for future use.

™ Note 1: You can also generate some random passwords based on the settings of a Password
Generator Policy by selecting a policy from the dropdown list on this screen.

™ Note 2: The 'Generate & Spell' button will spell out passwords for you in the format of tango
echo yankee foxtrot, etc
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B8 Password Generator

Please use the various tabs below to specify options for your Personal Password Generator options

generate passwords alphanumerics & special characters word phrases
Use settings from:  pMy Personal Generator Options -
Mumber of Passwords |15 Generate Generate & Spell Select All

cot-Jy6Hz3MpFS5R
emit-Q85ZESTjrRfg
rice-2MxkgGBIPVN
jots-3MpsHTLTr
net-Q&SZEST)rRfg
lees-gXixsTV Y 3us
tear-sWilxRHPz 7w
wags-UegzrwPGHFx
dry-89XQLizn
glad-XWxB23ptES
next-Xn3ZhtzPKIYf
flee-pzyeldi3
twig-z4t/geRpsiY
rib-LvMKgepTQ
ease-MNvaTT4s)z

Save Options

2.25 Password Resets in Progress

The Password Resets in Progress screen shows any accounts which are sitting in the queue,
pending processing.

The auditing data on the screen is a filtered view of only the records currently sitting in the
gueue. It can be used to troubleshoot any potential issues as to why resets are not progressing
through the queue.

™ Note: Password Resets for Site Location of "Internal” should be processed within 1 minute
from the Passwordstate Windows Service, but any other Site Locations will stay in the queue
longer as it depends on what polling time has been configured for each of the Remote Site
Location agents.
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<7 Password Resets In Progress

as well as most recent auditing data for these queued records. You can use this screen to watch resets progress through the queue, or to

A Password Reset Queue

Actions  Queued At Title Domain or Host UserName Account Type Description Site Location Dependencies

T T T T T T
[+ ] 2017 12 splunkaccnt@halox.ne Used for SIEM tterna >
Refresh Both Grids | Grid Layout Actions...  ~
A Recent Activity
Date Platform UserlD First Name Surname Activity Description
T T T T T T T

2.2.6 Self Destruct Message

The Self Destruct Message menu allows you to generate and send a Self Destruct email message
to another user - the message expires after the set time period, if not read.

Creating a Self Destruct message is a three step process:

1. Specify the message, how long the message will be active for, and how many times the
message can be viewed

2. Choose the user you want to send the message to - this can either be another user of
Passwordstate, or a recipient from the Address Book, or someone else simply by typing their
email address

3. And specify any Passphrase protection you might want - there is a default Passphrase value
which can be configured by your Security Administrators on the screen Administration ->
System Settings -> Self Destruct Messages, or contacts in the Address Book Book can also have
their own Passphrase. The intended recipient need to know what this Passphrase is prior
sending them messages

The message will no longer be available for viewing either when the user has viewed it the
specified number of times, or the message has expired.
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& Send Self Destruct Message

To send a Self Destruct Message to another person, please specify details as appropriate for each stage of the Wizard below.

Message Content Email to Recipient Passphrase Protection

Enter the contents of the Self Destruct message you want the recipient to read.

| A~ &~ "Segoe Ul T..~ 13px ~| 3|

| B 7 U4,
Hi John,

The password for HostXYZ is MyStrongPassword123

Regards
John

Automatically self-destruct this message if not viewed in: | 3 days -

ow the self-destruct message to be viewed (x) times: | Once -

Cancel Mext
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Message Content Email to Recipient Passphrase Protection

If you want Passwordstate to send the Self Destruct Message Email and URL, please select the Recipient below. Otherwise, please click the
Mext button.

Select Recipient Click Studios (support@clickstudios.com.au) -
Subject |Passwordstate - Self Destruct Message
| B/ UL=Es=s|E | A~ ¢ ~| Verdana - 12px v | BF|

Hi,

You've been sent a Self Destruct Message from Passwordstate, and you can view the detail of the message by clicking the
URL below.

URL: https://passwordstate9appserver.halox.net/selfdestruct/?id=902af4360fc64bbi1b43fabsfbe968e44

This message will expire [ExpirePeriod] from the time of this email being sent.

Passwordstate 9.0 - Secure Password Management.
https://passwordstate9.halox.net

Cancel Previous Mext

& Send Self Destruct Message

To send a Self Destruct Message to another person, please specify details as appropriate for each stage of the Wizard below.

Message Content Email to Recipient Passphrase Protection

To protect access to your Self Destruct message with the user of a Passphrase, please specify this below - you must inform your
recipient the value of this Passphrase before they can read the message.

Passphrase Protection: [ |Q

Cancel Previaus

23 Reports Menu

The Reports Menu allows you to access audit data for Password Lists you have access to, and also
schedule the email delivery of various reports.
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2.31

Auditing Allows you to view all the auditing data applicable to the Password
Lists you have access to

Auditing Graphs Allows you to view basic charts representing various audit activities
over time

Scheduled Reports Allows you to schedule one or more reports to be emailed to your
account

Auditing

The Auditing menu allows you to view all the auditing data applicable to the Password Lists you
have access to. It allows you to filter the data in multiple ways, as well as export the contents of
the search results to a csv file for further analysis if required.

Additional auditing data is also available to Security Administrators of Passwordstate, and can be
found on the screen Administration -> Auditing. The additional auditing data relates to certain
activities like login failures, user account related, etc.

™ Note: The Telerik Grid and Filter controls here prevent filtering while using special characters -
for security reasons. If you're wanting to filter using a backslash (\) here, simply type the
backslash twice i.e. domain\\userid

™ performance Considerations: Please note that on this screen, only auditing records for
Password Lists you have access to will be displayed here. This means there could be a potential
performance impact, if you have thousands of Password Lists - permission checks are done on
Password Lists for your User Accounts, and Security Groups, as well as for individual password
records. If you find a performance impact on this screen, please use the screen Administration ->
Auditing if you have access to it.

O Auditing
To search for relevant audit records, please use the options below.
Auditing Filters
Platform: @Al Oweb O Mobile OaPI Owindows Service O Browser Extension Instance: @ goth O Primary O HA (Passive Node) Archived Data: @ no O ves
Max Records Password List Activity Type Site Location Activity Begin Date End Date
[s000  |@ | Al password Lists = All Activities =~ AllSite Locations - ~ 471272020 Search
Date Platform UserlD First Name Surname IP Address HA Instance  Activity Tree Path Descr
T T T T T T T T
4/12/2020 11:39:14 AM Web halox\images mage Capture 10.0.0.108

4/12/2020 11:32:36 AM Windows Service WindowsService Windows Service Account 10.0.0.125

Filter by Platform
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Auditing Filters

Plafigrm: ® all O web © Mebile © APl O Windows Service © Browser Extension

Max Records Password List Activity Type

All Password Lists * Al Activities

Instance: 4

Filter by Specific Password Lists

O Auditing

%Fo search for relevant audit records, please use the options below.

Auditing Filters

Platform: @ Al Oweb Omobile O ari Owin

Service O Browser Extension Instance: ® Both O primary O HA (Passive Node) Archived Data: ® no O ves

Max Records Password List Activity Type Site Location Activity Begin Date End Date
|SDOD ‘o ‘ All Password Lists ® . All Activities ¥ | -- All Site Locations - ¥ 16/12/2020 Search
All Password Lists -
&= \Business Systems\Cradit Cards
4 \Business Systems\Database Accounts
Date 4 \Business Systems\Microsoft SQL Local Accounts 1P Address HAInstance  Activity Tree Path
O \Business Systems\Oracle ERP Accounts T T
== \Business Systems\SharePoint Accounts
Jon2/2020 90731 [ j\ \Busfness Systems\SSL Cerliﬁtales- 100091 Password \Infrastructure\AD
49 \Business Systems\Test Password List Validation Failed Discovery
== \Customers\Allsand\Workstation Accounts
4¢ \Customers\Contoso\DBAs\Database Credentials
10/12/2020 9:07:3( i \Customers\Contosa\Infratructure\Active Directary Accounts 10.0.091 Password \Infrastructure\AD

Validation Failed
== \Customers\Contoso\Infratructure\Domain Passwords

A LR imb i e R b m 2 L Bem b s 16T Pl

Discovery

Filter by Specific Activity Type

© 2024 Click Studios (SA) Pty Ltd




126 Passwordstate User Manual

Cfl Auditing
To search for relevant audit records, please use the options below.

Auditing Filters

Platform: ® all © web O mMobile © apl © windows Service © Browser Extension nstance: ® goth © primary © o

Max Records Password List Activity Type Site Location
All Password Lists v | All Activities H -- All Site Locat
All Activities -
Access Granted

Access Removed
Date Flatform UserlD

Access to Password Approved 2ss
T T v Access to Password Denied T
Access to Password Requested
) Access to Password List Approved
13/06/2017 12:58:56 PM Web haloxymsand . . 9
Access to Password List Denied
Access to Password List Requested
13/06/2017 12:58:51 PM Web haloxymsand Access Updated 9
Discovery Job Added
13/06/2017 12:56:33 PM Windows Service WindowsService Discovery Job Completed 9
Discovery Job Deleted
13/06/2017 12:52:04 PM Web halox\msand ~ Discovery Job Updated *g

Filter between Specific Dates

Auditing Filters

Platform: @ all Oweb OMobile Oapl O windows Service O Browser Extension Instance: @ Both O Primary O HA (Passive Node) Archived Data: ® No O ves

Max Records Password List Activity Type Site Location Activity Begin Date End Date
o All Password Lists © ‘ All Activities n -- All Site Locations - ¥ 4412/2020 Search

Further Filter by Search Results Contents
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Auditing Filters

Platform: ® | Web Mobile AP Windows Service Browser Extension Instance

Max Records Password List Activity Type
5000 All Password Lists = All Activities

Date Flatform UserlD First Name Surname
T Y iz : > \
MoFilter
Contains
DoesMNotContain
StartsWith
EndsWith
EqualTo

19/01/2015 1:23:40 PM Browser Extension  halox\msand

19/01/2015 1:23:27 PM Browser Extension  halo¥\msand NotEqualTo
GreaterThan

LessThan

GregterThanOrEqualTo

2.3.2 Auditing Graphs

The Auditing Graphs menu simply allows to to see a graphical representation of auditing events
over a time-line you specify. You can filter by Platform, Audit Activity and Duration.
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2.3.3

¥ Auditing Graphs
Please select the appropriate filters below, and then click on the ‘Refresh’ button
Graph Filters
Platform: @ all Oweb O mobile Oapl Owindows service O Browser Extension Archived Data: @ no O'ves
Audit Activity: Site Location Activity: Duration:
All Activities v -- All Site Locations -+ ¥ 1 Year < Refresh
8000
6000
4000
2000
Jan 2020 Feb 2020 Mar 2020 Apr2020 May 2020 Jun 2020

Scheduled Reports

The Reports Menu allows you to schedule one or more reports to be emailed to your account,
either as an embedded HTML report within the email, or as a CSV attachment.

Choosing The Report Type

As a standard user account, there are two types of reports available:

e Custom Auditing Report - Allows you to specify a custom filter for reporting on audit activities
for Password Lists that your account has access to

e Expiring Passwords - produces a report of password records which have already expired, or are
about to expire within the next number of days you specify - for password credentials your
account has got access to

If your account has also been granted the 'Reporting' Security Administrator's role, then there are
many more reports available in addition to the Custom Auditing and Expiring Passwords report. If
you are a Security Administrator and select Custom Auditing or Expiring Passwords, then all
Shared Password Lists will be available to you.

Below are alist of all the Security Administrator reports available as well:

User Reports

e What passwords can a user see?

What passwords does a user still know? (Last Access vs Viewed)
What has a user been doing lately? (all auditing data for the user)
What Failed login attempts have there been?
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Who hasn't logged in recently?

Who has one or more Security Administrator roles?

What Remote Sessions has a user been doing lately?

What user accounts are currently disabled?

What user accounts are set to expire?

Which users have logged in using the Emergency Access account?
What user account impersonation has been occurring?

Passwords Reports

e What passwords have failed Heartbeat?

e What passwords have failed Reset?

e What passwords require checkout?

e What passwords are currently checked out?

e What passwords require a Reason to be specified for access?
e What passwords are expiring soon?

¢ What passwords have recently been reset?

e What password values have been reused?

¢ What passwords have not been used lately? (Aged Password Report)
e What Passwords are not being synced?

e Passwords Strength Compliance Status

Permissions Reports

e What permissions exist (all users and security groups)?
e What permissions exist for a user?

What Permissions exist for a Security Group?

What permissions have changed recently?

Who has been approved access to passwords recently?
Who has been denied access to passwords recently?

Audit Activity Reports

e Remote Session Launcher Activity

e Browser Extension Activity

Mobile App Actviity

API Activity

Self Destruct Activity

Passive High Availability Module Activity

Once you've chosen the required type of report, you must specify a schedule for when the report
is sent, and also any other additional settings for the Expiring Passwords report, Custom Auditing
or Security Admin Reports.
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@& Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report.

report settings schedule

Please enter a Name and Description for your report, and select the Report type you want. Then make changes on the other tabs as required.

Report Settings

Report Name * : | ‘ Report Name will be used as the Subject Line in the Email.

Report Description

CC Report To : |

comma separate the email addresses,

Email Report As i ® Embedded HTML © €SV Attachment  (CSV files are recommended if the report generates a lot of data)

File Attachment Name *: | ‘ Append date to file name in format of YYYY-MM-DD.

¥ Do not send report if it produces no results.

Select Report Type Repgs=Description & Criteria

Please choose the appropriate report below. Report Name: Please select one of the available reports on the left to see a description of what the report provides.
Report Description:

Choose Report...

Choose Report... -

AUDITING REPORTS

Custom Auditing Report

USER REPORTS

What passwords can a user see?

Save Report || Cancel

‘What passwords does a user still know?

‘What has a user been doing lately?

‘What Failed login attempts have there been?

Who hasn't legged in recently?

‘Who has one or more Security Administrator roles?
‘What Remote Sessions has a user been doing lately?
‘What user accounts are currently disabled?

What user accounts are set to expire?

‘Which users have logged in using the Emergency Access account?
‘What user account impersonation has been occurring?
‘What passwords have failed Heartbeat?

What passwerds have failed Reset?

Setting The Schedule

When setting the schedule, you can choose the time of the day the report is sent, and also the
frequency - Daily, Weekly, or Monthly. A One-Time option is also available, which can be
repeated at different intervals as well.

@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report.

report settings schedule

Please specify the time you would like to receive the report, and the frequency.
Generate Reportat:  pp +» Hour gg ~ Minute

Report Frequency

@ One Time No additional settings for a Daily Schedule

® Daily

O weekly
& Monthly

Save Report Cancel
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Expiring Passwords Settings

If you have chosen the Expiring Passwords Report, you can choose how many days ahead to look

for passwords which are due to Expire - this is based on the value of the Expiry Date Field. This
report will look ahead the number of days you've specified, and also include any passwords which

have already expired if you choose.
@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report.

report settings schedule expiring passwords settings auditing settings security admin report options

Password List(s) Passwords expiring in the next

All Password Lists ~ |30 |day(s) Also query passwords which have already expired.

Save Report Cancel

Auditing Settings

If you have chosen one of the 'Custom Auditing Reports', you can create your own filter for the
auditing data, and specify how many days, hours and minutes into the past you wish to query the
data.

™ Note: You can select one or more Password Lists or Audit Activities by checking the
appropriate options in each of the relevant dropdown lists.

@ Add Scheduled Report

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs below, as appropriate, to specify settings for your report

report settings schedule expiring passwords settings auditing settings security admin report options

Please select the appropriate filters below to query auditing data for your report.

Auditing Filter
Platform: ® Al Web Mobile API Windows Service © Browser Extension Instance: ® goth Primary ‘O High Availability
Password List Activity Type Site Location Query Previous
All Password Lists o - Select Activity Type - a -- All Site Locations -+ ¥ 7 Days [0 Hours |0 Minutes
Filter By User Account Filter on content in Description Field

Save Report Cancel

Security Admin Report Options

Depending on which Security Administrator's report you have selected, various fields will either
be enabled or disabled on the 'Security Admin Report Options' tab, allowing filtering as required.
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@ Add Scheduled Report

as appropriate, to specify settings for your report.

you to further filter on specific users.

Scheduled Reports allows you to receive various reports via email. Please use each of the tabs

report settings schedule expiring passwords settings auditing settings security admin repo

Depending on the type of report 5 controls below may disabled - certain reports allow

Passwordstate User Account Site Location Duration

-- All site Locations -- v

Save Report Cancel

24 Preferences Menu

The Preferences Menu allows you to set various settings for your Passwordstate account, set
various email notifications.

Address Book An Address Book which can be used to store contact details, and
can be used in conjunction with the Self Destruct Message feature

Preferences Specify various settings for your Passwordstate account

Email Notifications Select which Email Notifications you would like to receive, or block

241 Address Book

The address book is used primarily for two features:

e A simply address book to store contact information

e Orto be used with the Self Destruct Message feature, so you can send messages to the
recipients in the Address Book

Each user can add their own contacts in the Address Book, and they will only be visible to them.
Global contacts can also be added, and these contact types will be visible to all usersin
Passwordstate. It is possibly to specify who is allowed to manage Global Contacts on the screen
Administration -> Feature Access -> Miscellaneous tab.

& Address Book
d below are 2l your personal contacts, as well as any global contacts. The Address Book can be used for stering any personal contacts, and can also be used in conjuction with the Self Destruct Message feature.
Show only : @ Personal Contacts O Global Contacts
Actions  Full Name £mail Address Company Business Phone  Personal Phone Global Contact Passphrase Set
T T T T T
-] Michzel Reznor
(-] Felicity Carter
[~] John williams gnite Industries +61 88140 0341
Add Contact | Import Contacts | Grid Layout Actions..

24.2 Preferences

The Preferences screen is where you can specify many different settings specific to just your
Passwordstate user account.
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24.21

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here. If a User Account Policy is applied to
your account, certain settings on the Preferences screen will be disabled.

The Preferences screen has the following 8 tabs:

Passwords Tab The Passwords Tab allows you to select various options for the
Passwords Navigation Tree

Hosts Tab Specify a couple of settings for features available under the Hosts
tab

Miscellaneous Tab A collection of different settings specific for your account

Color Theme Tab Allows you to customize the colors for Passwordstate

Authentication Options Tab |Specify which authentication method you wish to use when first
accessing the Passwordstate web site

Mobile Access Options Tab  Allows you to specify various settings for the Mobile App version of
Passwordstate, and also the Pin Number used for you to
authenticate.

Browser Extension The Browser Extension tab allows you to specify various settings
for the Chrome Browser Extension, which is used to automatically
form-fill web site logins

API Allows you to set a 2FA secret to be used with the Windows
Integrated API

Passwords Tab

The Passwords Tab allows you to select various options for the Passwords Navigation Tree.

If you have thousands of Folders and Password Lists showing in the Passwords Navigation Tree, it
is recommended you either limit the number of nodes displayed, and/or select the Load On
Demand feature . The Load On Demand feature will only show the Password Lists/Folders in the
root of the Navigation Tree, and when you expand a Folder, it will retrieve nested objects from
the database at that time - dramatically improving performance.

These options are recommended, because downloading and rendering all the HTML required for
thousands of nodes, can cause performance issues.
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& Preferences

To modify

‘-CJr]l:'eferer'ces for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save” button.

passwords tab hosts tab miscellaneous color theme cation options mobile access options browser extension

Please select which Password List or Folder options you would like to return when you navigate to the Passwords Tab.

Passwords Navigation Tree Defaults
O Collapse all nodes in the Mavigation Tree @ Remember expand status of all nodes in Navigation Tree

@ show all Passward List/Folders in the Navigation Tree (O Hide all Password List/Folders in the Navigation Tree
Limit the number of displayed Nodes (Password Lists and Folders) in the Navigation Tree to:
E’ (setting to 0 will show all Nodes, and if limiting the number of displayed Nodes, use the 'Search Password Lists' feature.)

If launching a Remote Session to a Host from within the Passwords tab, and you have access to both the Browser and Client Based versions of the Remote Session Launcher,
which launcher would you like to use:

O client Based Launcher ® Browser Based Launcher

Use Load On Demand Feature for faster loading and expanding of Nodes in the Passwords Navigation Tree:

O Yes @ No

Load On Demand is used for performance reasons when you have thousands of nodes in the Navigation Tree. When enabled, the following will cccur:
1. Some options above will be disabled

2. If limiting the number of nodes, this will be a limit on nodes in the root of Passwords Home only

3. Only the roct nodes will be visible, and collapsed, when first navigating to the tree
2

. Expanding the node: retrieve the nested nodes live from the database

. Searching for Password /Folders will behave as per normal.

Save Save & Close

2.4.2.2 Hosts Tab

The Hosts Tab allows you to select various options for the Hosts Navigation Tree under the Hosts
tab.

In particular, you can limit the number of Nodes displayed in the Hosts Navigation Tree, or use the
Load On Demand feature, similar to the Passwords Navigation Tree.
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save® button.

passwords tab hosts tab miscellanecus color theme authentication options mabile access options browser extension

Please specify se‘.t\r‘gsfcr features under the Hosts tab as appropriate.

Hosts Options
Limit the number of displayed Nodes (Folders and Host records) in the Navigation Tree to:
ﬁ (setting to 0 will show all Nodes, and if limiting the number of displayed Nodes, use the 'Search Hosts' feature.)

Use Load On Demand Feature for faster loading and expanding of Nodes in the Hosts Navigation Tree:

Oves ®No

Load On Demand is used for performance reasons when you have thousands of nodes in the Navigation Tree. When enabled, the following will occur:
1. If limiting the number of nodes, this will be a limit on nodes in the root of Hosts Home only

2. Only the root nodes will be visible, and collapsed, when first navigating to the tree

3. Expanding the nodes will retrieve the nested nodes live from the database

4. searching for Folders/Hosts will behave as per normal.

Browser Based Remote Session Settings
For RDP Sessions, use the following performance settings:
5 items checked -

If you would like to use a different Keyboard layout for RDP sessions, please select it here:

-- Select Keyboard Layout -- i

For SSH Sessions, select the font size you would like to use in the terminal:

13

For SSH Sessions, please select the Background and Font colors that you would like to use:

Background Color Palette Font Color Palette
Apex = Apex =
Background Color: Font Color:

nocolar [/ [ nocolar [/ [

Save | Save & Close

2.4.2.3 Miscellaneous Tab

The Miscellaneous Tab has the following settings you can choose for your account:

Password Visibility on Add/View/Edit When you add a new Password or edit an existing

Pages one, by default the password value is masked i.e.
***%%% |f you choose, you can instead show the
password value instead of the masked one

Auto Generate New Password When When adding a new Password record, you can

Adding a New Record automatically generate a new random password
instead of having to specify one yourself. The
format/complexity of the new random password will
be determined by which Password Generator Policy
is applied to the Password List
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Enable Search Criteria Stickiness Across
Password Screens

Show the 'Actions' toolbar on the
Passwords pages at the

On all Password List screens, sort the grid
by the following column

On the Passwords Home screen, sort the
Search Results and Favorite Passwords
grids by the following column

When creating new Shared Password Lists,
base the settings on the following
Template's settings

When creating new Shared Password Lists,
base the permissions on the following
Template's permissions

Locale (Date Format)

RDP Keyboard Layout

When using the search textbox found at the top of
most Password screens, you can choose to make this
search value you type sticky across different
Password Listsi.e. if you search for 'test'in one
Password List, when you click on another Password
Listin the Navigation Tree, the contents of the
Passwords grid will also be filtered by the term 'test'.
You can also clear the search criteria by clicking on

the Q icon

At the bottom of every Passwords grid there are
certain buttons/controls for adding passwords,
importing them, viewing documents, etc. With this
option, you can choose to display the 'Actions'
toolbar at the bottom of the Passwords grid, at the
top, or both

If you would like all Password grids to be sorted by
default on a selected column, you can choose the
column here. Note: this will override you manually
sorting a column and then selecting the save the Grid
layout

Similar to the option above, but this sort order
applies to the Search Results and Favorite Passwords
grids on the Passwords Home page

When creating new Shared Password Lists, you can
choose to automatically specify all the settings
based on the selected Template

When creating new Shared Password Lists, you can
choose to automatically apply permissions based on
the permissions set on the selected Template

Allows you to specify a date format for any date
fields - you may need different format based on your
region, compared to that of what Passwordstate is
current set to use system wide

When using the Browser Based Remote Session
Launcher, the default keyboard used is United States
(English). This default can be change for all users on
the screen Administration -> Feature Access ->
Remote Sessions tab, orindividual users can change
it here on their Preferences screen
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save’ button,

passwords tab hosts tab miscellaneous color theme authentication options mobile access options browser extension

Please select which of the following miscellaneous options within Passwordstate you would like to enable.

Password Visibility on Add/View/Edit Pages:
Ovisible ® Mask

Auto Generate New Password When Adding a New Record:
Oves ®No

Enable Search Criteria Stickiness Across Password Screens:

®ves ONo

Show the 'Actions’ toolbar on the Passwords pages at the:
@ gottom O Top O Bottom & Top

On all Password List screens, sort the grid by the following column:

Do not sort by default =

On the Passwords Home screen, sort the Search Results and Favorite Passwords grids by the following column:

Do not sort by default v

‘When creating new Shared Password Lists, base the settings on the following Template's settings:

Do not use template -

‘When creating new Shared Password Lists, base the permissions on the following Template's permissions:

Do not use template v

Locale (Date Format):

Use System Wide Locale Setting &

If you would like to use a different Keyboard layout for RDP sessions when using the Browser Based Launcher, please select it here.

-- Select Keyboard Layout -- <

Save Save & Close

2.4.2.4 Color Theme Tab

The Color Theme Tab allows you to customize the colors for Passwordstate.

You can use the default colors as specified by you Passwordstate Security Administrator(s), or you
can pick your own.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here.
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& Preferences

To modify your preferences for Passwordstate, please make changes in the rele

passwords tab hosts tab miscellaneous color theme

Use the System Wide color theme, or choose your own:

@ system wide O Choose My Own

Base Color

Please select the Base Color to use throughout Passwordstate.

Color Palette

Base Color:

no calor | [ Ix

vant tabs below, then click on the 'Save’ button.

authentication options mobile access options browser extension

Save Save & Close

2.4.2.5 Authentication Options Tab

There are a variety of different Authentication Options available when you first browse to the
Passwordstate web site. By default you will use the 'System Wide' authentication option as
specified by your Security Administrators, but you can elect to use a different authentication
option if you like by specifying it as part of your Preferences.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may disable any authentication options you have specified for your Preferences.

Authentication Option

There are multiple authentication options available to you, and they will vary depending on
whether your Passwordstate Administrators have enabled Active Directory Single Sign-On for the

Passwordstate web site.

The following table describes each of the Authentication Options:

Use the System Wide Authentication
Settings

SAML2 Authentication

Manual Login Authentication

Any one of the below authentication options as set by
your Security Administrators

Authenticate against a SAML 2.0 provider. Note: Your
Passwordstate email address must match what's
configured for your account on the SAML2 provider's web
site

This options will present you with a screen where you
can manually specify your domain username and
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Manual Login and Google
Authenticator

Manual Login and RSA SecurlD

Manual Login ScramblePad
Authentication

Manual Login and Email Temporary Pin
Code

Manual Login and Duo Authentication

Manual Login and One-Time Password

Manual Login and RADIUS
Authenication

Manual Login and YubiKey
Authentication

AD Single Sign-On

password. Passwordstate will then validate this against
Active Directory.

In additional to manually specifying your AD username
and Password, you must also specify a valid Google
Verification Code for your Google Authenticator
application - see instructions below for this

In additional to manually specifying your AD username
and Password, you must also specify a valid SecurlD
Passcode. Your Security Administrators must first follow
the provided instructions to prepare Passwordstate for
SecurlD authentication

ScramblePad Authentication requires you to match a pin
number which is assigned to your account, to a randomly
generated string of letters - see below for a screenshot

This authentication option will send you a temporary Pin
Code to any email address you specify - which could also
be an SMS Gateway if required. The temporary Pin Code
expires after a set period, set by the Security
Administrator(s) of Passwordstate, and cannot be reused
after it expires. This authentication option requires you
to validate both your Active Directory account
credentials, plus the temporary Pin Code

In additional to manually specifying your AD username
and Password, you must also specify your Duo
Username, which then allows you to use the various Duo
Authentication options

In additional to manually specifying your AD username
and Password, you can use a software or hardware based
On-Time Password Authentication option, based on
either the TOTP or HOTP algorithms

Authenticate your AD Account, as well as to a RADIUS
server

In additional to manually specifying your AD username
and Password, you can also authentication using YubiKey
Authentication - either Yubico Cloud OTP, or TOTP &
HOTP

If Passwordstate is installed and configured correctly,
you should not be prompted with a browser
authentication window when using this option. The
browser should "passthrough" your domain credentials
to the IIS web site, and the 'Windows Authentication'
within 1IS will validate your credentials against AD. If you
are being prompted to enter your username and
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AD Single Sign-On and Google
Authenticator

AD Single Sign-On and RSA SecurID
Authentication

AD Single Sign-On and ScramblePad
Authentication

AD Single Sign-On and Email
Temporary Pin Code

AD Single Sign-On and Duo
Authentication

AD Single Sign-On and One-Time
Password

AD Single Sign-On and RADIUS
Authentication

AD Single Sign-On and YubiKey
Authentication

password, please ask your Security Administrators to
investigate

Google Authenticator with Passthrough AD
Authentication

RSA SecurlD Authentication with Passthrough AD
Authentication

ScramblePad Authentication with Passthrough AD
Authentication

This authentication option will send you a temporary Pin
Code to any email address you specify - which could also
be an SMS Gateway if required. The temporary Pin Code
expires after a set period, set by the Security
Administrator(s) of Passwordstate, and cannot be reused
after it expires.

You must specify your Duo Username, which then allows
you to use the various Duo Authentication options

You must specify your One-Time Password based on the
use of either a software or hardware token, for either
the TOTP or HOTP algorithms

Authenticate against a RADIUS server

Authentication using YubiKey Authentication - either
Yubico Cloud OTP, or TOTP & HOTP

™ Note: If required, your Security Administrators can reset your Preferences settings, so there is

no chance you can permanently lock yourself out of Passwordstate
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& Preferences

To madify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save® button.

passwords tab hosts tab miscellaneous color theme authentication options mobile access options browser extension api

Please select your preferred Authentication Option for accessing the Passwordstate web site.

Please Mote: You only need to specify the various authentication settings if you have chosen one of them as your preferred Authentication Option, or as a secondary authentication
method for a Password List,

Web Authentication Option

Please specify which Authentication options will apply to you each time you access Passwg

Choose Authentication Option:

Use the System Wide Authentication Settings
Use the System Wide Authentication Settings

Manuzal Login Authentication

Manuzal Login and RSA SecurlD Authentication ase specify a Pin Number to use.
Manuzal Login and ScramblePad Authentication

Manuzal Login and Email Tempaorary Pin Code

Manuzal Login and Duo Authentication

Manuzal Login and One-Time Password

sthod you will use, and various settings as appropriate - these settings are only applicable if
splied to your account.

1oKen inE Time-Based N
Time Step: Generally 30 or 60 seconds
Token Clock Drift: |g How many seconds your token has drifted over time

ScramblePad Pin Number

You must associate a ScramblePad Pin Number with your account if you wish to use ScramblePad
Authentication. When a pin number is set, and the authentication option is selected, your login
screen will look similar to the screenshot below.

You must match your in number digits, to the randomly generated letters. i.e. If your Pin Number
is 1234, you would need to type tyzp to authenticate.
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Passwordstate

ScramblePad Authentication

Login

Enter the corresponding letters for your ScramblePad pin number.

ScramblePad Pin : || Logon

wylu

Google Authenticator

Prior to using Google Authenticator, you must first generate a new secret key for your account. To
do so, you can follow these instructions:

e Firstinstall Google Authenticator on your mobile device —Android, iOS & Windows Phone

e Generate a new barcode/secret key

e Scan the barcode into Google Authenticator on your mobile device, or manually type in the
displayed Secret Key

o Click on the 'Save' button.
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Google Authenticator
In order to use two-factor authentication with Google Authenticator and your mobile/cell device, you will need do:

1. Select the appropriate Google Authenticator option above

2. Generate a new barcode/secret key

3. Scan the barcode into Google Authenticator on your mobile fevice, or manually type in the displayed Secret Key
4. Click on the "Save' button.

Secret Key: |HMITAJHGKYAMA45Z Ne | Clear |

(not case-sensitive)

Once you have successfully enabled Google Authenticator with Passwordstate and on your
mobile/cell device, then you will be presented with the following login screen next time you visit
Passwordstate (this is the screen for 'Manual AD and Google Authenticator').

Passwordstate

Google Authenticator
Login

Please enter your user name, password and Google verification code to
authenticate.

Username halawx, - |

Password | |

Verification Cnde| | Logon

Status: Awaiting Login

You will now have a maximum of 60 seconds to copy the verification code from your mobile/cell
device (image below), into Passwordstate. After 60 seconds, a new verification code will appear
on your device.
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@ Google Authenticator

Enter this verification code if prompted
during account sign-in;

246174

093158

Email Temporary Pin Code

When you select a Temporary Pin Code Authentication option, you must also specify the email
address where you want the Pin Code sent to. This email address could either be your work email
address, a personal one, or the email address of an SMS Gateway so you can receive the Pin Code
via a SMS message.

Once you have configured your account in Passwordstate, you will see the following type of
screen when you first authentication to the Passwordstate web site:

™ Note: The Expiry Time, and length of the Pin Code can be modified by your Passwordstate
Security Administrator(s).
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Passwordstate

Temporary Pin Code Authentication

Login

To authenticate with your Temporary Pin Code, please check your registered
email address and enter the Pin Code below.

Pin Code || Logon

¥You have 3 minutes before the temporary Pin Code expires, at which time you will
be logged out.

YubiKey Authentication

Passwordstate can support the following YubiKey authentication methods:

e Yubico OTP (this queries Yubico's APl on the internet)

e OATH - HOTP (couner-based algorithm which does not require internet connectivity)
e OATH - TOTP (time-based algorithm which does not require internet connectivity)

By default, new YubiKey's are configured for Yubico OTP, but the configuration can be changed
using Yubico tools. Below are instructions for configuring your YubiKey for each of the
authentication options above. The following tools will need to be downloaded and installed on
your desktop:

e To configure for Yubico OTP or HOTP, you need this tool -
https://www.yubico.com/products/services-software/download/yubikey-personalization-
tools/

e To configure and authenticate using TOTP, you need this tool -
https://www.yubico.com/products/services-software/download/yubico-authenticator/

Configure YubiKey for Yubico OTP Support

As mentioned, this step may not be required as your YubiKey should be configured for this option
by default. Follow the instructions below if this is required, and changing the Identities here on
your YubiKey requires you to upload those changes to Yubico's web site.

You also need to select which Slot you want the configuration written to.
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-:.:‘;‘_:F Yubikey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools  Abd
I
g

Program in Yybi TP mode

Quick
Quickly program a Yubikiey for use with Yubico Validation Server

Advanced

Allows you to program one or more YubiKeys with greater control over the configuration values

-:.:‘._-"_:.'- YubiKey Personalization Tool

Yubico OTP OATH-HOTP Stati‘-:):'asswurd Challenge-Response  Settings Tools Ab

Pedgram in Yubico OTP mode - Quick

Configu rktion 5|

Select the figuration slot to be programmed

(® Configuration Slot 1 (") Configuration Slot 2 @
Yubico OTP Parameters (auto generated) /
Public Tdentity (6 bytes Modhex) [wv t It hi by i | - @

Hide values / /

Private Identity (6 bytes Hex) |=/utooooooooo.. / | 3
2~

il

Secret Key (16 bytes Hex) |.o..oo.o-.oo.o-.oo.o-.oo.o:"l’o-.oo.oo.o-.oo.o |

Actions

Press Write Configuration button to program your YubiKey's selected configuration slot

Write Configuration Upload to Yubico Regenerate Back

And then in Passwordstate, on your Preferences screen, you select Yubico OTP, select the Secret
Key field, and then press the button on your YubiKey to populate your secret key - and 'Save' your
Preferences.
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YubiKey Authentication Settings

Select which type of YubiKey authentication method to use, and follow instructions below as appr

1. Yubico OTP - give the Secret Key field focus, and press the button on your Yubikey
2. TOTP - Generate a QR Code and use the Yubico Authenticator App to sc QR Code in
3. HOTP - Using the V%Jbico Personalization tool, copy and paste the Secret Key from the tool into the field below

Authentication Type:  vybico OTP -
Time Step: Generally 30 or 60 seconds

Token Clock Drift:
Counter:

HOTP Digits:

B Howmanyseconds yourto

as drifted over time
er is for your token

digits (for Counter-Based authentication)

Secret Key: [6¢737629¢62C17999076e01298c73 4|

Generate

| Clear |

Configure YubiKey for OATH -

HOTP Support

To configure your YubiKey for HOTP support, you need to click the 'Advanced' button, as per the
screenshot below, as you need to deselect the 'OATH Token Identifier (6 bytes) option. Generate
your Secret Key, and then write the configuration to the required Slot.

i¥7 YubiKey Personalization Tool

Yubico OTP OATH-HOTP

Static Password Challenge-Response  Settings

N

| Quick |
Quickly program a Yubikey in O

| Advanced |

Allows you to program one or more Yubikeys in OATH-HOTP mode with greater control over the configl

Program in OATH-H mode
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Y ¥ubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response A

[

Configuration Slot
Select the configuration slot to be programmmid

() Configuration Slet 1 ® Configuration Slot 2 L]

] Program Multiple Yubi 5 Configuration Protection (6 bytes Hex) 1

Automatically progra ubikKeys when inserted Yubikey(s) unprotected - Keep it that way b

@ Current Access Code
Usze Serial Number
Increment I ities; Randomize Secret Mew Access Code

Usze Serial Number

[ oATH Token Identifier (6 bytes) All numeric v i
OMP (1) + TT (1) + MUI (4] 00 | 00 | 00000000 Generate MUI

HOTP Length ® 6 Digits () 8 Digits

Moving Factor Seed Fixed zero 0

Secret Key (20 bytes i ||:ID fb d6 €0 be Oe 27 44 60 1c 63 98 cd €2 32 92 ba e7 5 Generate

Actions

Press Write Configuration button to program your YubiKey's selected configuration slot

Write Configuration Stop Reset Back
Results
& OATH Token Identifier Status  Timestamp

And then in Passwordstate, on your Preferences screen, you select OATH - HOTP, and copy and
paste the 'Secret Key (20 bytes Hex)' you see in the screenshot above, into the Secret Key field
below - and 'Save' your Preferences.
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YubiKey Authentication Settings

w

de in

m the tool into the field below
Authentication Type: | paTH - HOTP -
Time Step: 30

Token Clock Drift: 0 ; N hae*drifted over time
Counter: 0 a current for your token

HOTP Digits: 6 Generally 6 or § -Based authentication)

Secret Key: |GEBXRK4HPCV367LS3ZFTDSQUYNIAZMWH Generate || Clear |

Configure YubiKey for OATH - TOTP Support
To configure your Yubikey for OTP support, you need to use the Yubico Authenticator application.
Itis also this application which is used to generate your One-Time Passwords for authentication.

In Passwordstate, on your Preferences screen, you need to select 'OATH - TOTP', and click then
Generate button so the QR Code is displayed. Do not save these changes just yet.

Yubikey Authentication Settings

N

SelectWhich type of YubiKey authentication method to use, and follow instructions below as appropriate

Authentication Type:  oaTH - TOTP

Time Step: 30 Generally 30 or 60 seconds

Token Clock Drift: 0 How many seconds your token has drig
Counter: o What the current Counter is for

HOTP Digits: 6

Secret Key: [NLEJ5XWAFQRYBM3IHGU3EPZVDTKTA2SCK | Generate ||

Insert your Yubikey into your workstation, launch the Yubikey Authenticator software and select
Accounts -> Add Account:
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| # Yubico Authenticator

[
o Accounts

Get started with OTP accounts

Add accounts to your YubiKey from any service

G‘I\J provider supporting OATH TOTP/HOTP
.. [ &+ Add account

-

a9

OATH

Make sure the QR code form your Passwordstate preferences screen is visible somewhere on the

screen and click the Scan QR Code button:
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& Preferences

b To modify

passwordstab  hoststab  miscellaneous  colortheme [T Sl mobi

y your preferences for account please make changes in the relevant tabs below, then click on the ‘Save’ button

access options  browser extension  api

' Please select your preferred Authentication Option for accessing the Passwordstate web site.
1t Password Lists

Please Note: You only need to specify the various authentication settings if you have chosen one of them as your preferred Authentication Optien, or 25 a secondary authentication

tse ) Yubico Authenticator

Add account

To scan a QR code, make sure the full code is visible on screen and press the button
below. You can also drag a saved image from a folder onto this dialog. If you have the
account credential details in writing, use the manual entry instead.

[:EE: Scan QR code J[ / Add manually J

Close

T vounner 0 'What the current Counter is for your token

HOTP Digits: 6 Generally 6 or 8 digits (for Counter-Based authentication)

Secret Key: | CRHWFATJ2U35B64QPXDKZGNLV7MY3SE3 |_Generate || Clear |

RADIUS Username

Click Save
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#! Yubico Au&genticalor - a X

Add account

B Issuer (optional)

0/29

— Account name

& Passwordstate-ClickStudios-JBloggs

34/64
— Secret key

Require touch

Cancel Save

Back in Passwordstate, click save on your Preferences screen to save that Secret key/QR code that
you generated in the step above.

Next, change the authentication option in Passwordstate to use Yubikey Authentication. You can
set thisin a few different areas which depends on which Passwordstate users you want to force
Yubikey authentication for. This blog post explains where you can make this change according to
your requirements: https://blog.clickstudios.com.au/specifying-authentication-options/. When
you next try to log into Passwordstate, you will be required to copy the One Time Code from the
YubiKey App and paste it into your Passwordstate login screen to gain access to the system.

If you do not configure your personal preferences in Passwordstate as outlined above before
enabling Yubikey Authentication, you will be presented with the equivalent information on your
Passwordstate login screen. Use the Yubikey Authenticator App to scan the QR code as a once off
process, and then you can use the One Time Codes from the Yubikey App to authenticate.
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Passwordstate Support Environment

Passwordstate
YubiKey Authentication

#) Yubico Authenticator

Codein, then enter your

Add account
Authentication Type: | OATH - TOT?
Time Step: o ] To scan a QR code, make sure the full code is visible on screen and press the button
Token Clock Drift ol drifted over below. You can also drag a saved image from a folder onto this dialog. If you have the

Counter: account credential details in writing, use the manual entry instead.
HOTP Digits: 6

Secret Key:

[:EE: Scan QR code ](/ Add manually J

YubiKey Password:

Status: Awaiting Login

Passwordstate Support Environment

9 Yubico Authenticator
Passwordstate
YubiKey Authentication

o Accounts

Q Sefch accounts

Authentication Type: | OaTH - TOTP

Time Step: 30 Gene : e Passwordstate-ClickStudios-JBloggs @ 604784

Token Clock Drift:
Counter:

HOTP Digits: Generally 6 or 8

Secret Key: DF3R35212XETLNAGACVWUKBMQHSPYTEC Generste |

YubiKey Password:

SecurlD Authentication

You must specify your SecurlD User ID on this Preferences screen, and then you can begin to use
this two-factor authentication method. You Passcode is a combination of your Pin, plus the
Tokencode.
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Passwordstate

SecurlD Authentication

Login

Please enter your SecurlD Passcode to authenticate,

Logon

Passcode !

Status: Awaiting Login

Duo Authentication

You must specify your Duo Username, and then you can use one of the multiple Duo
Authentication options. If you have more than one device assigned to your Duo account, then you

will be presented with a list of devices to use.

I
Passwordstate

Duo Authentication

Login
Please specify your Duo Account details below, and click on the appropriate authentication
button.
Dug Username |images. |
Passcode | |

Passcode Login Send Push Send SMS Call Phone

Status: Awaiting Login
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One-Time Password

One-Time Password authentication supports the TOTP and HOTP algorithms - TOTP being time-
based, and HOTP being counter-based. Both hardware and software tokens can be used for this
authentication method

In order to use this authentication option, you must select the Password Type, and then select
various settings for your token.

The Secret Key needs to be specified in Base32 format, which is a string of 32 characters in length.
If you are using a software token, then you can generate a random Secret Key in Passwordstate,
and then specify this key in your software token software. If you are using hardware tokens, you
should be been provided with the Base32 Secret Key when you were provided your token.

™ Note: If someone enables this authentication method for you, but you have not configured the
settings below, you will be prompted to configure them when you first try and authenticate to the
Passwordstate web site.

One-Time Password Settings

ne-Time Password authentication ious settings as appropriate - these settings are only applicable if

Select which typ

the One-Time vord Authentication option has bee
Token Type: Time-Basad ~
Time Step: 30

Token Clock Drift: | How
Counter: 5

HOTP Digits: 6
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I
Passwordstate
One-Time Password

Login

Please enter your Cne-Time Password to authenticate.

One-Time Password | | Logon

Status: Awaiting Login

RADIUS Authentication

RADIUS Authentication allows you to authenticate against a RADIUS server, where the RADIUS
server can be configured for different types of authentication per user - even various two-factor
methods.

Passwordstate
RADIUS Authentication

Login

Please enter your RADIUS Username and Password to authenticate.

RADIUS Username | awils

RADIUS Password Logon

Status: Awaiting Login
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2.4.2.6 Mobile Access Options Tab

The Mobile Access Options tab allows you to specify various settings for the Passwordstate native
iOS and Android Apps, and to scan the Mobile App QR code so you can being using the App.

™ Note: Please ensure you use a strong Master password for the Mobile App authentication.

Full instructions for the Mobile App can be found under the Help Menu in Passwordstate - the
menu is called Mobile App Manual.

& Preferences

e relevant tabs below, then click on the 'Save’ button,

Te modify your preferences for Passwordstate

passwords tab hosts tab miscellaneous color theme authentication options nobile access options browser extension api
Please select select appropriate options below for accessing Passwordstate via a mobile device,
Mabile App Settings
Please specify your Master Password for using the Mobile App, and scan the QR Code below into the Passwordstate Mobile App on you phone.

Mobile App Server QR Code Mobile App Username:

Mobile App Master Password:

Save Save & Close

2.4.2.7 Browser Extension

The Browser Extension tab allows you to specify various settings for the Chrome Browser
Extension, which is used to automatically form-fill web site logins.

In particular you can:

e Specify your Master Password to be used with the browser extensions

o Specify which URLS will be ignored by the Browser Extension, so that it doesn't prompt you to
save login credentials, form-fill the sites, or show the icon overlay

e The browser extension can also be used to automatically clear any contents in your clipboard at
asetinterval.

Please refer to the Browser Extension Manual for further instructions.
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& Preferences

To modify your preferences for account clicksec\msand, please make changes in the nt tabs below, then click on the 'Save’ button,

passwords tab hosts tab miscellaneous color theme authentication options mobile access options browser extension

settings as appropriate below for the Passwordstate Browser extensions. Once your extension is installed, all you need to do is login to Passwordstate, and the extension
re itself.

Browser Extension Master Password

Please spe rour Master Password for using the Browser Extensions feature. The password must be used to authenticate your extension, before it can be used,

Browser Extension Master Password;
Master Pa aved to d ase | Clear

Clear Clipboard Settings
Please specify settings below for automatically clearing the clipboard via the Browser Extensions.
When triggering a 'Copy to Clipboard’ event in Passwordstate or the Browser Extension, allow the Browser Extension to automatically clear the clipboard after (x)

seconds after the event: (You must have one of the Passwordstate browser extensions installed for this functionality)
[10

(Setting to 0 disables this feature)

Ignored URLs
with Ignored URLs, this will prevent prompting to save login credentials for a web site, automati

form-filling the sit

and displaying the icon overlay on fields on the site.

Y

\ Acd
Enter the base URL here e.g. mypa ate.domain.com

Actions  URL

[~] stresstest.clicksec.net

Clear All Ignered URLs

Save Save & Close

24.2.8 API

Your Security Administrator's of Passwordstate can require Two-Factor Authentication when
making calls to the Windows Integrated API.

If so, on the API tab on your Preferences screen, you can create the required 2FA Secre and scan
the QR Code into your mobile device, or any other compatible app.
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& Preferences

To modify your preferences for Passwordstate, please make changes in the relevant tabs below, then click on the 'Save’ button.

passwords tab hosts tab miscellaneous «color theme authentication options mobile access options browser extension

Windows Integrated APl One-Time Password
In order to use One-Time Password Two-Factor authentication with the Windows Integrated AP, you will need do:
1. Generate a new barcode/secret key

2. Scan the barcode into your 2FA App on your mobile device, or manually type in the displayed Secret Key
3. Click on the "save’ button,

Secret Key: | New || Clea

(not case-sensitive)

Save Save & Close

2.4.3 Email Notifications

The Email Notifications screen allows you to enabled/disabled one or more of the many different
email notifications Passwordstate can send you.

™ Note 1: There is a feature called 'Email Notification Groups' which your Security Administrators
of Passwordstate can use, and using this feature for your account will cause the 'Choose Email
Notifications' button below to be disabled

™ Note 2: Security Administrators can also disable one or more Email Notifications system wide,
so if you are not receiving emails you are expected to, please speak with one of your Security
Administrators

Choose Email Notifications

By Clicking on the 'Choose Email Notifications' button, you will be presented with a list of email
categories, which can either be enabled or disabled. There is also an option to enable or disable
all email notifications with the buttons at the bottom of the grid.

M Email Notifications
Please select which Email Notifications you would like to receive either by disabling or enabling Categories below as appropriate.
Actions Description Enabled
o Acces Notifies Password List Administrators that a user has requested access to a Password List or individual password o
Q fCcess Request Denied f your request to a Password or Password List has been denied s
[.] Access to Password Changed Notifies ess level to an individual Password record has changed 4
& Toggle status - Enabled or Disabled Notifies s to an individual Password record 4
[~] Access to Password List Changed Notifies y yoi ess level o a Pa d List has changed «*
[~] Access to Pa Notifies y 4
Q Access t s
(-] Access o Pa d List Template has changed 4
[~] Access to Pa Notifies you of new access being granted to a Password List Template «*
Q Access to Pa Notifies you of your access being removed from a Password List Template s
0[] g5 page: 1 of5 Page size: | 10 item 1 to 10 of 42
Enable All Notifications | Disable All Notifications Grid Layout Actions..
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3.1

Hosts

Within the Hosts tab, there are two primary functions which can be used:

e Adding Hosts records into the system so that accounts on them can be managed (account
discoveries, password resets and account heartbeats)

e Use the Remote Session Launcher utility. With the Remote Session Launcher utility, there are
two different types available:

Browser Based

e Runs from within your Browser - can be used on all Operating Systems
e RDP & SSH Sessions

e All sessions are initiated (proxied) from the Passwordstate web server
e Session Recording and Playback

Client Based

e Requires Client Install - Windows Operating Systems only
RDP, SSH, Telnet, VNC, SQL and Teamviewer Sessions

All sessions are initiated from the user's PC

No Session Recording

™ Note 1: By default, all users have access to all features under this Hosts tab. It is recommended
a Security Administrator of Passwordstate visit the page Administration -> Passwordstate
Administration -> Feature Access -> Hosts tab and Remote Sessions tab, and review each of the
varying levels of access, and modify permissions as appropriate.

= Note 2: Microsoft have removed the ability to pass a SQL Server account password value to SQL
Server Management Studio via the command line, in Management Studio 2018. Authenticating
with Active Directory accounts works with Management Studio 2018, but if you wish to use SQL
Accounts you will instead need to use Management Studio 2017.

Hosts Home Screen

When you click on the Hosts Home icon, you will be presented with a screen were you can see
some statistics regarding the number of Host records which have been added to Passwordstate, as
well as any Remote Session Credentials your account has access to.

From this screen you can:

e Click on View All Host Records to see all Host records, and manage them

e Click on View Host Discovery Jobs to manage Discovery Jobs for querying Active Directory for
Host records - and import them into Passwordstate

e And manage Remote Session Credentials which can be used with the Remote Session Launcher
Utility.
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3.1.1 View All Host Records

On the View All Host Records screen, you can Add/Import/Edit hosts into Passwordstate, so they
can be used to perform Password Resets for accounts on the Hosts, or so they can be used for the
Remote Session Launcher feature.

On this screen there are various features available to you, in particular:

e Adding Hosts manually

e Importing Hosts via a CSV file

Exporting Hosts to a CSV file

Setting a Host to 'Unmanaged’ status - setting an Host to unmanaged means no Password Resets
account occur for accounts on the Host

Send a Heartbeat request to the Host to see if it is available on the network (You can also set the
time frame in which regular scheduled Heartbeats occur for different operating systems, on the
screen Administration -> Host Types & Operating Systems

e And deleting a Host

= Note: It is also possible to import Hosts via the Passwordstate API, or use a Discovery Job to
import them from Active Directory

Hosts Home

zzzzzzzzzzzz

Search

‘‘‘‘‘‘‘‘‘

0000000000

Adding New Hosts Manually

When adding new Hosts, there are a few things to consider:
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e Specifying the FQDN for the host name results in improved performance when resetting
passwords, and launching Remote Sessions. It also offers greater flexibility for non-trusted
Active Directory Domains, as you can apply Password Reset Scripts, Password Validation Scripts,
or Remote Session Credentials, based on the domain name the host is joined to

e The Tag field can be any value you like, and is included in the search results when searching for
the 'Host Name'. If using a Discovery Job for searching for Hosts in Active Directory, there's an
option to include the Host's OU in the Tag field

o If the Host is a MS SQL, MySQL Server or Oracle Server, you can specify Instance details and port
numbers if needed, so Passwordstate can connect to it to execute Password Reset Scripts

o |f using the Remote Session Launcher utility, you can specify various properties for launching
remote sessions i.e. Connection Type, Port Number, and possibly any other Remote Session
Parameters needed for the Remote Session client program you're using

™ Note: As Telnet trafficis unencrypted, itis recommended you avoid using Telnet for
connectivity if possible.
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I8 Add New Host

To add a new Host, please fill in the details below.

host details notes

Please specify details for the Host as appropriate.

General Host Properties

Host Mame: * || |

Fully Qualified Domain Name (FQDN) provides greater flexibility and performance, or NetBIOS
name can be used if needed.

Title: | |
If the Title field has a value, this will be displayed in the Hests Navigation Tree instead.

Tag: | |
Can be any descriptive Tag you want, which is also included in Host search results.

Site Location Internal 7

Host Type: * Windows 7

Operating System: * Windows 10 &7

Internal IP: | |

External IP: | |

MAC Address: | |

Session Recording: * ®ves O No (record all remote sessions for this Host)

Virtual Machine: * O ves ® o

Virtual Machine Type: © amazon O Azure © Hyperv O virtualBox ® vMware © Xen

Database Server Type: -- Select Database Server Type -- 7

Database Instance: | |

This is for an SQL Server Instance, or Oracle Service Name if required.
Database Port Number: | |

If using default ports, blank values will generally work here.

Host Heartbeat: 10 ~ Hour g1 ~ Minute (time each day a Heartbeat is executed)

Remote Connection Properties

By specifying appropiate settings below, this will allow a remote connection to the host directly from within Passwordstate.

Connection Type * ®rpp OssH O Teamviewer O Telnet O vNC

Port Number * 3389 |

Additional Parameters

The parameters below will be passed to the Passwordstate Remote Session Launcher, in an encrypted format. If the client
you're using for Remote Sessions requires additional command line parameters to function, you can specify them above,

Parameters Passed : Host Name, Port Number, UserMame and Password

Save Save & Add Another Cancel
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3.1.2 View Host Discovery Jobs

Discovering Windows & Linux Hosts on your network is simply a query of your Active Directory
domain - Passwordstate does not "go out" into your network discovering host using things like
route tables at all. Because of this, no specify system requirements are necessary, except for a
domain account with privileges to query Active Directory.

When discovering new Windows & Linux Hosts, you have the following options available to you:

Which Active Directory domain to query

To query specific AD OUs, you can click on the 'Active Directory OUs' tab and specify them here

Which type of Hosts you want to discover, based on the Operating System Level

Only discover Hosts which have been logged into based on a set date i.e. only machines logged

into since July 2014

e You can also set the Tag field for a Host to be the value of the Active Directory OU it belongs to

e As users in Passwordstate need to be given permissions to Hosts in order to use them for
various features, you can set permissions on the 'Permissions' tab

e You also need to specify the 'Privileged Account' identity which will be used to query your
Active Directory Domain. These Privileged Account Credentials can be added/editing/updated
on the screen Administration -> Privileged Account Credentials

e And finally the schedule for how often you want the Discovery Job to be executed

e When applying permissions to the Job after it is created, whoever is given access can then

administer the job, as well receive an emails with the results of the job execution

™ Note: When guery Active Directory for Hosts, it is the value of the OperatingSystem AD
Attribute which is queried. If you go to the screen Administration -> Passwordstate
Administration -> Host Types & Operating Systems, you can see what attribute is currently set for
each different operating system.
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|2 Edit Hosts Discovery Job

To edit settings for the Discovery job below, please make changes as appropriate and then click on the 'Save’ button.

I discovery job settings active directory ous schedule

Discovery Job Name * : |Imp0rt Server Hosts |
Description * : |Imp0r‘t Server Hosts |
Site Location * : Internal -

-

Active Directory Domain *
Active Directory OUs 1 Please specify at least one OU on the 'Active Directary OUs" tab.

Simulation Mode ;[ simulation Mode will email you the results without adding/updating any data in the database
Discovery Search Criteria
Please select which search options you would like to define for the Discovery Job.
Discover hosts with the following Operating Systems: | Windows Server 2019 -

Only discover Hosts where the Last Logged on date is greater than or equal to :

Discovery Actions

Populate the Host's Tag field with the Organizational Unit (OU) it belongs to:
®ves Ono

When a new Host is found, set its Remote Connection Properties to :
®@rpp OssH OTelnet OVNC  Port Number: | 3389

If an existing Host in Passwordstate is no longer found in any of the OUs specified, perform the following action for the Host record in Passwordstate:

® Do Mothing O set it to Unmanaged O Delete it, but only when there are no associated password records O Delete it and all associated password records

Privileged Account Credentials
Please select which Privileged Account Credential will be used to execute this Discovery Jab

Update Active Directory Account Passwords -

Save Cancel

Discovery Job History

In addition to the emails you will received for results of Discovery Jobs, a History of all changes to
the database are also recorded and can be viewed anytime - as per the screenshot below.

If your Discovery Job does not actually find any Hosts though, then it will not record any dataii.e.
You may have a Host filter set on the Discovery Job that does not find any Host records in Active
Directory, or possibly you have specified an OU to query which does not have any computer
objectsin it.
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3.2

f Host Discovery Jobs

Below are all the Host Discovery jobs added to Passwordstate, for querying Active Directory for host records
Actions  Job Mame Description
T T
mport Server Hosts

[ ] mport Server Hosts

Delete

=

=

o ) 5nd Layout Actions.. ™
@ Run Discovery Job Now
s

Toggle Status - Enabled or Disabl
@ view Discovery Job History

8 yicw Parmissions

Remote Session Management

For full instructions of how to install/configure and use either of the two Remote Session
Launchers available in Passwordstate, please refer to the 'Remote Session Management' menu
under the Help Menu in Passwordstate, or download the document
Passwordstate_Remote_Session_Management_Manual.pdf

Administration

In order to see the Administration Tab you must be granted one or more of the different types of
Security Administrators roles.

If you are a Security Administrator of Passwordstate, please reference the 'Security
Administrators Manual', available from the Help menu.

Help Menu

The Help Menu provides various forms of Help to general users of Passwordstate, or Security
Administrators. The Help available is:

1. Browser Extension Manual - for form-filling web site logins

2. Guided Tour of Passwordstate - this will show a popup window guiding you through some of

the basic functions

Mobile App Manual - for using the Passwordstate native iOS and Android apps

Online Help - this links back to the Support page at Click Studio's web site

5. Password Reset Portal User Manual - shows a User based guide for the Self Service Password
Reset Portal

6. Privileged Account Management - information about Account Discoveries, Password Resets
and Password Validations

7. Remote Session Management - information for both the Client Based, or Browser Based,
remote session management features

Hw
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8. Remote Site Agent Manual - Showing instructions for how to deploy and use Agents for the
Remote Site Location module

9. Security Administrators Manual

10. User Manual (this help file you are referencing now)
11. Web APl Documentation

12. What's New - this shows the change-log for Passwordstate

™ Note: Some or all of these menus may be disabled or hidden from you, depending on options
configured by your Passwordstate Security Administrator(s)
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