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1 Security Administrators Manual

Welcome to the Passwordstate Security Administrators Manual.

This manual is organized into three key areas, relating to the back-end administration of

Passwordstate:

e Passwordstate Administration - Administration of the core of the product, relating to Privileged
Account Management (PAM)

e Remote Site Administration - Creating and monitoring the status of any Remote Site Agent
deployments

e Password Reset Portal Administration - Administration for the Password Reset Portal, for users
to reset or unlock their own Active Directory accounts (A Self Service Password Reset Portal)

e KB Articles - Various article for system administration of Passwordstate

2 Passwordstate Administration

The Passwordstate Administration area is where you configure user accounts, system wide
settings, and various other features for the core functionality of the software.

The following table describes each of the different sections available within the Passwordstate
Administration area.

Active Directory Domains Specify which Active Directory Domains can be queried from
within Passwordstate, either for User Accounts or Security
Groups

Auditing Provides the ability to query all auditing data within the system,

with multiple filtering options, and the ability to export data as
well if required

Auditing Graphs Simply a graphical representation of all the auditing data, with
similar filtering features
Authorized Web Servers Authorized Web Servers is used to specify which web server host

names are authorized to run the Passwordstate web site - used
as a mechanism to prevent theft of the database an hostingin a
different environment

Backups Allows you to specify settings and a schedule for perform
backups of all web files and the database.
Bad Passwords A list of password values which are deemed to be 'bad' and can

educate your users not to use these values
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Browser Extension Settings

Brute Force Blocked IPs

Email Notification Groups

Email Templates

Emergency Access

Encryption Keys

Error Console

Export All Passwords

Feature Access

Allows you to specify various settings for how the Browser
Extension feature is used

A list of IP Addresses which have been blocked due to brute
force login detection

Can be used to manage email notification settings for a group of
individual users accounts, or members of security groups
Allows you to customize the emails sent from Passwordstate, or
to enable/disable notifications

A separate 'Security Administrator' role login which can be used
in the event other accounts are locked out, orinaccessible for
any reason

This menu allows you to export your encryption keys to a
password protected zip file, and also to perform key rotation of
your encryption keys

Any errors experienced within Passwordstate will be logged on
this screen, which can be reported to Click Studios for
troubleshooting purposes

Allows you to export all Password records from the system to a
CSV file

Feature Access allows you to grant or deny access to various
Features and Menus, for either User's Accounts or Security
Groups.

Host Types & Operating Systems Allows you to add additional Host Type and Operating System

Images and Account Types

License Information

Password Folders

Password Generator Policies

Password Lists

Password List Templates

Password Strength Policies

Privileged Account Credentials

records which can be associated with Host records in
Passwordstate

Custom Images are used in two locations in Passwordstate -
icons for the Password List themselves, and also for the 'Account
Type' field for Password records

Allows you to enter your license keys for Passwordstate - either
Client Access Licenses, Annual Support or High Availability
Shows all Password Folders created in Passwordstate

Create, edit or delete Password Generator Policies. Policies can
be associated with one or more Password Lists, and are used as a
basis for generating random passwords - of varying complexity
Shows all the Shared Password Lists in Passwordstate, and
provides various features for administering permissions, moving
passwords around, or importing passwords in bulk

Shows all the Password List Templates stored in Passwordstate,
which can be used to apply a common set of settings to one or
more Password Lists

Password Strength Policies are used as a set of rules for
determining the strength of a Password. Once a policy is created,
it can be applied to one or more Password Lists

Various features in Passwordstate require Active Directory
Accounts to perform certain tasks i.e. Resetting Passwords,
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PowerShell Scripts

Remote Session Management

Reporting
Security Administrators

Security Groups

System Settings

User Accounts

User Account Policies

guerying active directory, etc. This screen allows you to add
those accounts to be used

Each of the various default PowerShell scripts for Account
Discovery, Password Resets and Account Heartbeat are available
on this screen.

Manage permissions and settings for Remote Session
Credentials, play back recorded remote sessions, and make
changes to the Gateway for the browser based version of the
Remote Session Launcher

Various reports which can be exported to CSV files

Allows you to specify which users are 'Security Administrators'
within Passwordstate, and select which roles they can have.
Allows you to manage either local security groups created within
Passwordstate, or Active Directory security groups. These groups
can then be used for applying permissions to Password Lists, or
to give/deny access to various features

System Settings is used to manage the majority of system wide
settings for Passwordstate

Allows you to specify the user accounts which are able to access
the Passwordstate web site

User Account Policies are used to apply a specify set of settings,
to any number of user accounts or security group members

21 Account and Host Discovery

The Account and Host Discovery screen allows Security Administrators to access all Account and
Host Discovery Jobs added to Passwordstate. This may be required if permissions are accidentally

removed from a Discovery Job.

From this screen you can:

Delete jobs
Run the Discovery Job now

R Account and Host Discovery

Q
it0O 000000

Edit details for any Discovery Job

Enable or disable a Discovery Job
And manage permissions for jobs

© 2025 Click Studios (SA) Pty Ltd
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2.2

Active Directory Domains

The Active Directory Domains screen is used primarily for two purposes:
e Adding domains which will be used to authenticate to access the Passwordstate web site
e Adding domains which will be used to perform password resets for accounts on those domains

A few things to note about Active Directory Domains:

e If you are wanting to authenticate where non-trusted domains are being used, then you need to
ensure Anonymous Authentication for the site in enabled in Internet Information Services (IIS)

e You must specify a domain account which has Read access to the domain, and this account can
be setup on the Privileged Account Credentials screen. By default it is recommended this
account is a member of the 'Account Operators' security group, but higher privileges may also
be required if your System Administrators have applied permission restrictions to accounts or
OUs.

e The 'Used for Authentication' option is for Authentication screens in Passwordstate, as you see
from the second screenshot below. if you do not want a domain to show in this dropdown list
for authentication, the deselect this option

e You can also use LDAPS (LDAP over SSL) for connectivity as well if required. When using LDAPS,
if you are wanting to communicate to non-trusted domains, please see the section below title
'LDAPS and Non-Trusted Domains'. Please note that LDAP communicates over Port 389 (UDP),
and LDAPS over 636 (TCP) - these ports must be open to your domain controllers.

¢ You can also choose to use Kerberos when authenticating to Active Directory, which requires
ports 88 and 464 UDP/TCP to be open to your domain controllers

e Please note all authentication options require UDP Port 389 to be open, in order to find the
nearest domain controller

™ Note: If you are unsure of what NetBIOS Name and LDAP Query String settings to specify,

please speak with your Active Directory Administrators for assistance.

i Active Directory Domains

need to specify one er more Active Directory Domains,

ctory settings should be, please use the following as a guide:

et userdom:;
d match

n set userdnsdomain
t of set userdomain

tings should match the result of set userdnsdomain. e.g. de=clickstudios,dc=com,dc=au for the domain clickstudios.com.au

Actions  NetBIOS Name %FQD\I LDAP Query String Site Location Privileged Account - Read Used For Authentication Default Domain
T T T T T T T
[-] nterna
(+] sanddomain sanddomain.com dc=sanddomain,dc=com SandDomain sanddomainysvc_passwordstate ®

Add Grid Layout Actions.. ™
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Passwordstate

Active Directory Authentication

Login

Flease enter your user name and Password to authenticat

Username

Password | Logon

sanddomain',

Local Login Accounty, ing Login

LDAPS and Non-Trusted Domains

If you also want Passwordstate to communicate to non-trusted domains with LDAPS, i.e. other
domains your web server is not a member of, then you will need to export the CA certificate from
these domains, and import them onto your Passwordstate web server. If you have Passwordstate
installed on a serverin a Workgroup environment, then this is also needed for all domains you
wish to communicate with. Below are some instructions for how this can be done:

Export the Domain CA Certificate

e Onyour server that has the CA installed, Click Start > Control Panel ->System and Security ->
Administrative Tools > Certificate Authority to open the CA Microsoft Management Console
(MMC) GUI

e Right-click the CA server and select Properties

© 2025 Click Studios (SA) Pty Ltd
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iﬁ certsrv - [Certification Authority (Local)]
File Action View Help

=2 H > w

3l Certification Authority (Local) H Name Description
gL — , KIGAD-CA  Certification Authority
Refresh
\ Properties
Help

Opens the properties dialog box for the current selection,

e From the General Menu, click View Certificate
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Fabrikam-WINZK16AD-CA Properties ? *
Extensions Storage Cerfficate Managers
Enrollment Agents Auditing Recovenr Agents Security
General Policy Maodule Exit Module
Certffication authority (CA)
MName: Fabrikam-WINZK1eAD-CA
CA cerfficates:
Cerdificate #0

View Certificate

Cryptographic settings
Provider: Microsoft Software Key Storage Provider

Hash algorithm: SHAZRE

ox o [ bor

e On the Details tab, click Copy to File

© 2025 Click Studios (SA) Pty Ltd
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n  Certificate

General Details  Certification Path

Show: | <all= w
Field Value
D'u'ersiun V3
= |serial number 7268 Be 97 a6 f1245b 440 ...
DSignamre algorithm sha25eR.54
DSignamre hash algorithm sha256
= 1ssuer Fabrikam-WINZK 16AD-CA, Fa...
B'u'alid from Friday, 14 July 2017 2:00:2% PM
D'u'alid to Thursday, 14 July 2022 2:10:...
I-_']'::I ihiart Fahrikam AWTR M ARAN-TA Fa

e Click Next

Edit Properties. .. Copy to File...
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& Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext,

Cancel

e Choose Base-64 encoded X.509(.CER) and click Next

13
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& ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥, 509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (LPFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

\I et | | Cancel

e Save the certificate to your desktop, or somewhere local and click Next
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& ¢ Certificate Export Wizard

File to Export
Spedfy the name of the file vou want to expaort

File name:

C:Wsers\sand\Desktop\DomainCertificate. cer

|E Browse... ;

e Click Finish

15
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& ¢ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have spedfied the following settings:

- - = s
File Mame C:\UsersYsand\Desktop\DomainCer tifig

Export Keys Mo

Indude all certificates in the certification path Mo

File Format Basef4 Encoded ¥. 505 (*.cer)
£

Firish Cancel

e Copy the certificate to your Passwordstate web server and close all windows.

Im

porting the Certificate into your Passwordstate web server

e Onyour Passwordstate web server, open Certificate Manager for Local computer by typing
certlm.mscinto your Run command bar

e Expand Trusted Root Certificate Authorities -> Certificates
e Right Click Certificates and select All Tasks ->Import
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File Action View Help

17

N E EIEEE =

Iﬁl Certificates - Local Computer

i [ Personal
4 || Trusted Root Certification Ay

e
Issued To

5l AddTrust External CA Root

Ealien

—lm

Ij (Certifiratec

b 7 Ent| Al Tasks

Import...

B Int
B Tro
B[ Un
B 5] Th
B Tro
B Cli

View
Refresh
Export List...

Help

ol DigiCert Assured |D Root CA
& DigiCert Global Root CA

]DST Root CA X3

b || Remote Desktop

b || Certificate Enrollment Reque:
B ] Smart Card Trusted Roots

B ] Trusted Devices

b | Web Hosting

< mn | b

“o Entrust Reoot Certification Auth...
S Equifax Secure Certificate Auth..,

5 GeoTrust Global CA

S GeaTrust Prirary Certification ...

Sl GlobalSign
[ZlGlobalSign Root CA

Certificat...
ol Copyright (c) 1997 Microsoft C...

 DigiCert High Assurance EV Ro...

Issued By
AddTru

n
Baltimore CyberTrust Root
Class 3 Public Primary Certificatio...
Copyright () 1997 Microsoft Corp.
DigiCert Assured 1D Root CA
DigiCert Global Root CA
DigiCert High Assurance EV Root ...
DST Root CA X3
Entrust Root Certification Authority
Equifax Secure Certificate Authority
GeoTrust Global CA
GeoTrust Primary Certification Au...
GlobalSign

GlobalSign Root CA

fan Naddw Claze 2 Certificatinn 80
>

ernal CA Root

Contains actions that can be performed on the item.

e Click Next
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

() Current User

(®) Local Machine

To continue, dick Next.

e Browse to the certificate and click Next
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File to Import
Spedfy the file you want to impaort.

File name: /

C:\WsersYsand\Desktop\DomainCertificate. cer | | Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates P7E)
Microsoft Seriglized Certificate Store {(55T)

e Click Next

19
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& ¢ Certificate lmport Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

i) automatically zelect the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Autharities Browse. ..

Cancel

e Click Finish and then OK
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.,

You have spedified the following settings:

0] 1 (o= =g = = mi=s s = Trusted Root Certification Authorities
Content Certificate

File Mame C:\UsersYsand\Desktop\DomainCertificate. cer

e This ends the import process, and your domains should now be able to securely communicate
using LDAP over SSL

2.3 Auditing

The Auditing screen allows you do report/filter on all auditing data within Passwordstate.
Filtering can be done by:

e Platform - events generated through the web site, the Mobile App, the API, Windows Service or
Browser Extension

e Password List - filter on events specific to a selected Password List

© 2025 Click Studios (SA) Pty Ltd
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24

e Activity Type - not all audit events relate to passwords i.e. there's audit events for sending
emails, failed authentication attempts, etc. To see a complete list of 'Activity Types' ensure the
'Password List' drop-down list has 'All Password Lists' selected

e Beginning and end date - by default, date filtering is not enabled

e There are also some rules which can be configured for moving Auditing data to the Auditing
Archive table, and the purpose of this is to help with performance of the Ul. This setting can be
found on the screen Auditing Data

In addition to reporting on auditing data on the screen, you can export the data for further
analysis to a CSV file if required.

™ Note: The Telerik Grid and Filter controls here prevent filtering while using special characters -
for security reasons. If you're wanting to filter using a backslash (\) here, simply type the
backslash twice i.e. domain\\userid

4 Auditing
To search for relevant audit records, please use the options below.
Auditing Filters
Platform: @ A Web O Mobile O APl © Windows Service © Browser Extension Instance: ® Both © Primary HA (Passive Node Archived Data: ® No Ves
Max Records Password List Activity Type Site Location Activity Begin Date End Date
5000 @ Al Password Lists ~ | All Activities 2 -- All Site Locations - ™ 24/08/2018 Search
Date Platform UserlD First Name Sumame IP Address HAlnstance  Activity Tree Path Des
T T T T T T T T
8/201 13 AM o rvi 1dov e o Vi Account  10.0.09 nt An

Auditing Graphs

The Auditing Graphs screen is simply a graphical representation of the auditing data, with similar
filtering options. Instead of filtering between dates, you just select a specified periodi.e. 1year, 2
years, etc.

© 2025 Click Studios (SA) Pty Ltd
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I Auditing Graphs
Please select the appropriate filters below, and then click on the 'Refresh’ button
Graph Filters
Platform: ® all Oweb O Mobile O aprl O Windows Service O Browser Extension Archived Data: ® o O ves
Audit Activity: Site Location Activity: Duration:
All Activities v -- All Site Locations - 7 1 vear - Refresh
3000
G000
4000
2000
Jan 2020 Feh 2020 Mar 2020 Apr 2020 May 2020

2.5 Authorized Web Servers

The Authorized Web Servers screen is where you can specify the host names of the web servers
which are authorized to host the Passwordstate web site, or Passwordstate App Server.

The intention of this feature is to prevent the theft of a copy of the database, and hosting it and
the web site in an untrusted environment.

™ Note 1: If you plan on moving your Passwordstate web installation to a new web server, you
must first register the host name of the new web server on this screen

™ Note 2: If you also purchased the High Availability module, you must register the host name of
your High Availability instance web server, and select the appropriate role for the HA serveri.e.
either Passive or Active

= Note 3: The host names are not case sensitive

Functional Roles

In addition to specifying the server role, you can also specify what "functional roles" are allowed
to be used.

© 2025 Click Studios (SA) Pty Ltd
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2.6

# Add New Authorized Web Server

To add a new Authorized Web Server, please fill in the details below and click Save.

Web Server Host Name: *

Server Role: ™ Primary Server v
HC_]I" A-.allablll_' Wode: * Active {Read Write to Database
Functional Roles: M stzndard AP

Windows Integrated AP

Mobile App

Browser Extensions

Remote Site Locations Agent

Password Reset Portal

Self Destruct Messages

™ The Mobile App functional role is only relevant to the Passwordstate App Server,

Cave Cancel

Keep Alive Monitoring Functionality

If you wish to use monitoring software to determine the availability of your Passwordstate web

site and database, you can make calls to the URL of https://<YourURL>/keepalive or
https://<YourURL>/keepalive/default.aspx

A HTTP 200 Response will be returned if both the web and database tier are available.

Backups

The Backups screen allows you to specify the settings required to perform automatic backups, as

well execute manual backups and view the status of any backups.

The following instructions will provide some guidance for configuring the backup settings, and

other permissions required to backup all the web tier and database files.
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Overview

Passwordstate is a physically installed application that communicates to, and stores all or your
data in a Microsoft SQL Database. In the event of a disaster, you may need to restore your
database and Passwordstate installation files, which will require you to have them backed up.

Passwordstate has a built-in automatic backup feature which can be configured to suit your
requirements. For example, you may already have another solution for your Microsoft SQL
database backups, so you can set Passwordstate to not backup up your database, but maybe just
the install files.

Not only is the Microsoft SQL database critical to have a backup of, but there are also encryption
keys which are located in your web.config file. These too are also critical to have a copy of in the
event of a disaster, so setting up the Passwordstate automated Backup feature will ensure you
have everything you need to restore your environment, in the event of a disaster.

Backup Instructions

We have two manuals to choose from to configure your backups screen. The first manual is if you
intend on using a domain account with a network share. The second should be followed if you
wish to use a Local Windows account with a literal path to a folder on your Passwordstate web
server. Domain accounts are most commonly used for performing backups.

Automatic Backups using Domain account and Network Share:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Automatic Backups Dom
ain_Account.pdf

Automatic Backups using a Local Windows account and Static Folder path:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Automatic Backups local

Account.pdf

Remote Session Recordings and Backups

If you are using the Browser Based version of the Remote Session Launcher with Session
Recordings, Session Recordings will not be included in the standard Passwordstate backup
functionality, due to the potential size of the files. If you have left the recording folderin the
default path, then you need to organize your own backups of these files if required.

2.7 Bad Passwords

On the Bad Passwords screen, there are three options available to prevent users from using
certain passwords which are deemed to be 'Bad'.
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You can either user the built in Custom Bad Passwords database, or you can use the online 'Have |
been Pwned' database from this site - https://haveibeenpwned.com/, or you can use both. 'Have |
been Pwned'is a list of known password from various security breaches across the globe. If using
this feature, your web server hosting the Passwordstate Reset Portal must be able to make calls to
the internet.

™ Note 1: If you use the 'Have | been Pwned' database, this is only available on the Add and Edit
Passwords screens. The Passwordstate API, scheduled resets, and importing in bulk, will instead
use the Custom Bad Passwords database

™ Note 2: If you use the 'Have | been Pwned' database, your Passwordstate web server must have
access to the internet to query this APl online, and it can slow down performance of saving
records on the Add/Edit screens, as it first needs to reach out to the Internet to perform the check
™ Note 3: The 'Have | been Pwned' integration is both client and server based, depending on the
feature used i.e. reports execute from the server, and Ul buttons for checking are client based.
This means access to the 'Have | been Pwned' APl must be allowed from the Passwordstate web
server, and from user's desktops

There are options on the screen Administration -> System Settings -> Miscellaneous Tab, and
Password Options Tab for notifying your users when bad passwords are detected.

If required, you can also import multiple 'Bad Passwords' for the Custom Bad Passwords database,
via the use of a csv file.

@ Bad Passwords

Please select which type of

nt users from using specific passwords.
Bad Passw Database

@® Custom Database Below O Have | Been Pwned APl O Both

Note 1: The ' on da resets, and importi
Note 2: Some maost common pass!

Actions  Password

wa[iJzzas6 7890 .+ ow

Add | Import | Export | Grid LayoutActions.. ~

0000000000
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2.8 Browser Extension Settings

The Browser Extension Settings area allows you to specify various settings, for all users, for how
the Browser Extension feature is used. In Particular:

e Browser Extension Settings - various settings for session timeout, logging out of the extension,
form-filling behaviour, etc. Please see examples of how Session Timeouts work below the
screenshot below.

e Ignored URLs - if you don't want users to save login credentials for certain web sites, you can
add them as 'Ignored URLs' - this will also prevent automatic form-filling, and the icon overlay
on fields

e Allowed to Use the Extension - IF you don't want to allow certain users, or members of a
security group, to use the Browser Extension feature, then you can specify them on this tab

e Prevent Users From Saving Logins - if you only want certain users to use the Browser Extension
to form-fill web site logins, and not allow them to save any new records, you can do so on this
tab
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@ Browser Extension Settings

Use each of the appropriate Tabs below to indicate various Settings, which URLs are ignored by the Browser Extension, which users are
allowed to use the Extension, or which users are not allowed to save new logins.

I browser extension settings ignored urls allowed to use the extension prevent users from saving logins

Browser Extension Settings

Flease specify general settings below for the behavior of the Browser Extension.

Browser Extension Session Timeout:
When the browser extension session expires, the user will be required to login to Passwordstate, and into the browser extension
using their Master Password.

Session expiry is based on sliding tokens and the setting below, and sessions will only expire after the browser is closed (i.e. the
extension isn‘t interacting with the Passwordstate API).

™ # the session is still active, restarting the browser will only require users to unlock the extension using their Master Password.
1 Hour -

Auto Unlock Browser Extension upon Browser Startup:

Oves @ No

MNote: Organizations should consider their usage / operational requirements and perform an internal risk assessment prior to
setting this option to "Yes'. By selecting 'Yes' the users browser extension encryption key will be stored within the browser on their
device. If using this option an organization needs to consider how devices are protected and any applicable compensating
controls.

Setting this option to "Yes" would result in users not needing to enter their Master Password into the extension, when their session
is still active,

If you need your browser extensions to communicate to a different URL compared to your main Passwordstate URL,
please specify it here: (in the format of https://mypasswordstate.com). This must also be the same database you're
communicating with, otherwise encryption/decryption will not work with different encryption keys.

| Save

Various menus in the Browser Extension navigate users back to your Passwordstate Web Site. Please select below which
URL you would like to use for this purpose:

O Alternative URL Specified Above @) Base URL Specified on the System Settings page

Enable Form-Filling of OTP codes:
Oves ®No

Prevent Password Lists with "Additional Authentication” option set from being used with the Browser Extensions: (if set
to No, there is no Additional Authentication functionality within the browser extensions)

®ves ONo

Select the Password Strength Policy the user’s Master Password for Authentication must adhere to (It is strongly
recommended you select a policy which enforces complex passwords, with the Mandatory Compliance option checked):

Default Policy 7

Browser Extension Settings

There are multiple settings which can be selected, to change the behaviour of how authenticated
sessions in browser extensions operate.
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To start using the Browser Extensions, users must login to Passwordstate, create a Master
Password on the screen Preferences ->Browser Extension, and then they can login to the
extension using this Master Password.

Browser Extension Session Timeout

Session Timeout is based on sliding authentication tokens, and how long the users browser has
been closed for. By default, if the user leaves their browser open throughout the day, then the
extensions will not "lock", requiring their Master Password to unlock them.

If their browser has been closed longer that the Session Timeout setting, then the users will need
to log both into Passwordstate, and then the browser extension with their Master Password, in
order to use the extensions again. Below are a few examples of how the session timeout setting
could work:

¢ Timeout set to 1 hour, and browser closed for 30 minutes. User re-opens their browser, and only
needs to enter their Master Password to "unlock" the extension

e Timeout set to 1 hour, and browser closed for 2 hours. User re-opens their browser, and will
need to log both into Passwordstate, and then the browser extension with their Master
Password

e Timeout set to 4 hours, and user closes browser at 5pm at the end of the work day. The
following morning at 8am, the user re-opens their browser, and will need to log both into
Passwordstate, and then the browser extension with their Master Password

e Timeout set to 18 hours, and user closes browser at 5pm at the end of the work day. The
following morning at 8am, the user re-opens their browser, and only needs to enter their
Master Password to "unlock" the extension

e Timeout set to 3 days, and user closes browser at 5pm, on a Friday, at the end of the work day.
The following Monday morning at 8am, the user re-opens their browser, and only needs to
enter their Master Password to "unlock" the extension

These timings above are based on the last time authentication tokens were refreshed, which can
be at different intervals when the browser is open, based on browser activity.

Auto Unlock Browser Extension upon Browser Startup

™ Note: Organizations should consider their usage / operational requirements and perform an
internal risk assessment prior to setting this option to 'Yes'. By selecting 'Yes' the users browser
extension encryption key will be stored within the browser on their device. If using this option an
organization needs to consider how devices are protected and any applicable compensating
controls.

With this option set to Yes, any time the user opens their browser and would normally be
required to enter their Master Password to "unlock" then extension, then the Master Password
would not be required - it would simply automatically unlock.

In the examples given above for Session Timeout, if the useris required to log both into
Passwordstate, and the browser extension, then this option will not change that behaviour.
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2.9

2.10

Clearing Browser Extension Access Tokens

There are two ways to clear Access Tokens used for Browser Extensions.

On this screen you can clear all tokens for all user accounts. Or, if you only want to clear an access
token for a single user, you can do this from the screen Administration -> User Accounts, and then
from the appropriate 'Actions' menu for the user.

Clearing tokens would result in users browser extension automatically logging out, next time the
browser extension tries to communicate with the Passwordstate API - which would happen by
simply browsing different web sites, or on the default 1 hour automatic synchronization process.

Brute Force Blocked IPs

The core Passwordstate product, Passwordstate App server for mobile apps, and Password Reset
Portal module, each have brute force login detection.

If the number of specified failed logins are reached, the authenticating user will be permanently
blocked from the relevant module, until their IP Address is removed from this screen.

@, érute Force Blocked IPs

Listed below are all the IP Addresses, and respective platforms, where users were blocked access due to too many failed login attempts

Actions  Blocked Date IP Address
T T
Mo records to display.

Grd Layout Actions.. ™

Email Notification Groups

The Email Notification Groups screen is used to manage email notification settings for a group of
individual users accounts, or members of security groups.

Using Email Notification Groups, you can specify which email notifications certain users receive,
or don't receive i.e. you may wish to have certain notifications enabled for Security
Administrators, but disabled for 'normal’ user accounts in Passwordstate.

™ Note 1: Any system wide Email Templates which are disabled will cause any settings here to be
ignored

™ Note 2: If a user has specified their own Email Notification Settings as part of their Preferences,
any permissions you apply here for the user will override their personal settings
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™ Note 3: If you have more than one Notification Group created for a user, any disabled email
categories will over-ride any enabled ones (be careful applying duplicates for a user)

& Email Notification Groups

Email Notification Groups can be used to enable or disable real-time email notifications for multiple users at once.

Note 1: Any system wide 'Email Templates' which are disabled will cause any settings here to be ignored.

Note 2: If 3 user has specified their own Email Notification Settings as part of their Preferences, any permissions you apply
here for the user will override their personal settings.

Note 3: If you have more than one Motification Group created for a user, any disabled email categories will over-ride any
enabled ones (be careful applying duplicates for a user).

Actions | Notification Group Description

[~ ] Mo Access Requests Mo Access Requests

Add | Grid Layout Actions...  ~

Once you have created a Notification Group, you can then assign permissions for who is affected
by the settings, and which emails are either enabled or disabled. You do this by clicking on the
appropriate menu item in the 'Actions' drop-down menu.

& Email Notification Groups

Email Motification Groups can be usegfto enable or disable real-time e
Mote 1: Any system wide 'Email
Mote 2: If 3 user has specified
here for the user will overri
Mote 3: If you have mor
enabled ones (be care

mplates’ which are disabled will caus
eir own Email Motification Settings as p
their personal settings.

an one Motification Group created for a use
applying duplicates for a user).

Action Motification Group O

(4] Mo Access Requests M
Adg M View Notifications

2 view Permissions
€ Delete
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™ Email Notifications
Please select which Email MNotifications you would like set for the notification group 'No Access Requests’ by selecting the appropriate option from the
‘Actions' drop-down menus below.
Actions | Category Description Enabled
o s RzTus: I\Iot!ﬂes the user if their request to access a Password or Password List has been %
denied
Q Access Request Denied Motifies the user if their request to access a Password or Password List has be denied o
[~ ] Access to Password Changed Motifies user if their access level to an individual Password record has changed 4
[~ ] Access to Password Granted Motifies user if they have been granted access to an individual Password record "4
[~ ] Access to Password List Changed Motifies user if their access level to a Password List has changed '
(+] Access to Password List Granted Motifies user if they have been granted access to a Password List '
[~] Access to Password List Removed Motifies user if their access to a Password List has been removed ¥
Password Li p e .
[~ ] 'é}fcaisgsetf e S T iz Motifies user if their access level to a Password List Template has changed '
[~ ] Access to Password List Template Granted  MNotifies user if they have been granted access to a Password List Template 4
Password Li p e .
Q T sl s T Motifies user if their access to a Password List Template has been removed ¥
Removed
W IIIL 345 » ¥ Page: 1 of 5 Qe Pagesize: 10 Item 1 to 10 of 47
Return to MNotification Groups Enable All Notifications | Disable All Notifications | Grid Layout Actions.. =

2.11 Email Templates

The Email Templates screen allows you to customize the emails sent from Passwordstate, or to
enable/disable notifications as required.

Enabling/Disabling Email Notifications

You can enable/disable email notifications in one of either two ways:

1. Individually by the appropriate 'Actions' drop-down menu

Actions | Category Description
(v ] Access Request Motifies the us
0 Access Request Dénied Motifies the us
& Toggle status - Enablad or Disabled Motifies user if
n

v Restore Default Template e e

(v ] Access to Password List Changed Motifies user if

2. Enabling/disabling all email notifications at once by clicking on the appropriate 'Enable All' or
'Disable All' buttons at the bottom of the grid
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9 Access to Password List Template Granted Motifies user 1t they have been granted a
Q Access to Passw List Template Remove Motifiese#€er if their access to a Passwor
1] 5 0k H Page: 1 of 5 E
Enable All Email Templates Disable All Email Templates Grid Layout Actions... ¥

Editing Email Template Content

By clicking on the 'Category' hyperlink in the grid, you can edit the content of the email template -
specifying your own words, and formatting options.

At the top right-hand side of the Editor you will notice the 'Variables' tab/ribbon bar. From this
drop-down list, you can insert the following variables into your email templates:

ToFirstName - the First Name of the user who is receiving the email

e ToUserlID - the UserID of the user who is receiving the email

e SiteURL - the URL of your Passwordstate web site

e PermissionType - the permission being applied to a Password List or Password record for the
user

e PasswordLlist - the name of the Password List

e Password - the title of the Password record

e Version - the Version number of your Passwordstate install

e UserName - A combination of the Firstname and Username of the user

e ExpiresAt - the date at which a users permissions to a Password List or Password will be
removed

e AdditionalBodyText - reserved by Click Studios for various custom text messages

e AuthenticationMethod - which Authentication method was used for authenticated to the

Passwordstate web site, or to a Password List

™ Note: In addition to the emails being sent to the relevant intended users, you can also send
each email category to a different email address as well, as per the highlighted textbox in the
screenshot below. This is useful if you want to send specific email types to a shared mailbox, or
SMS alerting service.
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& Edit Email Template

To edit the selected Email Template, please fill in the details below.

Category : Password Updated

Subject: * |Passw0rdstat -
Also Send Emails To : | R |

verdang, "san..» B 7 U A - iZ &2 EEE M Apply CSSCL. - Insert Variable «
13px -ae XX O E = = Normal -
Aa aA -

Fant Paragraph Styles Editing Variables

Hi [ToFirstMame],

The password '[Password]' in password list '[PasswordList]’ has been updated by [UserMame].

Passwordstate [Version] - Secure Password Management.
[SiteURL]

Test Email Save Cancel

If while editing the contents or formatting of an Email Template you decide you don't like the
changes you've made, you can restore back to the original content as supplied by Click Studios by
selecting 'Restore Default Template' from the appropriate Actions drop-down menu.

Description

Actions | Category

(v ] Access Request Motifies the user if their reg

[ 4] Access Request Deni Motifies the user if their re

& Toggle status - Enablgd or Disabled Motifies user if their access
T Restore Default Template Motifies user if they have b
(v ] Access to Password List Changed Matifies user if their access
9 Access to Password List Granted Notifies user if they have b
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Testing and Troubleshooting Emails being Sent

When editing a Password List template, there is a button called 'Test Email'. This button will test
sending the email template to your own email account. This testing is different however to how
emails are normally sent from Passwordstate - normally records are added to the database, and
the Passwordstate Windows Service checks and send emails every minute. This 'Test Email' button
sends directly from the web site, and does not use the Passwordstate Windows Service.

If emails are queuing up and not being sent as expected, the following suggestions may help to
troubleshoot why:

1. Check you have correctly specified your email server's settings on the screen Administration ->
System Settings -> Email Alerts & Options Tab

2. Ensure the Passwordstate Windows Service is started

3. Check the event log on your web server to see if any errors are being reported as to why
emails aren't being sent - look for the Source of 'Passwordstate Service'

4. Checkthere aren't any Email Templates disabled, either on the screen Email Templates, or
Email Notification Groups, or possibly the user has disabled an email notification in their
Preferences area

212 Emergency Access

The Emergency Access screen allows you to specify a password for a separate 'Security
Administrator' role login which can be used in the event other accounts are locked out, or
inaccessible for any reason.

A couple of scenarios where this would be applicable is:

e You have issues with authenticating on your domain, and can no longer authenticate to
Passwordstate using your normal domain account

e Someone has accidentally deleted or disabled all Security Administrator accounts, and no-one is
able to administer all the settings for Passwordstate

The Emergency Access URL is HTTPS://<Your Passwordstate URL>/Emergency

™ Note 1: Simply browsing to the Emergency Access URL will generate audit records, and notify
Security Administrators via email

= Note 2: You must specify a reason why you need to access the Emergency Access Login, and this
reason is added to the auditing data

™ Note 3: Once you've logged in with this account, you will have access to the Administration
area of Passwordstate

™ Note 4: An option is also provided to enable Two-Factor Authentication for the Emergency
Access login account as well - see screenshot 2 below.

© 2025 Click Studios (SA) Pty Ltd



36 Passwordstate Security Administrators Manual

Passwordstate

Emergency Access Authentication

Login

To login with the Emergency Access account, please specify the password and
reason for access below.

Accessing this page, plus any authentication attempts, are both audited
events which also cause email alerts.

Password : | |

Reason : | | Logon

Status: Awaiting Logon
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Bl Emergency Access

The

Emergency Access' account is only used to gain Administrative

The intention is for you to click on the 'Print Emergency Access Details® button, print and securely store the page which is presented to you.
Please DIote: The following events will generate an audit event as well as sen

ding all Security Administrators an ema

y browsing to th

he Emergency Access Login page
2. Successful or failed lo

gin attempts

[regens sccess oears.

Confirm Password *

2FA with Google Authenticator

Ir mobile device, or manu

v type in the displayed

Secret Key: | FMU22057WGL75Q5G

(not case-sensitive)

Print Emergency Access Details Save

\ccess to Passwordstate in the event all other user accounts are unable to lo

Encryption Keys

From the Encryption Keys screen, you can do the following:

e Setthe reminder period for how often you should be generating new encryption keys, and re-
encrypting all data in the database. User's who have access to this Encryption Keys screen, will

receive a notification in the Notification centre
e Export your Encryption Keys to a password protected zip file
e Generate new encryption keys, and re-encrypt all data

© 2025 Click Studios (SA) Pty Ltd




38

Passwordstate Security Administrators Manual

& Encryption Keys
From this screen you can export your Encryption Keys to a password protected zip file, and you're also able to re-encrypt all your data with new encryption keys.
Encryption Key Rotation

NIST the National Institute of Standards and Technology, recommends that Symmetric Data Encryption Keys be changed every 2 years, or earlier based on
an organization’s risk factors.

Encryption Keys Updated On: Sunday, 19 September 2021

Encryption Key Update Reminder: O 6 Months O 12 Months O 18 Months ® 24 Months

Please click on one of the appropriate buttons below for more information about these two features.

= ExportKeys | @ Key Rotation

Export Keys
You can export your encryption keys, in the format of split secrets, to a password protected zip
file.

In order to restore your Passwordstate environment after a disaster, the minimum you need is a
copy of the web.config file, and a copy of the database - the encryption keys are split between
these two locations. For safe keeping, you can also export your encryption keys and store them
away safely.

™ Note: If you were to lose the split secrets in the web.config file, you would not be able to
restore your environment in the event of a disaster - it is very important you have a copy of this
file, or export the keys using this feature.

Key Rotation

With this feature, you can update your Encryption Keys used in Passwordstate, and then re-
encrypt all your data with these new encryption keys. When performing key rotation, it's very
important your follow the on screen instructions so that the re-encryption process is not
interfered with in any way.

<& Encryption Key Rotation

In order to perform encryption key rotation, it is recommended you take the following steps to mitigate against any issues with re-encrypting your data:

+ Ensure you have a backup of your web.config file and database before starting

-[,\\pnce you start the key rotation process, do not navigate away from the screen by clicking elsewhere
Please ensure your web.config file has Modify NTFS Permissions for the NETWORK SERVICE account
Place Passwordstate in Maintenance Mode, and ensure there are no other users currently using Passwordstate
Ensure the AppSettings section in your web.config file is not encrypted (currently it is not encrypted)
Stop the Passwordstate Window

Peform the Key
Once the key 1
Export your new encryption key:
If using the High ilabilit:
Re-encrypt the AppSetting
And perform another backup of your data

, copy the new Secret1 and Secret2 values from your primary site’s web.config file, to your HA site's web.config file

config file - highly recommended

Please Note: During the re-encryption process, if you wish to swap between AES 256-bit or FIPS encryption, you will need updated License Keys from Click Studios prior to performing this task.

£ Enable Maintenance Mode =
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When generating new encryption keys, and re-encrypting all your data, it is also possible to swap
between the two types of encryption Passwordstate supports ie. AES 256-bit and FIPS 140-2.

™ Note: I you do wish to change encryption methods, you first need to contact Click Studios and
request updated License Keys for your software - as they will need to be updated on the screen,
during this re-encryption process.

<& Encryption Key Rotation

In order to perform encryption key rotation, it is recommended you take the following steps to mitigate against any issues with re-encrypting your data:

Ensure you have a backup of your web.config file and database before starting

Once you start the key rotation process, do not navigate away from the screen by clicking elsewhere
Please ensure your web.config file has Modify NTFS Permissions for the NETWORK SERVICE account
Place Passwordstate in Maintenance Mode, and ensure there are no other users currently using Passwordstate
Ensure the AppSettings sectio eb.config file is not encrypted (currently it is not encrypted)

Stop the Passwordstate Windows Service
Peform the Key Rotation by clicking on the button below

Once the key rotation is complete, restart the Passwordstate Windows Service

Export your new encryption keys again for safe offline storage

If using the High Availability module, copy the new Secret1 and Secret2 values from your primary site's web.config file, to your HA site’s web.config file
Re-encrypt the AppSettings section in your web.config file - highly recommend;

And perform another backup of your database

Please Note: During the re-engog etween AES 256-bit or FIPS encryption, you will need updated License Keys from Click Studios prior to performing this task.

O During the re-encryption process, migrate from standard AES 256-bit Encryption, to FIPS 140-2 Encryption
01 have read the Notifications above and understand some action is required of me before and after the key rotation

4
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2.15

<7 Encryption Key Rotation

To begin the process of re-encrypting all relevant data, please click on the 'Re-Encrypt Data’ button at the bottom of the page.
Table Name Record Count Status
BackupSettings 1 record to process @
Discoverylobs 8 records to process @
DiscoveryJobsACL 15 records to process @
Discoveryscripts 2 records to process @
HandshakeRequests 0 records to process @
HostsACL 109 records to process @
PasswordHistory 5492 records fo process @
PasswordLists 73 records to process @
PasswordListsACL 230 records to process @
PasswordListTemplates 15 records to process @
Passwords 4448 records to process @
PasswordsACL 5 records to process @
PrivilegedAccounts 14 records to process @
PrivilegedAccountsACL 13 records to process @
RemoteSessionCredentialsACL 8 records to process @

Page 1 of 2, items 1 to 15 of 27.
Status Re-Encrypt Data

Error Console

Any errors experienced within Passwordstate will be logged on this screen, which can be reported
to Click Studios for troubleshooting purposes.

9 %rrorConsoIe

Below is any error debugging information which you can export and provide to Click Studios to help troubleshoot any technical issues you may be having (support@clickstudios.com.au)

General Errors
Date Category Error Information Event Type
T T T T
No records to display.

Export | Purge Error Data

Export All Passwords

The Export All Passwords screen allows you to export all Password records from the system to a
CSV file.

There are two types of exports available - 1. a CSV file heading information per Password List, and
2. a CSV file which is formatted for importing into KeePass. Please refer to the KB Article in the
User Manual titled 'Export All Passwords and Import into KeePass' for how to import into KeePass.
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™ Note : If you choose to export all passwords to a csv file, they must be stored away
somewhere securely as the passwords appear as plain-text in the csv file

[= Export All Passwords
To export all passwords from Passwordstate into a CSV file, please choose one of the options below, then click on the 'Export’ button.

™ please Note: Due to the sensitive nature of exporting zll the passwords, please consider the following

will be added inc

d of 'Open' to 2

ng cached to your temporary internet files

Description

ne of the available export options on the left, and click the

Export

2.16 Feature Access

The Feature Access screen allows you to grant or deny access to various Features and Menus, for
either User's Accounts or Security Groups. Below are the 6 main areas where control of features
can be managed.

API

On the API Tab, you can specify the following:

e Restrict which Administrator's of Password Lists are allowed to create API Keys for the Password
Lists, and selection which APl Methods are allowed to be used

e Which users are allowed to make calls to the Windows Intergrated API

e Which users are allowed to make changes on the 'API Keys and Settings' tab on the Password
List settings screen - this can further restrict access from Administrators of the Password Lists

Folder Options

e On the Folder Options tab, you can set permissions for which users are allows to create Folders
in the root of the Navigation Tree (Password Home)

e Specify which users, who have Administrator rights on Folders, to be able to convert between
the different permission models

o Important: For the converting of Permission Model setting above, if you allow users to convert
the Permissions Model from Standard to Advanced, then you are giving them adequate rights to
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manage permissions on all nested Folders and Password Lists. It is possible they may not have
previously had access to some nested Password Lists, prior to converting the permissions model

Hosts

On the Hosts tab, you can specify which users are allowed to have access to various features under
the Hosts navigation tab. The features are:

e Which users have access to the Hosts navigation tab itself

e Which users are responsible for managing Host records - add/edit/delete records, and Host
Discovery Jobs

Which users are allowed to manage Folders in the Hosts navigation tab

Which users are allowed to see the buttons under the 'Host Statistics' area for the 'Hosts Home'
screen

Which users are allowed to manage Documents and External Links within the Hosts tab

Menu Access

The Menu Access tab allows you to specify which users or security groups are allowed to access
the various main navigational menus in Passwordstate

By clicking on the appropriate 'Set Permissions' button, you can allow all users to have access, or
just the ones you specify.

You can choose to either Disable the menu for users who do not have access, or hide it from them
completely.
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miscellaneous mobile passv

api folder options hosts

menu access

To control who is allowed to access each of the maj items, please set Parng

If a user doesn't have access to a

nu: @ Disable it for them O Hide it from them

F If 2 user doesn't have access to a top-level menu, then it will'be hidden from them - not disabled.

Passwords Menu
Menu
W 7dd Folder
Q@ Add Private Password List
Q Add Shared Password List
#1 Administer Bulk Permissions
Expiring Passwords Calendar
EE Password List Templates
= Pending Access Reguests
= Request Access to Passwords

=== Toggle All Password Lists Visibility

= Tools Menu

Menu

§Q Account Discovery

§Q Have | Been Pwned Password Check
E Password Generator

W password Resets In Progress

b seif Destruct Message

I Reports Menu
Menu

Eﬁﬁ.uditing

et Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions

Set Permissions
Set Permissions
Set Permissions
Set Permissions

Set Permissions

Set Permissions

Set Permissions

Miscellaneous
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The Miscellaneous tab allows you to specify which users are allowed to manage 'Global' contacts
for the Address book feature

Mobile

The Mobile tab allows you to specify which users are allowed to use the native iOS and Android
Apps for Passwordstate

Password List Options

On the Password Lists options tab, you can specify which users are allowed to have access to

various Password List features. The features are:

e Which users are allowed to create Shared Password Lists in the root of the Passwords
Navigation Tree

e Which users are allowed to create Private Password Lists in the root of the Passwords
Navigation Tree

e Which users are allowed to Drag-n-Drop around Password Lists and Folders in the Passwords
Navigation Tree. By default, any user who has Admin rights to the Password List or Folder can do
this, but using this feature you can further restrict this ability

e Specify which users are to use the Add Password List Wizard: (this is not applicable if a User
Account Policy is forcing the use of Password List settings)

o |f users are using the 'Add Password List Wizard', do you want to allow them to disable the use
of the Wizard

e Specify additional 'Approvers' of Access Requests for Password Lists and Password records - in
addition to Administrators of the Password Lists

e With the additional approvers setting above, you can specify if you want them included in all
Access Requests, or only when there are no Administrators configured on the Password List(s)

Password Reset Options

On the Password Reset Options tab, you can specify which users are allowed to see either
Password Lists or Password List Templates which have the 'Enabled Password Resets' option
enabled, when they are creating new Password Lists.

Remote Sessions

Passwordstate has two types of Remote Session Launchers - one is client based, and requires an
install on your Windows PC, and one is browser based which can be used from any operating
system.

The Remote Sessions tab allows you to specify various levels of access and features for our
Remote Session Launchers, in particular:

e Which users are allowed to use the Client based version of the Remote Session Launcher
e Which users are allowed to use the Browser based version of the Remote Session Launcher
o If using the browser based version, do you want to record the user's sessions for later playback
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e Do you want to hide any buttons and configuration screens for one of the Remote Session
Launcher types that the user may not have access to

e Do you want to display a Session Recording warning to users so they know their remote sessions
are being recorded

e Forthe Browser Based Remote Session Launcher, you can modify the default Keyboard layout
for RDP sessions - United States (English) is the default

e Which users are are allowed to add/edit/delete Remote Session Credentials from within the
Hosts Navigation Tab

e Which users are allowed to manage permissions on any Remote Session Credentials they have
access to

e Specify which users are allowed to authenticate remote sessions using local accounts they have
access to under the Passwords tab

e Specify which users are allowed to see the 'Manual Launch' buttons for the hosts

= Note 1: If you are using the High Availability module for Passwordstate, it is recommended you
save recorded sessions to a network share so both Passwordstate web servers are able to replay
those session recordings.

= Note 2: If you are using an active/passive configuration for Passwordstate with the High
Availability module, then session recording is not possible on the Passive Node of Passwordstate,
as you cannot write to the database with this read-only instance - and DB access is require for
session recording.

Restricted Features

On the Restricted Features tab, there are certain settings which can only be changed by workingin
conjunction with Click Studios. The screenshot below describes which features can be changed,
and the process for changing them:

e Remove the requirement for users to create and enter a Master Password for browser
extension authentication

e Allow Security Administrators to export shared passwords from within the Administration area

o Allow Security Administrators to see and print the Emergency Access login password

e Allow the Emergency Access login to make changes in the Security Administrators menu

e Prevent Security Administrators from adding or modifying any PowerShell scripts

™ Note Making any changes here adds an auditing record under the Activity Type of 'Restricted
Feature Changes'.
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& Feature Access
Feature Access allows you to grant or deny access to various Features and Menus, for either User's Accounts or Security Groups.

To change access to various features and menus in Passwordstate, please review and modify permissions on each of the tabs below as appropriate.

Search Settings:

api folder options hosts menu access miscellaneous mobile password list options password reset options remote sessions d features

Instructions
With the Restricted Features on this screen, please follow the instructions below to unlock/change certain features,

s Click on the appropriate ‘Generate Request Code’ button, and then on the 'Email Click Studios' button when it appears
* Please note Click Studios' also requ email approval from your ager for any features below which have the T icon next to it

» Once Click Studics provides you the Unlock Code, enter it at the bottom of the screen and click the 'Unlock’ button

Restricted Features

Remove the requirement for users to create and enter a Master Password for browser extension authentication:
Note: Organizations should consider their usage / operational requirements and perform an internal risk assessment prior to setting this option to 'Ye
encryption key will be stored within the browser on their device. If using this option an organization needs to consider how devices are protected and

s browser extension
e compensating contrals,

y appl

er Password into the extension. Changing this option will end all existing extension s

Setting this option to "Yes' would result in users not needing to enter their M.

Yes No Generate Request Code | "'

Allow Security Administrators to export shared passwords from within the Administration area:

Yes No Generate Request Code | ‘

Allow Security Administrators to see and print the Emergency Access login password:

Yes No Generate Request Code | ‘

Allow the Emergency Access login to make changes in the Security Administrators menu:

Yes No Generate Request Code | "'

Prevent Security Administrators from adding or modifying any PowerShell scripts, and using the Test Script Manually feature:

Yes No Generate Request Code | ‘

If needed, you can clear any Request Codes above by clicking the following button: | Clear Request Codes

Unlock Feature

Once Click Studios provides you with the appropriate Unlock Code, enter it below and click the Unlock button,

| Unlock

217 Host Types & Operating Systems

The Host Types & Operating Systems screen allows you to add additional Host Type and Operating
System records which can be associated with Host records in Passwordstate.

Simply add or delete Host Types and Operating System types as appropriate.
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& Hosts & Operating Systems

Below are all the Host Types and Operating Systems which can be used when adding or importing Hosts on the screen Resets -> Hosts,

Host Types & Operating Systems

Actions  Host Type

Firewall

Linux

Cut-Of-Band Management
Router

Switch

Unix

0000000

Windows

Add Host Type | View Operating Systems | Grid Layout Actions.. ~

& Hosts & Operating Systems

Below are all the Operating Systems which can be used when adding or imperting Hosts on the screen Resets -> Hosts.

Operating Systems

Actions | Operating System  Host Type AD Attribute | Heartbeat Start Hour  Heartbeat End Hour
[+ ] Arch Linux Linux Arch Linux 0 0
(v ] CentOs Linux CentOS 0 0
[ v] Cisco ASA Firewall Cisco ASA 0 0
(v ] Cisco CatOs Switch Cisco CatOs 0 0
[ v] Cisco 105 Router Cisco 105 0 0
(v ] Cisco 105 Switch Cisco 105 0 0
(] Cisco PIX Firewall Cisco PIX 0 0
(v ] Debian Linux Debian 0 0
[+ ] Dell IDRAC Out-Of-Band Management = Dell IDRAC 0 0
(v} Fedora Linux Fedora 0 1]

Changepage: w4« » m Page 1 of 6, items 1 to 10 of 52.

Return Previous Screen |  Add Operating System | Grid Layout Actions.. ¥

When using the Account Heartbeat validation feature for Password records, you may only want
the Heartbeat poll to occur during certain times for different Operating Systems. By editing each
of the Operating System records, you can change this poll time e.g. You only want to validate local
administrator accounts for Windows 7 workstations during business hours.
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& Edit Operating System
Please make changes to the Operating System record below as appropriate.
Host Type Windows -
O| = :ti| ] Syste .}\,'l’l"jccnr'-"s T
AD -"’—".t_."ib\.-_'; = Windows 7
The AD Attribute field is used when "Discovering’ Hosts within your AD environment
Heartbeat Hours 1200 © 1200am O
Heartbeat checks the Host is online between the hours selected above
Save Cancel
2.18 Images and Account Types

The 'Images and Account Types' screen allows you to upload images which can be used as icons for
the Password List themselves, and also for the 'Account Type' field for Password records.

= Note 1: All images exist on the web server file system in the path <Passwordstate
Folder>\images\Lookuplmages, and are also stored within the Passwordstate database as well.
Deleting them from the file system will caused them to be recreated by the Passwordstate
Windows Service.

™ Note 2: It is recommended you keep these images relatively small, inline with the size of the
supplied images, otherwise it can distort the view of Password Lists in the Navigation Tree, and
anywhere Account Type images are displayed

™ Note 3: If using the Passwordstate API, you may need to know the AccountTypelD for some of
the images you see on this screen. To do this, simply click on the 'Toggle ID Column Visibility'
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&d Images and Account Types

Listed below are all the Images which can be assigned to Password Lists in the navigation tree, or assigned to the Account Type field within Password records.

Actions | Account Type Image File Name Managed
[~] & Active Directory activedirectory.png vy
(+] iy Android android.png
[~] .', Apple apple.png
Q ol Application Account stats.png
[~ ] (53] Calendar calendar.png
Q &% CentOS centos.png o
[~] c.) Chrome chrome.png
Q & Cisco 105 switches.gif o
[~] Cloud cloud.png
Q £ Code code.png

W «[1]234567809 > n Page: 1 ofo JE Pagesize: 10 ltem 110 10 of 82

Add | Toggle ID Column Visibility | Grid Layout Actions.. =

Managed Account Types

When adding your own Account Types, you can set the option 'Managed' to Yes, as per the
screenshot below.

Having this option set to Yes means you can select these account types for password records
which are stored in Password Lists that are configured for Resets - and then you can also select
your own custom Reset and Validation PowerShell scripts if you have written some.

1 Add New Account Type
To add a new Account Type and Image, please specify a name, upload an image by clicking on the 'Select’ button, then click on the "Save' button.

Please Note:

1. Images must be of png, gif or jpg format

2. Images must be 18x18 pixles in size, or less

3. The file names of the images must be unigue.

4. Managed means the Account Type can be selected for Password Lists which have the Password Reset option enabled.

Account Type Mame *

Managed: @®ves Opno  *

Upload Image * Select

Save Cancel
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219

2.20

License Information

The License Information screen simply allows you to update your license registration keys for

Passwordstate.

™ Note 1: When you purchase your renewal for Annual Support + Upgrades, it's import you
update your 'Annual Support' registration key on this screen, otherwise you will be prevented

from upgrading to new builds of Passwordstate.

™ Note 2:1f you were to purchase a subscription for the Password Reset Portal, or Remote Site
Locations modules, Click Studios will always ensure your Passwordstate Maintenance and

Subscription dates are always properly co-terminated

® Licenses Information
To update details for one of the License Types below, please click on

-

Send Email Reminders for expiring Maintenance or License Subscription:
e

m

¥es W/ INO

License Type Registration Name

Client Access Licenses Click Studios

Enterprise
Annual Support Click Studios Enterprise
High Availability Click Studios Enterprise
Password Reset Portal Click Studios Enterprise
Remote Site Locations Click Studios Enterprise

Reguest a Quote Grid Layout Actions.. ™

License Count

Expires Registration Key

EACB-0525-E80A-3

......

Password Folders

The Password Folders screen show you all the Password Folders which have been created in

Passwordstate. From this screen you can:

Edit Password Folder Details & Delete the Folder

By clicking on the 'Password Folder' hyperlink you see in the grid, you will be taken to a screen

where you can perform the following actions on the Folder:

e Edit name, description and settings

e Modify permission model, and Disable Inheritance settings - if applicable
e Delete the folder - deleting a folder will not delete any nested Folders or Password Lists
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§ Edit Folder Properties

To edit the Folder properties, please make appropriate changes and click on the *Save' button

folder properties guide api key & settings
Please specify appropriate details below for the Folder, then click on the Save Button.

Folder Properties

Site Location * Internal &
Folder ID * 83

Folder Name * |Customers |
Description |Customers |
Permalink | https://| t/fid=85 |

{you can maodify the end of the Permalink URL to specify your own “fid" value if required.
The values must be unigue and less than 100 characters in length.)

Prevent Non-Admin users from Dragging and Dropping this Folder in the Navigation Tree

®ves ONo

Folder Permission Model

Permission Model

Standard - Inherit permissions from nested Password Lists '®) Advanced - Propagate permissions down from top level folder

Save Save and Close Delete Cancel

View Nested Password Lists

By selecting the option 'View Nested Password Lists' from the appropriate Actions drop-down
menu, a popup screen will appear showing all Folders and Password Lists nested beneath the one
you've chosen.
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W Nested Password Lists

Below are all nested Password Lists and Folders for the Folder you selected.

Passwords Home
Sl gl Business Systems
E= Credit Cards
4¢ Database Accounts
4¢ Microsoft SQL Local Accounts
O Oracle ERP Accounts
== SharePoint Accounts
) ssL Certificates

[ Test password List

Close

Deleting Folders

Also in the 'Actions' menu are two options for deleting a folder:

e Delete Folder - will delete just the folder, and nothing else. The Navigation Menu will look
different to your users once you've done this, as it will need to rearrange any nested Password
Lists/Folders (you can only delete a single Folder if there are no Password Lists nested beneath
it)

e Delete Folder and all Nested Items - Please use with caution, as this will deleted all nested
Password Lists/Folders, including all associated passwords
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Actions Password Folder

T

==\Businass

Delete Folde
Delete Folder and all Mested Items
Export All Passwords In Folder

View Folder Permissions

e OO O

View Mested Password Lists

VUL 20 101 A W

L ]
L ]
L

-

YCustomersiSanddomain #

-

YWCustomersh\Contoso\DBAS #

-

\CustomersyContosoyInfratructure #

0000«

== \Customers\Sanddomain\Customer Service 4 %

" 42 P

Teggle ID Column Visibility | Grid Layout Actions... =~

2.21 Password Generator Policies

The Password Generator Policies screen allows you to create and manage multiple settings for the
Password Generator, which can then be applied to one or more Password Lists.

™ Note: The Default Password Generator policy cannot be deleted - it can be renamed and its
settings modified, but it cannot be deleted.

When adding or editing a Password Generator Policy, you have the following options available to
you:

Password Generator Details

Edit the name and description for the Policy.
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@ Edit Password Generator Policy

Please use the various tabs below to specify options for the Password Generator Policy 'Default Password Generator'.

I passwords generator details generate passwords alphanumerics & special characters word phrases

Please specify naming details for the Password Generator Policy Below.

Policy Name * :|DeTauIt Password Generator |

Description |Defau|t Password Generator with medium complexity of alphanumeric characters. |

Save Cancel

Alphanumerics & Special Characters

The Alphanumeric & Special Characters tab allows you to specify the desired length of the
password you wish to generate, as well as settings for letters, numbers, special characters and
various forms of brackets.
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passwords generator details generate passwords alphanumerics & special characters word phrases

Include Alphanumerics & Special Characters

Password Length

Min Length : Max Length:

Alphanumerics
M Lower-case Upper-case MNumbers
Include higher ratio of alphanumerics vs special characters

linclude ambiguous alphanumerics (1, I, o, 0 and 1)

Exclude the following characters and numerics

Special Characters

Include the following special characters
[l@#ssnae+/=_- |

Oinclude the following brackets
[n0g<> |

Generate Using a Pattern

(D Generate based on a pattern of upper and lowercase letters, and numbers

| for Lowercase, u for uppercase, n for numbers and s for special characters i.e. ullllnnnnssss
Word Phrases can be included by inserting the letter w, or W if you want the first letter in the word Capitalize.

Any other characters you insert into your Pattern above, will be inserted into the random password literally.

Save Cancel

Word Phrases

The Word Phrases tab allows you to insert a random word at the beginning of the password,
somewhere in the middle, or at the end. You can specify how many words to create, what length,
and what form of separation you would like between the word and the rest of the random
password - either dashes, spaces or nothing.

Passwordstate has 10,000 different words it can choose from, all of different lengths.
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passwords generator details generate passwords alphanumerics & special characters word phrases

#* Include Word Phrases

Quantity & Length

Mumber of Words : 1

Maximurm Word Length @ 7

Positioning
® Prefix Words to Alphanumerics & Special Characters
Append Words to Alphanumerics & Special Characters

Insert Randomly into Alphanumerics & Special Characters

Separation
® Separate Words with Dashes
Separate Words with Spaces

Mo Separation

Save Cancel

Generate Passwords

The Generate Passwords tab allows you to test the settings you have specified on the other tabs,
and also generate any number of random passwords based on your settings. Click on the

'Generate' button just gives you the random passwords.
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passwords generator details generate passwords alphanumerics & special characters word phrases

Mumber of Passwords : El Generate | Generate & Spell Select All

™.

dims-xSMuQGZ
unblown-LMwt-6
copying-c9Dzfvy
grains-#Cs+TW5
trash-&UDcyw
under-BUrs%C+
hunched-vii@u
saucers-NKzVzs
set-JsXWTE
left-BEMESI
exotic-sGASRKmM
bearars-Aada3
praying-eNGu/
leaker-khZ%B
frame-WjQaG

Save Cancel

Clicking on the 'Generate & Spell' button, gives you the random passwords, and spells them out
foryou as well.

passwords generator details generate passwords alphanumerics & special characters word phrases

Mumber of Passwords Generate Generate & Spell Select All

burnish-h/ke)  bravo uniform romeo november india sierra hotel hyphen ho rward-slash kilo charlie JULIET

recount-WafMKYm romeo echo charlie oscar uniform november tango hyphen WHISKEY four ot MIKE KILO YANKEE mike
exempts-uk8%%a echo xray echo mike papa tango sierra hyphen uniform KILO eight percent alpha
devised-n#4J$*B delta echo victor india sierra echo delta hyphen november hash four JULIET dollar caret BRAVO
punters-eEPyS4  papa uniform november tango echo romeo sierra hyphen echo ECHO PAPA yankee SIERRA four
craning-hcH&Wwd charlie romeo alpha november india november golf hyphen hotel charlie HOTEL ampersand WHISKEY delta
gapes-D&8nAut golf alpha papa echo sierra hyphen DELTA ampersand eight november APLHA uniform tango
discard-WeSJLun delta india sierra charlie alpha romeo delta hyphen VICTOR echo SIERRA JULIET LIMA uniform november
noticed-PywfY november oscar tango india charlie echo delta hyphen PAPA yankee whiskey foxtrot YANKEE
enraged-d#=85k2 echo november romeo alpha golf echo delta hyphen delta hash equals eight SIERRA kilo two
azaleas-TVzin alpha zulu alpha lima echo alpha sierra hyphen TANGO VICTOR zulu indiz november

gasser-juw™t golf alpha sierra sierra echo romeo hyphen juliet UNIFORM whiskey caret tango

gall-u3DbxgE golf alpha lima lima hyphen uniform three DELTA bravo xray quebec ECHO

Save Cancel
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Once a Password Generator Policy has been created, it can be assigned to a Password List or
Password List Template, by editing the appropriate settings, as per this screenshot below. When

your users now click on the B icon, the random password generated will be based on the
selected Password Generator Policy.

i= Edit Password List

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

password list details customize fields guide api key

Please specify Password List settings manually below Or copy settings
Password List Details = Copy Detai
Fassword List* Servers

Copying a Ten|
fields/settings

Description * Servers
Image Q dell.png - B - Copy Settin
Password Strength Policy * Default Policy - E B - Copy Settin

Password Generator Policy *

= E Link this P

Default Password Generator

User's Personal Options

. . MNote: If copyir
Code Page Default Password Generator Type to ,|wgrﬂu
Exclude ¥ 8 73 these values w
Additional Authentication * Just Mumbers button.
Copy Perm
Password List Settings © Pattern Match
, SOL Password Generator p
[ — . ) If you would i
" This is a Shared Password sk Generatar Policy List, please sel
I Allow Password List to be | Windows (20-25 char.)
L Time Based Access Mandatory & - Copy Permi

| Handshake Approval Mandatgry &

Toggle Visibility of Web API IDs

When using the Passwordstate Web API, there are certain API calls which can also automatically
generate passwords. In order to specify which policy to use when making these API calls, you
need to know the PasswordGeneratorlD value - a unique identifier for each policy. By clicking on
the 'View Visibility of Web API IDs' button, you will see the PasswordGeneratorID values as per
this screenshot:
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2.22

B Password Generator Policies

Listed below are all the Password Generator Policies which can be assigned to specific

Actions f=swordGeneratorl]  Password Generator Policy Mame
Default Password Generator
xclude ¥ 8 Zs

ust Mumbers

etwork Device Passwords
etwork Devices

Pattern Match

QL Password Generator

Weak Generator Policy

000000000

Windows (20-25 char.)

Add | Toggle Visibslity APIIDs | Grid Layout Actions... =

Password Lists

The Password Lists screen shows all Password Lists created in Passwordstate, regardless of
whether your account has Administrative rights to the Password Lists or not.

'-.- Note 1: You can view which Private Password Lists have been created, and who created them,
but you cannot manage any permissions or settings for them

™ Note 2: For the Shared Password Lists, you cannot grant yourself access to any Shared
Password Lists you do not already have access to

™ Note 3: When clicking on a Shared Password List, all passwords will be hidden and some
features will be disabled for you

From this screen, the following features are available:

Actions Menu - Edit Password List Details

By clicking on the 'Edit Password List Details' menu option in the 'Actions' drop-down menu, you
will be able to edit settings for the selected Password List.

™ Note: Please refer to the Passwordstate User Manual for detailed instructions on settings
which can be applied to a Password List or Template.
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Actions Menu - View Password List Permissions

By clicking on the 'View Password List Permissions' Action menu, you can view all permissions
which are applied to the Password List. From here you can make any number of changes to
permissions as required.

Actions Menu - Bulk Permissions for Individual Passwords

By clicking on the 'Bulk Permissions for Individual Passwords' menu option in the 'Actions' drop-
down menu, you will be able to apply permissions for a user account or security group to multiple
individual password records at once.

#1 Administer Bulk Permissions for Individual Passwords
This screen allows you to apply permissions to more than one individual passwerd record at a time for a User or Security Group. This does not affect permissions for any Password Lists.

Administering Bulk Permissians is a three step process - 1. Search for a User or Security Group, 2. Apply new or modify existing permissions, and 3. Save the changes.

access permissions time based access

Search for an appropriate user or security group, and apply the required permissions for passwords in the Password List "Test Password List' (use * to search for all).

Site Location Internal =
Search - B
Search For Ouser @ security Group
Search Results ﬂ Available Passwords View Permissions Reason for Access
'OracleTest123 ] passees]
£ Desktop Team 'Share Admin Card 3 .
'Test a chareschter e
'Test Password
& Local Domain Group
& My Group 2 Modify Permissions

58 Nested Group 1
>

&8 Passwordstate-Auditing Security €

]
58 Passwordstate-Export-All-Passwor
- Securi Administrator Permissions
&8 SecurityGroup
58 Sydney-TestGroup
S8 Test <<
1 3 A
Status: Save Cancel

Actions Menu - Convert to Private Password List

Under certain circumstances, you may want to change a Shared Password List into a Private one.

= Warning: Please use this feature with caution, as itis an irreversible process once complete -
you will need to restore a copy of your database if you wish to undo any changes with this feature.
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In order to use this feature, you must first apply permissions to only the intended recipient of the
Private Password List - meaning you must remove all Security Group permissions, and any other
'user account' based permissions which are not appropriate for a Private Password List. Once you
have done this and select this feature, the following processes will occur:

e Delete any 'permission' records applied at the individual password record level

Delete any 'Favorite' password records for the list

Delete any linkages to Password List Templates

If any users have the Password List set as their Default Home Page, then it will be changed to
the 'Passwords Home' node in the Navigation Tree

And finally it will marked the Password List as private

Actions Menu - Delete Password List

By selecting the 'Delete Password List' menu option in the 'Actions' drop-down menu, you will be
given the opportunity to delete the selected Password List.

Export

The Export button simply allows you to export the list of Password Lists to a csv file - no Passwords
are exported, just basicinformation about the Password Lists themselves.

Toggle ID Column Visibility

The Toggle ID Column Visibility button will either show or hide the PasswordListID value for each
of the Password Lists. These PasswordListID values may be required if you are using the
Passwordstate API, or the Bulk Password Import feature below.
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Clicking on a Shared Password List allows you to Administer Permissions and Edit Password List Details only - all other functions are disabled. Passw]

Actions PasswordListiD Password List

\Abigail Brown's Passwords
1 \Active Directory Accounts Wi
= \Business Systems\Credit Cards
% \Business Systems\Database Accounts Mg

4 \Business Systems\Microsoft SQL Local Accounts

(O \Business Systems\QOracle ERP Accounts W
& \Business Systems\Shared Team Passwords
B8 \Business Systems\SharaPoint Accounts

\Business Systems\SSL Certificates

0000000000

\Business Systems\Test Password List

Export Password List Information | Toggle ID Column Visibility Perform Bulk Processing... ~  Grid Layout Actions.. ~

Perform Bulk Processing - Administer Bulk Permissions

Administer Bulk Permissions allows you to apply new permissions, or remove permissions, for a
user account or security group to multiple Password Lists at once.

After you have searched for a user account or security group, and then clicked on it, the 'Available
Password Lists' listbox shows which Password Lists the user/security group does not have access
to, and the 'View/Modify/Administrator Permissions' listbox shows what Password Lists the
user/security group already has access to.

To apply new permissions, or remove existing permissions, simply move the Password Lists
between the different listboxes using the various arrow buttons, then click on the Save button.

™ Note: You cannot manage permissions here for Password Lists which have mandatory options
set for Time-Based Access.
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#1 Administer Bulk Permissions for Password Lists
Administering Bulk Permissions is a three step process - 1. Search for a User or Security Group, 2. Apply new or modify existing permissions, and 3. Save the changes.
Note 1: Ydu cannot administer bulk permissions for Passwords Lists which have mandatory options set for Time Based Access.

Note 2: Only Password Lists you are an Administrator of will be available on this screen.
Note 3: Password Lists nested underneath folders using the Advanced Permission Model cannot have their permissions changed here - unless Disable Inheritance is enabled.

access permissions

Search for an appropriate user or security group {use * to search for all).

Site Location Internal -
Search “' B
Search For Ouser ® sacurity Group
Search Results m Available Password Lists View Permissions Mebile Access
o Enabled Mobile Access for these permissions:
| &3 ~
— O
& Desktop Team > G ®ves ONo

"\Abigail Brown's Passwords
<<

5 \Active Directory Accounts Reason for Access
V1S Department

== \Business Systems\Credit Cards
% Local Domain Group o e Detabese Account
\Business Sy \Database Ac 3 - -
&My Group 2 4¢ \Business Systems\Databa coun Modify Permissions
5 Nested Grovp 1 4 \Business Systems\Microsoft SOL Local Accounts O)'\Business Systems\Qracle ERP Accounts
Be8\Business Systems\Shared Team Passwords 3
)\Business Systems\S51. Certificates
&8 Passwordstate-Auditing Security ¢ 33

\Business Systems\Test Password List
& Passwordstate-Export-All-Passwor v

- Administrator Permissions
& SecurityGroup1

B8 \Business Systems\SharePaint Accounts

>

£ Sydney-TestGroup

SBTest e ==

4 rod r 4
Status:

Save || Cancel

Perform Bulk Processing - Bulk Copy/Move Passwords

The Bulk Copy/Move Passwords feature allows you to Copy, Move or Copy & Link multiple
passwords from multiple Password Lists to a different Password List at once - instead of doing one
record at a time as users can do through the standard interface. This feature is useful if you are re-
organizing your Password Lists, and need to move records around in mass.

™ Note: You can only copy/move records between Password Lists which have similar fields
configured. If the fields are not compatible, then the destination Password List will be disabled,
preventing you from copying/moving records to it.
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iZ Bulk Copy/Move Passwords

To copy/move multiple Passwords from one Password List to another is a 3 step process
1. Select the Source Password List(s)

2. Select all the Source Passwords you want to move

. Select the Destination Password List, and click the *Copy/Move’ button

Note: Any Password Lists which have incompatible Generic Field settings will be disabled.

ErTE— |

I would like to @ copy & Link O copy O Move these password(s) to:

Source Password List(s) Source Password(s)

=)

-

B Share Admin 1
mm ohare Admin 2

*'-'\Abigail Brown's Passwords
2 \Active Directory Accounts
E=\Business Systems\Cradit Cards

¢ \Business Systems\Database Accounts

¢ Business Systems\Microsoft SOL Local Accounts
(O'\Business Systems'Oracle ERP Accounts
E\Business SystemshShared Team Passwords.

s Systems\SharePoint Accounts
£ \Business Systems\SSL Certificates

S \Business Systems\Test Password List
==\Customers\!-\||sand\Workstatian Accounts
4¢ \Customers\Contoso\DBAs\Database Credentials

B8 Customers\ CantosoInfratructure\Active D irectory Accou

mmy Customers\ContosotInfratructure\Domain Passwords

L LT P SR B SUPUR SRR Y 1ot ST
4 3
Count: 67 Count: 4

Status:

SharePoint Reporting Account

(Select All)

Destination Password List
Filte | Q |
"-"\Abl'gawl Brown's Passwords
B \active Directory Accounts
4¢ \Business Systems\Database Accounts

4¢ \Business Systems\Microsoft SQL Local Accounts

stems\Shared Team Passwords

== “Business Systems\SharePoint Accounts

9\Business Systems\Test Password List
== \CustomersiAllsand\Workstation Accounts

4¢ \Customers\Contoso\DBAs\Database Credentials
==\CustomErs‘(:nt:sa‘\lnfratructure\ﬁctl've Directory Accou

== WCustomershContosohInfratructure\Domain Passwords

B A S T h
4 3
Count: 67

Copy/Move Reset Cancel

Perform Bulk Processing - Bulk Password Resets

The Bulk Password Resets features allows you to view all records which are configured for
Password Resets (Managed), and perform resets in bulk if required.

This feature is useful if you have an employ leave, and you can filter on password records the user
has access to, as well as ones which are recommended to be reset based on the user's previous
activity i.e. have they seen the value of the password since it was last reset.
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<2 Bulk Password Resets

Please filter the h results below for al ecords you would like to reset in bulk, and then select schedule you would like the resets to be e

Search Filter Reset Schedule
Passwordstate User Account Site Location Schedule At Selected Records: 0 Total Records: 510
-- Al Site Locations -- v | search 14/12/2020 1:04 PM O | Now | | Add Selected Records to Queue | | Add All Records to Queue

Recommended resets based on historical user activity Al passwords the user has access to Internal Sites will start processing within a minute, and Remote Sites during the next agent poll

@ Show records enabled for Reset O Show records which are not enabled for Reset

Q Search Results

(m] PasswordiD  Title Domain or Hast User Name Account Type Description TreePath siteLocation Password Last Updated ResetStatus Heartbeat Status  Dependencies
T T T T T T T T T
o o a0 . @) SonicWA SonicWALL Account on | \Infrastructure\Firawall . . o .
(m] 67314 1228220178\ocaluser2 1228220178 localuser2 @ sonicwALL ; Internal 5/21/2018 4:51:48 PM ® e 0
(] 67316 78\ocaluserzxos (1228229178 localusereox @) sonicwaLL Internal 572172018 5:52:34 PM L] ® 0
(m] 67124 2dmin on win2k12tfs = admin 28 windows \InfrastructurelServer Local oy ® e o
- . win2k12tfs halox.net = Admin it
. = al
67133 m win2k12tf -
O 1 admin10 on win2k12tfs win2ki2tfs haloxnet  29min10 Internal e [ ] 0
- N o =] N cal
O 67125 admin2 on winzk12tfs win2ki2tfshaloxnet | 29MiN2 Internal L ] [ ] 0
T =] al
6712 mind on win2k 12t mind
(] 1 admin4 on win2k12tfs win2ki2tfshaloxnet  amin Internal e L] o
. - N =] R cal
m) 67128 admins on win2k12tfs winzki2tfshaloxnet | 29Min3 Internal L ] [ ] o
- =] cal
67129 m win2k12tf m
(] 67129 adminé on win2k12tfs win2ki2tfshaloxnet GMin6 Internal ® @ o
s . - =] . cal
O 67130 admin7 on win2k12tfs win2ki2tfs haloxnet | 29MiN Internal L ] @ [
- =] \Infrastructure\Server Local -
6713 m winzk12tf m
a 67131 adming on win2k12tfs winzki2tfshaloxnet 29Ming Admin Accounts Internal ® L] [
Change page: 1« b w Page 1of 51, items 110 10 0f 510
Export | Grid Layout Actions..
O Password Reset Queue
Actions  Queued At PasswordiD  Title Domain or Host UserName Account Type Description TreePath Site Location Dependencies
b4 T b4 T T T T T T T

Perform Bulk Processing - Mobile Access Bulk Permissions

If you need to make many changes to Mobile Access Permissions at once, you can use the 'Mobile
Access Bulk Permissions' feature.

This feature allows you to query all the permissions applied to one or more Password Lists, select
the appropriate permissions (Guest, View, Modify or Admin), and then either enable or disable
access for Mobile Apps.
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H Mobile Access Bulk Permissions
The page aftows you to query all the permissions for one or more Password Lists, and then either enable or disable Mobile Access as required.
[ rotie sccessbutk permisson:
I would like to @ Enzble O Disable Mobile Access for the Permissions | select below.
Password List(s) Permissions (Select All)
\Q. & \Business Systems\S5L Certificates , Image Capture (Modify)
e e _ & \Business Systems\SSL Certificates \, Lee Sandford (Madify)
\Abigail Brown's Passwaords
I \Active Directory Accounts *:;"-E-S ness Systems\S5L Certificates \ Lee Sandford (Modify)
— < iy - & \Business Systems\S5L Certificates '\ Lee Sandford (Modify)
‘Business Systems\Credit Cards .
. ~ s \Business Systems\S5L Certificates \ Mark Sandford (Modify)
ag Systems\Database Accounts .
- . - & "\Business Systems\SSL Certificates \ Paul Bassett (Modify)
4 Systems\Microsoft SQL Local Accounts o . . o
& \Business Systems\S5L Certificates ' Paul Bassett (Modify
O'\Business Systems\Oracle ERP Accounts . - . . o - -
& \Business Systems\S5L Certificates \ Video Capture (Modify)
‘Business SystemshShared Team Passwords
B8 \Business Systems\SharePoint Accounts
Credentials
tive Directory Accou
MInfratructure\Domain Passwords
oh\Infratructure’|SP Details -
Count: 67 Count: &
Status: Save || Cancel
2.23 Password List Templates

Password List Templates can be used to apply consistency to settings for your Password Lists, and
accessing the Templates from within the Administration area allows you to see all Templates
created by all user. Templates can be used in the following way:

e You can apply a Template's settings as needed (once off) when you add a new Password List, or
edit an existing Password Lists' settings
e You can link Password Lists to a Template, and then manage all settings from the Template.
When you do this, the majority of options for the Password List will be disabled when you chose
to Edit Password List Details
e You can also apply permissions to a Template, and these permissions can be used for:
o Allow other users to see the Templates via the 'Password List Templates' menu option
o Allow other users to also modify the settings for the Template via the 'Password List
Templates' menu option
o Applying permissions to a Password List as needed (once off) when you add a new Password
List, or edit an existing Password Lists' settings

™ Note: Permissions on a Template are not used when Linking Password Lists to a template - this
can only be done when adding a new Password List, or editing the settings for an existing one.
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88 Password List Templates

B
g

x

x

S 0000000000

Adding and Editing Templates

Adding or editing templates in the Administration area is identical to the normal Password List

Templates screens which standard user accounts have access to. For information on each of the
settings which can be applied to a Template, please refer to the Passwordstate User Manual for
creating Password Lists.

™ Caution: When editing a Template's settings when it is linked to other Password Lists, if you
change any of the Field Types for any Generic Fields, these fields will have their data
cleared/blanked in the database when you click on the 'Save' button. This is because the different
Generic Field Field Types need to have their data treated differently. There are multiple warning
messages within the Passwordstate as well for this, so please be aware.

Password List Template Actions

From the 'Actions' drop-down menu, you have various features available:

e View Permissions applied to the Template - this also allows you to add/update/delete
permissions as required

e You can Link Password Lists to the Template

e You can delete the template

™ Note: If you delete a Template which is linked to one or more Password Lists, these Password
Lists will bet set to use the Templates' settings as there were prior to you deleting the Template.
You can then go ahead and modify the settings of the Password Lists as required.
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Actions  Password List Description
T T
(v A Security Test Wi
(v Alarm/Door Codes Store building alarms codes, or dj
(v ] E= Credit Cards Securely store credit card inform
(v :I Enabled for Password Resets Mg Perform password resets on a scl
0o KeePass Template
2 view Parmissions
09 Hinked Password Lists thenticator Generate One-Time Passwords b
€3 Delete Template
w FaSSWOrasare Import
v Secret Server Template Used for importing Secret Server
Lv] o Software Licenses Store various metadata related tg
Mo 2 F M
Add New Template | Toggle ID Column Visibility | Grid Layout Actions... =

Linked Password Lists

When you link one or more Password Lists to a Template, the majority of settings for the linked
Password Lists are then managed via the Template - which the exception of the details on the API
Key Tab.

Linking Password Lists to a Template is very simply process - move the Password List you want to
link into the 'Linked Password List(s)' text box, and click on the 'Save' button.

':..' Caution: When linking Password Lists to a Template for the first time, if the Password List has
some Generic Fields specified which are different to any Generic Fields specified for the
Template, these fields will have their data cleared/blanked in the database when you click on the
'Save' button. This is because the different Generic Field Field Types need to have their data
treated differently. There are multiple warning messages within the Passwordstate as well for
this, so please be aware.
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t= Linked Password Lists
Below are a list of Password Lists which can be, or are a ready linked, to the Template 'KeePass Template'.

Note 1: A Password List can only be linked to one Template at a time. If already linked to another Template, it will be disabled in the "Available P3
Note 2: If you link a Password List to this Template, and the Template has different Generic Field field types compared to the Password List, then

eers |

Link to Template 'KeePass Template’,

Available Password List(s) Linked Password List(s)

"Abigail Brown's Passwords "\Business Systems\Test Password List

2 \Active Directory Accounts
=='Business Systems\Credit Cards

4¢ "Business Systems\Database Accounts

A “Business Systems'Microsoft SQL Local Accounts
(O"\Business Systems'Oracle ERP Accounts

:‘\Business Systems',Shared Team Passwords 22

==‘\Business Systems\SharePoint Accounts <

: \Business Systems\S5L Certificates
==‘\Cu;tcm9';"-.AIIsand\'\.‘u'omstation Accounts

4¢ \Customers\Contoso\DBAs\Database Credentials
==‘\Custcme's"-.C:unt:uza"-.I"frat'ucture‘x&ctive Directory Accou
==‘\Custcme’s"-.Cantasa"-.I"frat'ucture\_[}omain Passwords
2] \Customers\Contoso\Infratructure\ISP Details

=" Customers\Contoso\Infratructure\Network Devices

-

Count: 80 Count: 1

-

Status: Save Cancel

2.24 Password Strength Policies

Password Strength Policies are used as a set of rules for determining the strength of a Password.
Once a policy is created, it can be applied to one or more Password Lists.

When adding or editing a Password Strength Policy, settings can be applied on 2 of the tabs, and
there is 1tab for testing the policy.

Policy Settings Tab

The Policy Settings Tab allows you to provide a name and description for the policy, plus the
following settings:

e Minimum LowerCase Characters - specifies how many lowercase characters are required as a
minimum (abcd, etc)

e Minimum UpperCase Characters - specifies how many uppercase characters are required as a
minimum (ABDCD, etc)
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e Minimum Numeric Characters - specifies how many numeric characters are required as a
minimum (1,2,3,etc)

e Minimum Symbol Characters - specifies how many symbol characters are required as a
minimum (%@:!, etc)

o Preferred Password Length - specifies the minimum number of total characters the password
should have

e Requires Upper And Lower Case - indicates if the passwords string must have both lower and
uppercase characters

e Password Strength Compliance - indicates the desired Password Strength Complexity (Very
Poor, Weak, Average, Strong or Excellent). With the following graphic when editing/adding a
password, the 'Compliance Strength'indicator shows the user what password complexity is
desired for the applied policy

:as_:-l- ord * AR ':-L @ :l!'t%a
Confirm Password *

Password Strength y i i Compliance Strength Y Y Y W

e Compliance is Mandatory - if this option is set to Yes, the user will not be able to save the
password record if the strength of the password they're creating does not meet the 'Password
Strength Compliance' setting above
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B Edit Password Strength Policy

Please specify your password strength policy settings in each of the appropriate tabs below, and click on the 'Save’ button.

Mote: the policy is not enforced when entering a password, instead it's used as a visual representation of password strength.

test password strength policy settings calculation weighting

Please specify details for the Password Strength Policy Below.

Policy Name * : |Default Policy |

Policy Description : |Defau|t policy if no specific policy is set for a Password List |

Minimum LowerCase Characters *
Minimum UpperCase Characters *
Minimum Mumeric Characters *
Minimum Symbel Characters *

Preferred Password Length *

Requires Upper And Lower Case * ¢ ®yes U No
Password Strength Compliance * & Strong -
Compliance is Mandatory * = : Dves ®No

Save Cancel

Calculated Weighting Tab

The Calculated Weighting Tab allows you to specify the weighting of a strength characteristic of a
password for length, numeric, case and symbols. The higher the weighting, the more important
the category is deemed to be.

™ Note: The 4values specified must total 100.
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¥ Edit Password Strength Policy

Please specify your password strength policy settings in each of the appropriate tabs below, and click on the 'Save’ button.

Mote: the policy is not enforced when entering a password, instead it's used as a visual representation of password strength.

test password strength policy settings calculation weighting

Calculation Weighting allows you to determine the weighting of a strength charactenstic of a password for length,
numeric, case and symbols. The 4 values specified must total 100.

Length Weighting * : |SD |
Mumeric Weighting * : |’IS |
Casing Weighting * : |’IS |
Symbol Weighting * : |2D |

Save Cancel

Test Password Strength Tab

The Test Password Strength Tab allows you to test the policy settings you've specified on the
other two tabs, and shows you a graphical representation of the strength of the password you
type, based on the policy settings you've specified.
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¥ Edit Password Strength Policy
Please specify your password strength policy settings in each of the appropriate tabs below, and click on the 'Save’ button.

Mote: the policy is not enforced when entering a password, instead it's used as a visual representation of password strength

test password strength policy settings calculation weighting

To test this Password Strength Policy, simply being typing a password below.

Rain™97

W W W W 1 more characters

Save Cancel

2.25 Privileged Account Credentials

Various processes in Passwordstate require a 'Privileged Account' to perform certain tasks i.e.
Resetting Passwords, querying active directory, etc. This screen allows you to add those accounts
to be used.

Once you have specified the details for one or more of the relevant Privileged Account
Credentials, and applied permissions for users or security groups who are allowed to use these
accounts, then they can be used for Password Resets and Discovery jobs, etc.

If you "link" the Privileged Account to a password stored in Passwordstate, when the password is
updated in Passwordstate and Active Directory, it will also be automatically updated on this
screen as well.

= Please Note: As of build 8650, there are two new System Setting options to hide the value of
Passwords for Privileged Accounts, and also restrict making changes to them if you do not have
explicit permissions to them. These options can be found on the screen Administration -> System
Settings -> Miscellaneous tab.
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o Privileged Account Credentials

Below are all the Privileged Account Credentials which can be used for Active Directory Account lookups, Host and Account Discovd

Privileged Account Filter

Site Location Account Type
-- All Site Locations -- 7 - All Account Types -

® show Credentials | have access to O Show all Credentials

Actions  Description

T

Azure AD Priv Account for Contosp

Cisco Admin Account - Root

Cisco Admin Account - Root

Cisco Admin Account - tsandx

Cisco Enable Secret for Resetting Named Accounts
Cisco Mamed Account for Resetting Enable Sacret
cvsinfotech Domain Admin2

Halox Site Location Account

Internal Linux - Root Account

0000000000

Linux Privileged Account - Putty with Private Key

" <23pn

Add | Toggle Visibility of Web APIIDs | | Grid Layout Actions...

-

™ Note: When apply permissions to Privileged Account Credentials, you can also specify Time-
Based Access as well - so user's access to the account can automatically be removed after a set

period of time.
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o" Privileged Account Credentials

Below are all the Privileged Account Credentials which can be used for Active Directory Account lookups, Host and Account Discovery, and Passwo
Privileged Account Filter

Site Location Account Type
-- All Site Locations -- - - All Account Types -

@ show Credentials 1 have access to O Show all Credentials

Actions  Description UserMame
T T
(4] Azure AD Priv Account for Contosp
2 view Permissions Root root
© Delete Root root
(] Cisco Admin Account - tsandx tsand
[~] Cisco Enable Secret for Resetting Named Accounts enable
[v] Cisco Mamed Account for Resetting Enable Secret tsand
[+] cvsinfotech Domain Admin2
(] Halox Site Location Account
[~] Internal Linux - Root Account root
(+] Linux Privileged Account - Putty with Private Key marlee

" <23p M

Add | Toggle Visibility of Web APIIDs | | Grid Layout Actions... ~
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o Edit Privileged Account Details
Please update details as appropriate below for the Privileged Account Details
MNote: If no permissions are applied to this account, then it cannot be used to perform any Account Discovery or Password Resets.
I privileged account credentials public key authentication
Description: * Update Active Directory Account Passwords |
UserMame: * |
' -
For Active Directory Accounts, specify the format of domain\userid
Site Location: Internal -
Account Type Active Directory M
Password: saraseas |Q v
Confirm Password:  |sssessss |
Link To P -- Not Required --
If you link this Privileged Account to a password record which is enabled for Password Resets, then the
Privileged Account Credential password will be updated once the password reset is complete. Note: Only
passwords which have been enabled for Reset, plus match the UserName above, will be visible here.
Save Cancel
2.26 PowerShell Scripts

Each of the various default PowerShell scripts for Account Discovery, Password Resets and
Account Heartbeat are available on this screen.

2 PowerShell Scripts
PowerShell scripts are the basis for the Password Reset, Validation, and Account Discovery engine built in Passwordstate.

By clicking on one of the buttons below you can view & test the default scripts provided by Click Studios, or you can create and edit your own.

2 Account Discoveries 2 Password Resets 2 Password Validations

In addition to these default scripts, you can also add your own scripts for your own Infrastructure
or Applications. See the Images and Account Types section of this manual for information about
how to add in a custom Managed Account. Adding in your own custom Managed Account into
Passwordstate means you will then be able to set your custom Powershell scripts on Password
Records.

Powershell scripts can also be assigned to Password Records as a Dependency, which means upon
a successful reset of a password record, you can have your custom Powershell script execute.
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Examples of these Password Dependency scripts could be emailing a distribution list of a
successful reset, or maybe updating a ticketing system.

Testing Scripts

Testing your Powershell scripts manually can be performed via the Actions menu, and this feature
could be used for troubleshooting purposes, as it is quicker than executing scripts via a Discovery
job or Password Reset for example.

2 Password Reset Scripts
Below are all the Password Reset Scripts you can associate with a password record, to be executed when the password is updated.
Script Filters

® show all Scripts O show only Inbuilt Scripts

Actions  Script Name Descriptior]

2 Reset SQL Password

2 Reset V
2 Reset V
2 Reset W
2 Reset W

~ED 00000

Edit Script Settings

Re p Test Script Manually

v Script Toggle Visibility of Web APl IDs Grid Layout Actions.. ™

When test a script, you should populate the appropriate fields and then click the Run Script
button. You will either get a successful result, or an error. In this example below, we are
executing a reset on alocal Administrator account on a Windows machine - this will reach out to
the remote host (webserver01) and perform the actual reset on the account (testuser)
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Script Parameters

Specify parameters here to pass to the script as appropriate - multiple Hosts can be specified by adding one per line.

prertame “es{use‘
Old Password: ‘

New Password [ronennes

Privileged Account UserNfme: ‘ha\ox\pwsﬂ.ue

Privileged Account Passwird:  [essesse

< »

Script Output

Executing for Host 'webserverOl' at 9/02/2021 12:51:21 PM.
Success

xpand Name

Code Signing PowerShell Scripts

Powershell has optional security to only allow scripts that have been digitally signed to be
executed. Under normal circumstances, setting the policy on the machine via the
Set_executionPolicy AllSigned option will deny scripts from being run unless they are signed with
a trusted certificate. Passwordstate does not execute its Powershell scripts directly from the file
system, so the "AllSigned" policy does not affect the scripts that Passwordstate executes. Rather,
it loads the script directly from the Passwordstate database and executes in memory.

For this reason, you can still set your Passwordstate server execution policy to any value you like,
and this will not affect Powershell operations within Passwordstate.

SSH Template Scripts

If you are hoping to build scripts that connect to devices using the SSH protocol, then there is a
feature you can use called SSH Templates which are predefined scripts built in to Passwordstate.
With these scripts, all you need to do is set some SSH commands you wish to issue to your SSH
device, and then also set some Error Capturing commands. This makes building custom scripts for
SSH devices very easy, and more information about how to build these scripts can be found in
Section 16 of this manual:

https://www.clickstudios.com.au/downloads/version9/Passwordstate Privileged Account Mana
gement Manual.pdf
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2.27 Remote Session Management

On the Remote Session Management screen, you can:

See all Remote Session Credentials which have been added into Passwordstate, regardless of
whether your account has been give access to them or not

View and play back recorded remote sessions (for the browser based version of the Remote
Session Launcher)

And configure various settings for the Gateway for the browser based version of the Remote
Session Launcher

Or follow instructions for configuring the Browser Based Remote Session Launcher Gateway
separate to your normal Passwordstate web site

& Remote Session Management

Passwordstate has two types of Remote Session Launchers available, with the following features:

Browser Based Launcher

LRI

Client Based Launcher

Client Install

LRI Y

ssion Credentials

y settings for the Browser Ba

gs, or you can configure th

clicking on one of the buttons below you can view al

® Remote Session Credentials P Recorded Sessions & Browser Based Gateway Settings =" Install Browser Based Gateway

™ Note: For Remote Session Credentials via this page, if you are changing the 'Link to Credential'
field for the record, only Password records that your account has access to will show here - just
the same as on the Hosts tab as well.
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4 Remote Session Credentials
Below are all the Remote Session Credentials added to Passwordstate - used for the Remote Session Launcher feature,
Actions  Description Host Name Match Site Location Connection Type Linked To Password Permission Count
T T T T T
(] Cisco Devices terna SSH :i 7
(+] main Account nterna RDP ==
[~} Linux Sessions ] S5H A i 7
SRS w0 = .
[+] saL saL &S 7
(] SSH Key test [ udesktop SSH fa 3
[+] VNC nterna VNC == omai 7
Return Previous Screen Grid Layout Actions.. ¥

2.28 Reporting

On the Reporting screen, there are many pre-defined reports you see below which can be run.
Various reports allow filtering on various fields, and data can also be exported to Excel if required.

These reports can also be scheduled via the screen Reports ->Scheduled Reports, or can be
executed via the API (either using the Reporting API Key, or without if accessing via the Windows

Integrated API).

™ Note: No password values are exported in any of the reports on this screen.
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2.29

I Reporting

To view details of a report, select it from the list below, and click on the 'Run Report' button to execute.

MNote: These reports can also be scheduled from the 'Reports -> Scheduled Reports’ menu - if you've been given access to this menu.

User Reports

What passwords can a user see?

What passwords does a user still know?

What has a user been doing lately?

What Failed login attempts have there been?

Who hasn't logged in recently?

Who has one or more Security Administrator roles?
What Remote Sessions has a user been doing lately?
What user accounts are currently disabled?

What user accounts are set to expire?

Which users have logged in using the Emergency Access account?
What user account impersonation has been occurring?
What authentication option is applied for each user?

Permission Reports

What permissions exist (all users and security groups)?
What permissions exist for a user?

What Permissions exist for a Security Group?

What permissions have changed recently?

What permissions exist for all shared password records
(enumerated permissions report)?

What permissions exist for all Host Folders?

Who has been approved access to passwords recently?

Who has been denied access to passwords recently?

How many Administrators are there for each Shared Password List?
How many Administrators are there for each Password Folder?

Miscellaneous Reports

Where are Privileged Account Credentials currently being used?
What security groups exist, and who are their members?

What Host records exist in Passwordstate, and what are each of
their configuration items?

Password Reports

What passwords have failed Heartbeat?

What passwords have failed Reset?

What passwords reguire checkout?

What passwords are currently checked out?

What passwords require a Reason to be specified for access?
What passwords are expiring soon?

What passwords have recently been reset?

What password values have been reused?

What passwords have not been used lately?

What Passwords are not being synced?

Show Passwords configured for resets and their dependencies
Passwords Strength Compliance Status

Have | Been Pwned Compromises

Activity Reports

Remote Session Launcher Activity
Browser Extension Activity

Mobile Client Actviity

AP Activity

Self Destruct Activity

Passive High Availability Module Activity

Document Reports

What documents have been uploaded into Password Folders?
What documents have been uploaded into Password Lists?
What documents have been uploaded into Password records?
What documents have been uploaded into Host Folders?
What documents have been uploaded into Host records?

Scheduled Reports

View and Manage all Scheduled Reports created by users

Security Administrators

The 'Security Administrator' role in Passwordstate provides access to one or more features in the
Administration area. If a user's account is not set up as a Security Administrator, the

Administration Tab will not be visible to them.

There is a one-to-one mapping of Security Administrator roles to each of the Nodes/Features you

see in the Administration Navigation Tree.

™ Note : To ensure there is a clear separation of elevated privilege responsibilities within
Passwordstate, you cannot modify any Security Administrator role settings for your own account -
another Security Administrator will need to do this for you. As such, Click Studios recommends
you have at least 2 Security Administrators assigned, otherwise you may need to use the
Emergency Access account to make changes to this role if required.
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2.30

#? Security Administrators
Listed below are the Security Administratars of Passwordstate, and their respective roles

Menu Visibility

If a user does not have a specific Security Administrator role, select if you would like to disable or hide the appropriate menu item(s)
@ Disable the menus O Hide the menus
Actions  User or Security Group Mumber of Roles
[+ & Image Capture (haloxiimages) 45
o =z 25
o = 25
° - 45
o ar 45
[~ ] & Video Capture (halox\videos) 45
Add | Grid Layout Actions...  ~
Security Groups

Security Groups allows you to manage either local security groups created within Passwordstate,
or Active Directory security groups. These groups can then be used for applying permissions to
Password Lists, or to give/deny access to various features.

On the Security Groups screen, you have the following features available:

Add Local Security Group

Allows you to add a "local" security group to Passwordstate, which you can then assign one or
more user accounts to the security group.

= Note: Once you have added the local security group, you can assign user account membership
by selecting the 'Manage Members' menu item from the appropriate Actions menu
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= Add New Local Security Group
To add a new Local Security Group to Passwordstate, please fill in the details below.

Mote: Once the Security Group is created, you can then begin to assign members.

security group details

Please specify a Name and Description for this Local Security Group.

Site Location * Internal -

Security Group Mame *

Drescription | ‘

Hide Group in U [ Hide on all screens in Ul where you can apply permissions

Save Save & Add Another Cancel

Add Active Directory Security Group

To add an Active Directory Security Group, you simply need to search for the group you require,
then click on the appropriate Save button.

™ Note 1: When you add a security group, if there are any new user accounts found which do not
already exist in Passwordstate (on the User Accounts screen), there is on option on the screen
Administration -> System Settings -> Active Directory Options Tab which allows you to also
automatically add these user accounts.

™ Note 2: Cross domain membership in Security Groups is not supported
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2 Add Active Directory Security Group

To add a new Active Directory Secunity Group to Passwordstate, please use the search feature below
security group details
Please use the search feature below to search for an Active Directory Security Group.
Security Group Name ™ | core =
AD Domain * ~
LDAP Filter : | |0
Description | |
Hide Group in Ul [ Hide on all screens in Ul where you can apply permissions
Security Groups Search Results A

= CoreAdmins
Status: Records found Save Save & Add Another Cancel

Nested Security Groups

Nested Security Groups are supported in Passwordstate, but we do not maintain the nesting
structure of those security groups. Instead, all the members of the nested Security Groups, will
show in Passwordstate as members of the "parent" security group.

™ please Note: Nested Security Groups are only supported within the same Active Directory
Domain i.e. you cannot nested a Security Group from Domain B, beneath a Security Group from
Domain A.

Debug Security Group Membership
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In the event you are having some issue synchronizing the membership of an Active Directory
Security Group, the 'Debug Security Group Membership' screen allows you to query the members
of the security groups, and provide some additional debug information which may be useful for
determine the cause of the issue.

& Active Directory Security Groups Debug Screen
This page will allow you test querying the membership of An Active Directory Security Group, and provide additional debug information during the process.

To use this feature you will need to first search for the appropriate Security Group. When you click on a Security Group in the search results, it will attempt to enumerate all the members for you.

security group details

Please use the search feature below to search for an Active Directory Security Group.

Security Group Name * |CD|‘eAdm|'ns ‘:.-
AD Domain * -
LDAP Filter : | ‘o
Security Groups Search Results Debug Information

Debug 1: ctx = New PrincipalContext(ContextType.Domain, FQDN, ADUserName, Password)
Debug 2: FQDN = clicksec.net, ObjectSID = S-1-5-21-311937828-3021193869-608170936-1670
I,}) Debug 3: Using members As PrincipalSearchResult(Of Principal) = GroupPrincipal.GetMembers(True)
Debug 4: Dim strUserlD As String =

Passwordstate.ActiveDirectory.GetUsersDomainNetB O:FlcmD tinguishedName(ADDomainsTable,
strSaméAccountMName, pD\stlrgu shedName.ToString(), ..., w...)

Debug 6: Dim strUserlD As String =
Passwordstate.ActiveDirectory.GetUsersDomainMetBIOSFromDistinguishedName(ADDomainsTable,
strsamAccountName, p.DistinguishedName.ToString(, ., ww) =

Status: 4 account(s) found. Clear Results Cancel

Local Security Group Actions Menu

Once you have created a Local Security Group, the 'Actions' drop-down menu has two features you
can use:

e Manage Members - allows you to add or remove members from the security group
e Delete - delete the security group from Passwordstate. This does not delete any user accounts,
only the security group itself

™ Note: If the Security Group has been used to apply permissions anywhere within
Passwordstate, removing members from the security group, or deleting the Security Group itself,
will remove one or more user's access
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Actions Security Group
T

& Accountants (1)

& Cisco Engineers 3nd Level (1)

o

(4]

2 iznage Members 3)

€3 Delete ‘oup (2)
o

WO W Y

& |S Department (halox) (3)

Active Directory Security Group Actions Menu

Once you have add a new Active Directory Security Group, the 'Actions' drop-down menu has two
features you can use:

e Manual Synchronization - synchronization membership of an Active Directory Security Group
can be done in one of 3 ways:
o When you first add an AD Security Group to Passwordstate
o The Passwordstate Windows Service can perform the synchronization on the schedule you
have specified on the screen Administration - > System Settings -> Active Directory Options
Tab
o Or by clicking the 'Manual Synchronization' menu item
e Delete - delete the security group from Passwordstate. This does not delete any user accounts
in Passwordstate, and does not touch your Active Directory environment in any way

Actions | Security Group
T
> (v ] & Accountants (1)
% (v ] & Cisco Engineers 3nd Level (1)
> 0 ® CoreAdmins (halox) (3)
> ~? Manual Synchronization 2]
> € Delete
> (v ] & Juniper Engineers (1)
-

Clone Security Group Permissions
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It's possible to clone the permissions from one Security Group to another using the 'Clone
Permissions' feature.

™ Note 1: When cloning occurs, the Destination Security Group's permissions are first removed —
otherwise duplication would occur

™ Note 2: Security Group Memberships will not be cloned with this process, as you need to
manage these memberships yourself - either manually for Local Security Groups, or by letting the
AD synchronization work for AD groups.

During the cloning process, the following types of permissions will be cloned:

e Any memberships to Email Notification Groups

e Any of the ‘Features’ permissions for what menus the user is allowed access to at the bottom of
the screen

e Any permissions to Password Lists (auditing records are added)

e Any Password Permissions (auditing records are added)

e Any permissions to Password Lists Templates (auditing records are added)

e Any Security Admin Roles (auditing records are added)

e Any User Account Policy permissions
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#1 Clone Security Group Permissions
To clone permissions for a Security Group, you need to select the Source and Destination Groups below, then click on the 'Clone’ button.
Please Note: Please refer to the Security Administrators' manual for what processing occurs when you clone a Security Groups's permissions (Important)
e
Site Location @ | |nterpal -
Source Security Groups Destination Security Groups
Fi (®]  |Ater x]}
EI_ CoreAdmins (halox) EI_ CoreAdmins (halox)
EI_ Desktop Team (halox) EI_ Desktop Team (halox)
‘%I—uman & Resources ‘%I—uman 8 Resources
EI_ 15 Department (halox) EI_ 15 Department (halox)
EI_ Local Domain Group (halox) EI_ Local Domain Group (halox)
‘%MyﬁroupZ %MyGrOUpZ
&0, Nested Group 1 &0, Nested Group 1
98 Metwork Team 9‘5 Metwork Team
&, Passwordstate-Auditing Security Group &, Passwordstate-Auditing Security Group
&, Passwordstate-Export-All-Password Security Group &, Passwordstate-Export-All-Password Security Group
98 Radius Users 9‘5 Radius Users
%SecurftyGroup'l %SecurityGroup‘l
‘%SecurityGroup.? ‘%SecurityGroupZ
‘%S}fdney-TestGroup ‘%S}fdney—TestGroup
S Test & Test
Status: Clone Permissions Cancel

Debug Active Directory User Account and Security Groups
Synchronization Process

By clicking on the 'Debug AD Sync Data' button, it allows you to turn on some debug capturing
when the Passwordstate Windows Service performs the Active Directory User Account and
Security Group synchronization process.
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= Debug AD Sync Data

By enabling the D
by the Pas

nable Debugging:
Search Debug Data

Debug Information :

Date Debug Information

Mo records to display.

Return | Refresh Grid Export Purge Debug Data

¥ Information ® Warning # Error Search

zation process will add debug information to the grid below. The scheduled AD Synchronization process is performed

Event Type

Grid Layout Actions..  ~

2.31 System Settings

System Settings are used to specify any number of system wide settings in Passwordstate, which
can affect the majority of users within the system.

Active Directory Options Tab

Allowed IP Ranges Tab

API Tab

Auditing Data
Authentication Options Tab

Branding Tab

Check for Updates Tab

Email Alerts & Options Tab
Folder Options

High Availability Options Tab

Hosts Tab

Miscellaneous Tab

Mobile Access Options
Password List Options Tab
Password Options Tab

Various settings for synchronizing Active Directory user
accounts and security groups with Active Directory

Specify which IP Addresses or IP Address Ranges are allowed to
access the Passwordstate web site or API

Create various API Keys for making calls to the Passwordstate
API, and also various settings for the Standard APl and also
Windows Integrated API

Various options for archiving auditing data

Various options and settings for authenticating to the
Passwordstate web site

Specify your own Logos and Page Titles to use on various
screens and dialogs

Specify how frequently Passwordstate should check for new
versions

Multiple options for various email notifications

Specify various settings for Folders within the main Navigation
Tree.

Specify how frequently the High Availability instance of
Passwordstate should check for new/update Custom Images
and Logos, and write these to disk

The Hosts tab has a few options for showing or hiding all the
Hosts users have access to, on the Password Home and Remote
Session Launcher pages

Various settings which don't fall into any other of the 'Tab'
categories

Specify various system wide settings for the Mobile App
Settings which are specific to Password Lists

Settings which are specific to individual password records
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2311

Password Reset Options Specify various settings when updating passwords in Active
Directory, and specify who is allowed to enable the 'Password
Reset' option on Password Lists

Email, Proxy & Syslog Servers Tab Email Server settings, proxy and syslog settings

Self Destruct Messages Various settings for the Self Destruct Message feature

Usage Tracking Tab Allows you to specify your own JavaScript code to be inserted
into the main /default.aspx page

User Acceptance Policy Tab Specify a popup 'User Acceptance Policy' which users must read

when they access the Passwordstate web site

Account Discoveries

The Account Discoveries screen allows you to configure the number of simultaneous threads to
use when executing Account Discovery Jobs i.e. how many hosts to query in parallel, as well as
purging settings for the history of jobs.

Q System Settings

System Settings apply to all users in Passwordstate, To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save’ button.

Search Settings: ||

active directory options allowed ip ranges api auditing data authentication options branding check for updates

email alerts 8 options folder options high availability options hosts miscellaneous mobile access options password list options password options
password reset options proxy & syslog servers self destruct messages usage tracking user acceptance policy

Please specify appropriate settings for the Account Discovery feature in Passwordstate.

Account Discovery Settings

When performing Account Discoveries, use the following number of multithreaded processes for connecting to hosts:

1 Thread o

Purge Discovery Job History older that (x) days:
O

Save | Save & Close

2.31.2 Active Directory Options Tab

The Active Directory Options tab allows you to specify an account to interact with Active Directory,
and various options for User Accounts & Security Groups.

Passwordstate AD User Account and Security Group Membership
Options

The 'Passwordstate User Account and Security Group Membership Options' settings allows you to
specify various options for synchronizing User Account enabled/disable status, and security group
memberships within Passwordstate.

If a User Account is found within a Security Group which hasn't already been added to
Passwordstate, would you like to automatically add the User Account;
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When the Passwordstate Windows Service synchronizes the membership of any Security Groups
you've added on the Security Groups screen, it's possible there will be user accounts in the Active
Directory security group which have not yet been added to the User Accounts screen. If this is the
case, you can use this option to automatically add the accounts to Passwordstate, or simply ignore
the account.

™ Note: If you reach the maximum number of Client Access License as recorded on the License
Information screen, the user accounts will not be added to Passwordstate.

Synchronize the enabled/disabled status of Active Directory user accounts with the user accounts
in Passwordstate;

Using this option, if the enabled/disabled status of a user account in Active Directory is changed,
you can also synchronize that change to the account stored in Passwordstate.

When a new Active Directory user account is added to Passwordstate as part of the
synchronization process, immediately disable the account:

If you have arequirement to disable Active Directory User Accounts when they are initially added
into Passwordstate as part of the AD synchronization process, then you can enable this option.

When an account in Active Directory is deleted, perform the following in Passwordstate:
If a User Account in Active Directory is deleted, you can choose either you want to delete itin
Passwordstate, or simply do nothing.

When a user is removed from a Security Group, and that user no longer belongs to any Security
Groups, perform the following in Passwordstate:

If a user no longer belongs to any Active Directory Security Groups, which have been added to
Passwordstate, you can choose to disable it, or do nothing with their account.

When performing an AD Sync, synchronize the email field for the user (AD attribute is called
mail):

If you do not wish to populate the email address field in Passwordstate with what's stored in AD,
set this option to No.

For User Accounts which are disabled in Passwordstate, automatically delete these accounts after
the number of specified days below, based on the date the account was disabled

For this setting, you can choose not to automatically delete disabled accounts, or delete aftera
set period of time.

Synchronize Security Group Memberships, and User Account status at:

Synchronizing of Active Directory security group memberships, and the status of user accounts
(either enabled, disabled or deleted status), can be done either once a day or more frequently if
required, by choosing the appropriate option here.

When synchronizing Security Groups, or querying the status of an AD User Account, pause for (x)
seconds between consecutive calls to Active Directory:

So the Passwordstate Windows Service doesn't perform too many consecutive queries to Active
Directory too quickly, you can add a pause for this.
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™ performance Tip: If you have many Active Directory User Accounts added to Passwordstate, the
synchronization of the features above will perform significantly better if these user accounts
belong to one or more Security Groups, and these Security Groups have also been added to
Passwordstate via the page Security Groups. The reason for this performance improvement is
because all the users can be enumerated with one call to Active Directory for the Security Group,
instead of making separate calls for every single account. If you have many AD users added to
Passwordstate (i.e. 200+), it is recommended you add one or more Security Groups even if you
don't use them to apply permissions anywhere.

Allowed IP Ranges Tab

The Allowed IP Ranges Tab allows you to specify a range of IP Addresses where clients are
allowed to access the Passwordstate web site, make calls to the Passwordstate API, or access to
the Emergency Access login page.

Specifying IP Ranges can be done in the following format:

e 192.168.1.* (all addresses in the range of 192.168.1.0 to 192.168.1.255)

e 192.168.*%.* (all addresses in the range of 192.168.0.0 to 192.168.255.255)

192.*.* * (all addresses in the range of 192.0.0.0 to 192.255.255.255)
192.168.1.1-192.168.2.50 (just the addresses in the range of 192.168.1.1 to 192.168.2.50)
192.168.1.50 (just a single IP Address)

™ Note 1: Regardless of the settings you specify here, you will always be able to access
Passwordstate if logged into your web server directly, or via the Emergency Access account

- Note 2: If making an API call from an IP Address which is not authorized, then APl will return a
HTTP Status Code of 403 - Forbidden

You can set the Allowed IP Ranges separately for each of the 3 features (web site, APl and
Emergency Access Login), and the features below are also possible for further restricting access to
the Passwordstate web site.

If the Passwordstate web site is accessed outside of one of the IP
Ranges listed above, force the user to authenticate using the
following method

If you would like to choose a different authentication method when your users our outside of
your internal network, then you can choose the option from here.

By default, access from IP Addresses which aren't listed as 'Allowed' will be blocked. By selecting
an authentication option instead, you can enforce a different authentication mechanism. Thisis a
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more secure option if you use Passthrough Authentication within the office, but want to further
secure access to Passwordstate when outside of the office.

If the Passwordstate web site is accessed outside of one of the IP Ranges listed above, force the user to authenticate using the following method:

Authentication Option: NI G (g -

Deny Access Altogether
Inactivity Time Out for s ;4031 AD Authentication
3 Manual AD and Google Authenticator
Manuzl AD and RSA SecurlD Authentication
Manuzl AD and ScramblePad Authentication

API Allowed IP Ran Manual AD and Email Temporary Pin Cade

Specify the Allowed |p Rz Manual AD and Authanvil Authentication status Code 403 (Forbidden) will be return if outside of these IP Range(s)
Manual AD and Duo Push Authentication
Note : Each individual Pas Manual AD and SafeMet Authentication iges by editing the settings for the Password List, and specifying networ

Manuzl AD and One-Time Password

Manuzl AD and RADIUS Authentication

Google Authenticator

RSA SecurlD Authentication

ScramblePad Authentication

Email Temparary Pin Code -

Inactivity Time Out for sessions outside the Allowed IP Ranges above
(mins)

The default Inactivity Timeout setting can be found on the Miscellaneous Tab. If you have
restricted access to Passwordstate to specify IP Subnets/Addresses, it's also possible to specify an
alternate timeout value when users are out of the office (allowed IP ranges)

2314 APITab

There are two types of APIs available in Passwordstate:

e Standard API - One in which requires the use of APl Keys, and is not 'user account' aware (all
auditing records will be recorded as Web API Account)

e Windows Integrated API - One which is integrated with Active Directory and is 'user account'
aware (all auditing records will be recorded as the user account making the call)

The API tab in System Settings allows you to specify the following:

e Create various APl Keys for the Standard API

Whether API Keys are allowed to be used in QueryString URLs

Whether or not the 'PreventAuditing' parameter on certain APl calls is allowed to be used or not
Which users are allowed to access the 'Toggle Visibility of Web API IDs' menu option on each
Password List

APl Keys can also be specified per Password List. If you don't want all 'Administrators' of
Password Lists to be able to create these keys, you can also restrict access on the Feature Access
screen

If you want to be able to use Two-Factor Authentication with your API(s).
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e Onthe screen Authorized Web Servers you can also specify if either of the Standard or Windows
Integrated API's are allowed to be used at all

e You can also restrict which users are allowed to use the Windows Integrated APl on the Feature
Access screen

2 System Settings

System Settings apply to all users in Passwordstate. To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save’ button.

Search Settings:

account discoveries active directory options allowed ip ranges api auditing data authentication options branding check for updates

email alerts & options folder options.

high availability options

hosts miscellaneous mobile access options password list options password options

password reset options proxy & syslog servers self destruct messages

b

usage tracking user acceptance policy

Common AP| Settings

Allow the use of the 'PreventAuditing’ parameter when retrieving passwords via the API:

®@ves ONo

Enable the ‘Toggle Visibility of Web API IDs' menu for users with Modify or Admin rights to the Password List only (if st to No, all users, regardless of their access rights, will also have
access to this menu):

®@ves ONo

Windows Integrated API Settings

One-Time Password are required when making calls to the Windows Integrated API:

Oves ®no

Standard AP Settings

Prevent APl Keys being included in the QueryString of the APl Methed call, instead of in the Header Request:
(Note: Specifying the API Keys in the QueryString is less secure than the Header Request)
OnNo ®ves

2FA with One-Time Password:
In order to use One-Time Password Two-Factor authentication when executing calls to the Standard API, you will need do:

1. Generate a new barcode/secret key
2. Scan the barcode into your 2FA App on your mobile device, or manually type in the displayed Secret Key

3. Click on the 'Save’ button
3. Include the 6 digit One-Time Password with all calls to the Standard API.

Secretiey:| ]| New || ce

(not case-sensitive)

Standard APl Keys

Name
System Wide

Hosts

Description
The System Wide API Key can perform many Password List and Password record related calls, for all Shared Password Lists

Allows you to manage Host related records

Password Generator Allows you to return Password Generator Policies of

2.31.5 Auditing Data

To help with the performance of the User Interface, and Archive table is also used for Auditing
data. Certain rules for the archival can be configured for this feature, as per the options you see
below in the screenshot.
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€ System Settings
System Settings apply to all users in Passwordstate, To modify the system settings, please make changes within the zppropriate tabs below, then click on the 'Save’ button.

Search Settings:

account discoveries active directory options allowed ip ranges api authentication options branding check for updates

email alerts 8 options folder options high availability options hosts miscellaneous mobile access options password list options password options

password reset options proxy & syslog servers self destruct messages usage tracking user acceptance policy

Please specify appropriate settings below for archiving Auditing data into the AuditingArchive table - by keeping the number of rows in the main Auditing table to a reasonable level, will help with
performance of the User Interface.

Auditing Archive Settings

Specify the maximum number of rows you would like to keep in the Auditing table - any quantity of records exceeding this, will be moved to the AuditingArchive table.
500000 (setting to O will disable any archiving)

Archive APl Auditing data daily, regardless of the number of "active’ records specified above:
Oves @no

Specify what time of data the archiving occurs:
0g ~ Hour 1p + Minute

Miscellaneous Settings

Show Auditing data in the Recent Activity Grid to users with the following permissions:
W List Administrator I.-‘cdr';." B view EGuest B secur ty Administrator

Save | Save & Close

2.31.6 Authentication Options Tab

The Authentication Options Tab provides various settings for when your users first authenticate to
the Passwordstate web site. There are multiple different types of authentication options you can
choose from, and some will need extra configuring on remote systems such as the SAML or Radius
options.

By Default, the authentication option you select from the System Settings -> Authentication
Options tab will apply to all users in the system. The users are also able to change the
authentication type under their own personal preferences, but if you do not want users to have
the ability to choose their own authentication option, please consider setting up a User Account
Policy (UAP). User Account Policies in Passwordstate are similar to Windows Group Policies - You
create some settings and then apply the policy to the one or more users.

An example could be you will create one UAP to force one set of users to authenticate using
Google Authenticator. You then set up a second UAP to apply to a second set of users who will
simply log in with their Active Directory Username and Password.

More information about User Account Policies can be found further on in this manual: User
Account Policies

™ Note 1: Certain options on this screen will be disabled by default, due to Anonymous
Authentication being enabled for the Passwordstate web site in IIS

™ Note 2: If in the event you lock yourself out of authenticating against the Passwordstate web
site for any reason, you can always use the Emergency Access account to gain access to the system
and revert out any change.
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™ Note 3:1f using Active Directory accounts for authentication, users can also login using the
userPrincipleName AD attribute for this account. If doing this, itis recommended to hide the
Domain Drop down list on login screens, as this may confuse users. This setting can be found
under the Authentication Options tab.

Authentication Option

There are multiple different authentication options available for when your users first access the
Passwordstate web site, and they are:

AD Single Sign-On Authentication

If DNS, your browser, and the site in lIS is configured correctly, your browser should not prompt

you for your account details when using this authentication method, instead it should pass your

account details to the Passwordstate web site in IIS, and |IS ensures your account exists in Active

Directory.

In 1IS on your web server, you will need to disable Anonymous Authentication for Single Sign-On
Authentication to work. First, open IIS and click on your Passwordstate website, and then select
the Athentication Options button:

W Internet Information Services (II5) Manager

—
« € » PSSERVERDT » Sites » passwordstate »

File Wiew Help
Q- iil2 8 0 pi tate Home
9 LB

g Start Page

: - W Go - [ghShow A by - [~
~ 42| PSSERVERD! (CLICKSEC! ls2nd) = Go - g Show e y: Area FE
i ASP.NET

i ¥ Application Pools

w [@] Sites . . = ,[, B\ 9\.
g Default Web Site g - N =N
ﬁ passwiordstate MET MET MET .MET Profile  .MET Roles MET Tru
& passwordstateappsenver Authorzat.. Compil Pages Globalezation Levels

& PasswordstateResetPortal IS

'ﬁ PasswordstateSelfDestruct )
& o ' ' e
B 9 o B @A & &

HAuthentic.,. Compression Default Diirectory  Error Pages Handler HTTP
|% Docimannt  Broucion 1 Mappings Respen.

nfigure authentication settings for sites and applications

Management

B

Configurat...
Editor

Now make sure you have Anonymous Authentication Disabled, and Windows Authentication
Enabled:
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h_'j nternet Information Services (I15) Manager

“ & » PSSERVERDO1 » Sites » passwordstate »
File VWiew Help
2 I I - -
Q-2 I8 0 Authentication
jreg StartPage Group by:  No Grouping -
» M3 PSSERVERD! (CLICKSEC\lsand)
' Y Mame Sratus Response Type
g Apphcation Pools F ¥F
“w @ Sites Anonymous Authentication Disabled
& Default Web Site ASP.MET Impersonation Disabled
& passwordstate Forms Authentication Disabled HTTP 302 Login/Redirect
& passwordstateappserver Windows Authentication Enabled HTTP 401 Challenge

& PasswordstateResetPortal
Q PasswordstateSelfDestruct

e

Manual Login Authentication
e With Manual Login Authentication, users can either authenticate with their Active Directory
account, or Local Accounts which have been created within Passwordstate

Manual Login and Google Authenticator

e Both Manual Login and Google Authenticator is required for this option

e The QR Code for Google Authenticator can either be generated on the user's Preferences
screen, or upon initial authentication of not already set. The user required the Google
Authenticator app on their smart phone, or equivalent app which supports one-time password
authentication

Manual Login and RSA SecurlD Authentication

e Both Manual Login and RSA SecurID authentication is required for this option

e To use this authentication method, the user must have a valid SecurlD account and token, and
must have specified their SecurlD UserID field on their Preferences screen. If not specified on
the Preferences screen, you will be prompted to provide this on initial authentication

Manual Login and YubiKey Authentication

e Both Manual Login and Yubikey authentication is required for this option

e Yubico supports the following protocols - OTP, OATH - HOTP or OATH - TOTP

e Yubico OTP protocol requires further configuration on the section below labeled 'YubiKey
Authentication Settings'

e To use this authentication method, the user must select which protocol they want to use on
their Preferences screen, as configure settings as per documentation provided in the
Passwordstate User Manual. If not specified on the Preferences screen, you will be prompted to
provide this on initial authentication
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Manual Login and ScramblePad Authentication

e Both Manual Login and ScramblePad authentication is required for this option

e To use this authentication method, the user must specify their ScramblePad Pin number on the
Preferences screen, or Security Administrators can do it for them on the User Accounts screen

e When authenticating, the user needs to enter the corresponding letter that is displayed on the
screen, matching the numerals specified for their Pin Number

Manual Login and Email Temporary Pin Code

e Both Manual Login and Email Temporary Pin Code authentication is required for this option

e The user must specify on their Preferences screen, what email address they want their
temporary pin code emailed to

e The length of the Pin Code, and the time in which it expires, can also be set on this
Authentication Options tab screen

Manual Login and Duo Authentication

e Both Manual Login and Duo authentication is required for this option

e User's must have specified their Duo Username on the Preferences screen in order to
authenticate. If you have more than one device assigned to your Duo again, you will be
presented with a list of devices to choose from

e Please refer to the following document as to how to configure Duo Authentication in both the
Duo Portal and Passwordstate - Duo Auth API Configuration

Manual Login and One-Time Password

e Both Manual Login and One-Time Password authentication is required for this option

e One Time Password is a generic authentication option that can work with any software that
supports it, such as Microsoft Authenticator.

e One-Time Password authentication supports the TOTP and HOTP algorithms - TOTP being time-
based, and HOTP being counter-based. Both hardware and software tokens can be used for this
authentication method

e When using One-Time Password as your Authentication option, any new user will be presented
with a QR code on their log in screen when first logging into Passwordstate. They should scan
this code into their phone, and when logging in for the first time successfully, this will save the
QR code into the Passwordstate database for that particular user. The user can clear this QR
code under their own personal preferences, or a Security Administrator can clear the code on
the user's behalf from under Administration -> User Accounts -> Open the User ->
Authentication Options tab

e Clearing the code will present them with a new one to scan in, either under their own personal
preferences, or on the Passwordstate log in screen.

Manual Login and RADIUS Authentication
e Both Manual Login and RADIUS authentication is required for this option
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e Passwordstate can authenticate to a RADIUS server, and your RADIUS server can be configured
for specific authentication methods for different accounts

™ please Note: If you are using the FIPS Enabled version of Passwordstate, RADIUS
Authentication is not possible - If you enforce FIPS compliance on your systems, there is currently
no supported authentication protocol for communicating with a RADIUS server. PAP and CHAP use
the MD?5 algorithm to encode their responses, and one step in the construction of the MS-CHAPv2
response requires using the MD4 algorithm to match how NT systems hash their passwords.
Neither of these algorithms are permitted by FIPS-compliant mode.

AD Single Sign-On

¢ When Anonymous Authentication for the Passwordstate web site in Internet Information
Services (lIS) is disabled, it is possible to use any one of the Active Directory Single Sign-On
authentication options available in Passwordstate

e Single Sign-On allows your browser to pass your authenticated domain credentials from your
browser to IIS, which validates your authentication, and allows you to login to Passwordstate
without any manual username and password authentication

e The following AD Single Sign-On and secondary authentication options are available in
Passwordstate, with the same criteria mentioned above for the 'Manual Logins' being relevant
here also:
o AD Single Sign-On and Google Authenticator
o AD Single Sign-On and RSA SecurlD Authentication
o AD Single Sign-On and YubiKey Authentication
o AD Single Sign-On and ScramblePad Authentication
o AD Single Sign-On and Email Temporary Pin Code
o AD Single Sign-On and Duo Authentication
o AD Single Sign-On and One-Time Password
o AD Single Sign-On and RADIUS Authentication

e When using any of the combinations above, both authentication options can be displayed on
the one screen, or split over two separate screens. See Various Authentication Options below
for more information

Various Authentication Options

Some of the authentication methods above also have various options which can be set, and they
are:

If one of the Manual Login authentication options are selected, auto-populate the UserID field
based on the current logged in Active Directory account

If you select one of the 'Manual Login' authentication options for your users, you can
automatically populate the UserlD field for them if required.

If one of the Manual Login Authentication options are selected, show a 'Domains' dropdown list
to form part of the UserName field
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This option provides a Domain drop down list on all the Manual Login Authentication screens so
the user doesn't need to type the domain prefix for their account

When Anonymous Authentication is disabled for the Passwordstate web site in IIS, make the
authentication a two-step process where the user first validates their AD or Login Login Account,
and then the additional Authentication option on the following screen

By choosing this option, the authentication process will be executed in two-steps - initially just
authenticating the user's Active Directory Domain credentials, and then any other additional
authentication options selected for their account. This is useful if users need to log into
Passwordstate with more than just one account

When Anonymous Authentication is disabled for the Passwordstate web site in IIS, disable the
UserlD field on authentication screens so it cannot be changed

If Passwordstate is configured for Single SignO-n with Active Directory i.e. Anonymous
Authentication in lIS is disabled, then you can use this option to disable the UserlD field on AD
Authentication screens if required.

When using Local Login accounts, disable the feature where users need to regularly change their
login password

When using Local Login accounts to login to Passwordstate, be default users will be required to
regularly change their login password. The frequency of the required change can vary from 15 to
90 days, depending on the strength of the password they enter. If you wish to disable this feature,
you can do so by selecting 'Yes' here.

Hide 2FA Secrets on the User's Preference screen (Yubikey, One-Time Passwords, and Google
Authenticator)

To further strengthen the security of Passwordstate, you can hide 2FA Secrets on the user's
Preferences screen.

For either Forms Based authentication accounts, or Local Login accounts, select which Password
Strength Policy the user's login passwords must adhere to

Password Strength Policies can also be used for passwords for user's accounts they authenticate
with into Passwordstate - this is only local accounts, and not Active Directory ones.

Protect against brute force dictionary authentication attempts by locking out an active session
after the following number of failed login attempts

You can configure the maximum number of failed login attempts, which will trigger a redirect to a
brute force lockout screen for the current session. The Brute Force detection feature works for all
authentication options in Passwordstate.

™ please note the following with regards to the Brute Force login feature:

¢ In the main Passwordstate Ul, Brute Force login will be tracked against the authenticating user
i.e, viatheir UserlD. So if two users are authenticating from the same IP Address, one user will
not lock out another user

e After a brute force lockout, the Passwordstate Security Administrator must clear the blocked
record on the screen Administration -> Brute Force Blocked IPs
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When tracking failed logins for Brute Force Login detection, track by
When tracking failed login attempts, you can track based on a combination of UserID and IP
Address, orjust the IP Address only.

If selecting 'IP Address Only', and you are using Load Balancers or Proxy Servers, please ensure
you have configured Passwordstate and your network devices for X-Forwarded-For Support.

In the event of a failed Active Directory Login attempt, delay the returned error message by the
number of seconds below - to obfuscate whether the failed login was caused by an unknown
account, or incorrect password

Active Directory responds with different times compared to an incorrect Username or Password.
This setting allows you to mask which type of authentication failure is happening, to prevent
someone knowing whether the Active Directory account exists or not

Hide the following Authentication Options on User's Preferences screen

If you wish to restrict which Authentication options user's can select on their Preferences screen,
then you can do so with this Dropdown list.

Time-Based One-Time Password Settings

With Time-Based One-Time Passwords, you can specify the following settings:

Allow hardware tokens to have a maximum Clock Drift of

As hardware tokens age, then can lose time - which is known as Clock Drift. This setting allows
Passwordstate to check (x) number of seconds ahead of what the current time is, to detect if there
is any clock drift for the users hardware token. If there is, then the user's preferences will be
updated to to reflect their token's time is out of sync with the current time.

Specify the default Time Step setting (seconds) which will apply to new user accounts added to
Passwordstate

Tokens generally use 30 or 60 second time-steps, and you can specify the default value here for all
new user accounts which are added to Passwordstate.

Counter-Based One-Time Password Settings

With Counter-Based One-Time Passwords, you can specify the following settings:

Specify the Look Ahead Window Size for finding a Counter match

Each time the user clicks on the button on their Counter-Based Token, it increments their counter
by 1. As the token may be used for other systems as well, there needs to be alook ahead value to
try and find a match. When the user successfully authenticates with a Counter-Based token, their
Preferences in Passwordstate are updated again to track what this counter value is - you can edit
this on the user's Preferences screen.

Specify the default number of Digits used for the One-Time Password
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By default, most Counter-Based tokens use 6 digits for authentication, but this can be configured
to any value your tokens support - this value is used when creating new user accounts in
Passwordstate, and each user can edit their own settings if needed

YubiKey Authentication Settings

If you are wanting to use the cloud based Yubico OTP authentication option, then this requires
your to obtain a Client ID and and Secret Key to use. You can get these from the following page on
Yubico's web site, and you must use your YubiKey to do this -
https://upgrade.yubico.com/getapikey/

Once you have done this, you can enter those details below, and then Save you changes.
Yubico also provide different API Urls as well if needed. The servers that Yubico provides are:

api.yubico.com

api2.yubico.com
api3.yubico.com
api4.yubico.com
api5.yubico.com

On Yubico's web site, they document that "These servers are hosted in different places and by
different organizations."

YubiKey Authentication Settings

Please specify settings for Yubikey OTP Authentication - this is for communicating with Yubica's API, and not

Yubico APl URL: https://apiyubico.com/wsapi/2.0/verify
Yubico API Client 1D: 53247
Yubico APl Secret Key:  sivviirsnirssnssasansinnnnn o}

Primary Site's SAML2 Authentication Settings

In order to use SAML2 authentication in Passwordstate, you must specify the following settings -
each of these settings can be obtained within the 'Application’' configured in your SAML2 Provider
account:

Certificate Type - either SHA1 or SHA256

X.509 Certificate

IDP Target URL

IDP Issuer URL

Audience Restriction (Mandatory for Azure AD and ADFS, and For Azure AD, it is the 'ldentifier'
value, and ADFS is the 'Relying party trust identifier' setting) - generally your Passwordstate URL
is specified for this.
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SAML User Identifier
Passwordstate can be configured to match certain "identifiers" for a user's accounti.e. UserlID,
Email Address or UserPrincipalName

Additional Authentication Option
If required, you can also enforce an additional authentication option on user's, once they have
successfully finished their SAML Authentication

Require users to re-authenticate even when they have an active session at the Identity Provider -
disables Single Sign On

When this option is set to Yes, any attempts to initiate a new session to Passwordstate, will
require the user to r-authenticate to their SAML provider - even if they are already authenticated
to their SAML provider. Effectively setting this option to Yes disables the Single Sign On design for
the SAML specification.

Single Logout URL
If you specify a Logout URL for your SAML Provider, then when users log out of Passwordstate they
will also be redirected to your SAML provider to log out of the active SAML session.

If you leave this field blank, it will end your session in Passwordstate when you log off, but it will
not end your session(s) and the Identity Provider's end.

™ Note 1: If the user s logged out of Passwordstate based on the 'Inactivity Time Out' setting on
the Miscellaneous tab, then they will be redirected to the SAML logout URL is specified here,
regardless of whether SAML Authentication is enabled for their account - when Anonymous
Authentication is disabled for the site in IS, it's possible SAML Authentication can be enabled for
a uservia their Preferences screen, or a User Account Policy within the Administration area.

™ Note 2: When anonymous authentication is enabled for the site in IIS (which includes forms
based authentication as well), you cannot use a User Account Policy to specify the authentication
type of SAML - User Account Policies first need to validate who the user s, before the policy can
be applied - which defeats the purpose of SAML.

™ Note 3: Audience Restriction can be any value, but most commonly your Passwordstate URL is
specified here

Each SAML2 Provider has different terminology for configuring the required URLs in their
'Application’, and you can view several examples in the following section - SAML2 Provider

Examples

High Availability Site's SAML2 Authentication Settings

If you are also using the High Availability Module and SAML Authentication, then you only need
also configure SAML settings for HA if you are using different URLs to access each of your sites.
This would also require a secondary "application" setup at your SAML Providers end, so they
redirection to the correct URL works.

o Certificate Type - either SHA1 or SHA256
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e X.509 Certificate
e |[DP Target URL
e |DP Issuer URL

RADIUS Authentication

You can also configure Passwordstate to authenticate to a RADIUS Server, by specifying the
relevant field values for your RADIUS server.

™ Note 1: Remember to configure a 'Client' for your RADIUS Server with the Host Name or IP
Address of your Passwordstate web server

= Note 2: On the user's Preferences screen, they can specify what their RADIUS Username is, and
then this will be used on each of the RADIUS authentication screens

™ Note 3: You can also set the UserName field on Authentication screens to be read-only as well
™ Note 4: If you are using the FIPS Enabled version of Passwordstate, RADIUS Authentication is
not possible - If you enforce FIPS compliance on your systems, there is currently no supported
authentication protocol for communicating with a RADIUS server. PAP and CHAP use the MD5
algorithm to encode their responses, and one step in the construction of the MS-CHAPv2 response
requires using the MD4 algorithm to match how NT systems hash their passwords. Neither of
these algorithms are permitted by FIPS-compliant mode.

Duo Security Two-Factor Settings

Specify the Integration and Secret Key for your 'Auth API' integration settings, as well as your API
HostName

™ Note: You must have an Enterprise Duo Security account to use this feature, and you need to
create a 'Auth API' integration for your Duo subscription via their web site. Information about
configuring the APl in Duo's portal can be found here Duo Auth API Configuration

Make the Duo Push Username field on the login screen read only

This option prevents a user from walking up to another user's computer, authenticating with their
own Duo Push Username, but then logging into Passwordstate as the other user - this can happen
when the Passthrough authentication occurs after the Duo Push authentication happens

Email Temporary Pin Code Settings

The Temporary Pin Code Settings allows you to specify the length of the Pin Code, and also how
long until the temporary Pin Code will expire if not used.

Minimum ScramblePad Pin Length

By default, the ScramblePad Pin length is 4 characters, but can be changed if required.
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2.31.6.1 Duo Auth API Configuration

In order to use the Duo Authentication feature, you must have an Enterprise account with Duo
Security, and your need to create an 'Auth API' Application in the Duo Portal, so you can add these
settings into Passwordstate. The following instructions will show you how to do this.

e First, login to your Duo Portal, and click on the 'Applications' menu
e Click on 'Protect an Application'

Applications /

Name -~ Type < Mew User Policy < Additional Information
Passwordstate Auth API Require Enrollment
Show 25 ¥ applications 1-1 of 1 total « < o > »

@ 2015 Duo Security. All rights reserved. Terms of service

e Chose the 'Auth API' Application

Protect an Application

| ]

», Array Array SSL VPN

Protect this Application RegdThe documentation

Auth API

Protect this Application Read the documentation

e Create the Secret Key and Name the Auth APl as appropriate
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Auth AP

@ See the Auth AP| documentation to integrate Duo into your custom application.

€gration key

FSHE4VUYLRCFMIST74

secret key

Don't write down your secret key or share it with anyone.

4Pl hostname  api-0eS1fecs.ducsecurity.com

Settings

General

Type Auth API

Name | Passwordstare|

Duo Push users will see tis when approving ransactions

Username normalization @ None

Mo choo famoodo fo tho Leoroon

e Now in Passwordstate, select the appropriate authentication option you want, and populate the
Duo Two-Factor Settings section.

Q System Settings

System Settings apply to all users in Passwordstate. To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save' button.

active directory options allowed ip ranges api auditing data authentication options branding check for updates email alerts & options folder options

high availability options hosts miscellaneous mobile access options password list options password options password reset options

proxy & syslog servers self destruct messages usage tracking user acceptance policy

The default authentication option in Passwordstate is 'Passthrough AD Authentication’. This authentication option automatically passes your domain credentials from the browser to the Passwordstate web
site, and does r]f)t require any input from the user.

Web Authentication Options

Please specify which 'System Wide' Authentication method will apply to users who do not have any options selected as per of their ‘Preferences' or via 2 'User Account Policies'.

Choose Authentication Option:

Manual AD and AuthAnvil Authentication
Manual AD and Duo Authentication
Manual AD and SafeNet Aut
Manual AD and One-Time Passwo
Manual AD and RADIUS Authenticatio
Manual AD and YubiKey Authentication
Google Authenticator

RSA SecurlD Authentication
ScramblePad Authentication

Email Temparary Pin Code
AuthAmviIAuthentica‘c/

Duo Authentication

SafeNet Authentication

One-Time Passward w7

lected, auto-populate the UserlD field based on the current logged in Active Directory account: (only possible if the Anonymous

ication

lected, show a ‘Domains’ dropdown list to form part of the UserName field:

asswordstate, and Passthrough Authentication is not selected, make the authentication a two-step process where the user first
ithentication option on the following screen:

asswordstate, and only Windows Authentication is enabled in IIS, disable the UserlD field on authentication screens so it cannot

If using the Forms Based Authentication version of Passwordstate, or "Local Login Accounts’ within Passwordstate, disable the feature where users need to regularly change their
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Duo Security Two-Factor Settings
Enter your Duo Security Authentication API settings below

Integration Key: |
SEcret Ke:.,l: e T T -C_L
APl HostName:  |api-0e51fec9.duosecurity.com

Make the Duo Username field on the login screen read only:

Yes ® No

e And on the user' Preferences screen in Passwordstate, on the 'Authentication Options' tab, just
must have the Duo username matching the UserName which has been created in the Duo
Portal.

2.31.6.2 SAML2 Provider Examples

Following are some example of how you enable SAML2 to authenticate to different Providers.

Okta.com URLs

Below is an example of the URLs to use in 'Application' you've created in the Okta.com portal.

e Single Sign On URL - https://<YourURL>/logins/saml/default.aspx

e Recipient URL - https://<YourURL>/logins/saml/default.aspx

e Destination URL - https://<YourURL>/logins/saml/default.aspx

e Audience Restriction - https://<YourURL> (but can be any value you like - you also need to set
this value in Passwordstate as well if you want to validate this attribute)

e Default Relay State - https://<YourURL>/logins/saml/default.aspx

OnelLogin.com URLs

Below is an example of the URLs to use in 'Application' you've created in the Onelogin portal.

e RelayState - https://<YourURL>/logins/saml/default.aspx

e Audience - https://<YourURL> (but can be any value you like - you also need to set this value in
Passwordstate as well if you want to validate this attribute)

e Recipient - https://<YourURL>/logins/saml/default.aspx

e ACS (Consumer) URL Validator - Ahttps:\/\/YourURL\/logins\/saml\/default.aspx\/$S

e ACS (Consumer) URL - https://<YourURL>/logins/saml/default.aspx

Active Directory Federation Services 3.0 (ADFS)

Below are some instructions for configuring ADFS to use with Passwordstate's SAML
authentication option.

© 2025 Click Studios (SA) Pty Ltd


https://<YourURL>/logins/saml/default.aspx
https://<YourURL>/logins/saml/default.aspx
https://<YourURL>/logins/saml/default.aspx
https://<YourURL>
https://<YourURL>/logins/saml/default.aspx
https://<YourURL>/logins/saml/default.aspx
https://<YourURL>
https://<YourURL>/logins/saml/default.aspx
https://<YourURL>/logins/saml/default.aspx

108

Passwordstate Security Administrators Manual

= Important: ADFS requires you to specify the Audience Restriction SAML Attribute on your
System Settings -> Authentication Options tab, to match what you have specified in the 'Relying
party trust identifier' setting you see below.

Active Directory Federation Services 3.0 Relying Party Trust Configuration for Passwordstate

SAML2 Authentication

e Right click on “Relying Party Trust” in “AD FS Management” under “Trust Relationships” and
select “Add Relying Party Trust...”

o Click “Next”

e Select “Enter data about the relying party manually”

e Enter a display name, this is visible to end users depending on whether they use the
Passwordstate URL directly, or login via the ADFS Idp login (no one uses this)

e Select “AD FS profile” (SAML 2.0)

e Do not configure a certificate

e Select “Enable support for the SAML 2.0 WebSSO protocol.” Forthe URL, use the following
format https://<YourURL>/logins/saml/default.aspx

e Forthe Relying party trust identifier, enter the URL of the passwordstate instance:
https://<YourURL>

e Configure Multi-Factor authentication if necessary.

e Configure Issuance Authorization Rules if necessary.

e Click “Next”

e Leave “Open the Edit Claim Rules dialog for this relying party trust when the wizard closes” and
click “Close”

e Click “Add Rule...”

o Select “Send LDAP Attributes as Claims” and click “Next”

e Enteraname for the “Claim rule name”

e Select “Active Directory” from the “Select an attribute store...” drop down

o Select “E-Mail-Addresses” under “LDAP Attribute (Select or type to add more)”

e Select “Name ID” under “Outgoing Claim Type (Select or type to add more)”

e Click “Finish”

e Click “OK”

e Right click on the new Relying Party Trust and select “Properties”

e Selectthe “Endpoints” tab

e Select the only SAML Assertion Consumer Endpoint entry and select “Edit”

e Check the box “Set the trusted URL as default”

e Click “OK”

e Select the “Advanced” tab

e Select “SHA-1" or 'SHA-256" from the “Secure hash Algorithm” drop down

e Click “OK”

Passwordstate SAML2 Configuration for ADFS

e Right click the “Token-signing” certificate in “Certificates” under “Service” in “AD FS
Management”

e Select “View Certificate...”
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e Select the “Details” tab

e Select “Copy to File”

e Click “Next”

e Select “Base-64 encoded X.509 (.CER)“

o Click “Next”

e Select afile path to save the certificate

e Click “Next”

e Click “Finish”

e Click “OK”

e Open the .CER certificate file with Notepad or another text based editor.

e Copy all of the textin the file

e Go to “authentication options” in “System Settings” in “Administration” in Passwordstate

e Paste the text from the .CER file in “X.509 Certificate:” under “SAML2 Authentication Settings”

e Set “IDP Target URL” to “https://<YourADFSURL>/adfs/Is/idpinitiatedsignon.aspx?
loginToRp=https://<YourURL>"

e Set “IDP Issuer URL” to “http://<YourADFSURL>/adfs/services/trust”

Azure Active Directory

When logged into your Azure Dashboard, you need to create a new 'Non-Gallery Application'in
the 'Enterprise Applications' area as per the screenshots below.

Azure services

T 1] e —
b 5] oog - >
- (\'1' (] _— E'S E c“
Createa Azure Active Virtual App Services All resources Storage SQL databases  Azure Database  Azure Cosmos More services
resource Directory machines accounts for Postgres... DB
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Microsoft Azure

Il

Home > msandfordclickstudioscom {Default Directory) | Oy

msandfordclickstudioscom (Default [

Azure Active Directony

|,D Search (Ctrl+/) | Y

0 overkew
#" Getting started

A Diagnose and solve problems

Manage
.ﬂ |Jsers
M Groups
8E Organizational relationships
& Roles and administrators
5 Enterprise applications
LN Devices
8% App registrations
{& Identity Governance
i Application proxy
@ Licenses
B Azure AD Connect

= Custom domain names

wldability MDM and MAN

2y Switch df

Overview

msan

msandfordcl

Tenant ID

@Aﬂ

Status MNp

Last sync

© 2025 Click Studios (SA) Pty Ltd



Passwordstate Administration 111

Microsoft Azure
Home > msandfordclickstudioscom (Default Directory) > Enterprise applications | All applications

Ei Enterprise applications | All applications

msandfordelickstudioscom (Default Directory) - Azure Active Directory

“

Overview

6 Try out the new Enterp

@ overview

Application Type

=+ Mew application

= Columns

s search preview! Click to enable the preview. =

Application visibility

A Diagnose and sclve probjdms

| Enterprise Applications

v| |Any

Manage

°]

Name

8I All applications
i application proxy
=

| | First 50 shown, to search all of your applications, enter a d\'spWM or the application 1D.

Homepa,

Add an application

o Click here to try c@*ne new and improved app gallery. =

Add your own app

=.. Application
Ll you're
developing

Register an app you're
working on to integrate
it with Azure AD

Add from the gallery

=,-|. On-premises
By W application

Configure Azure AD
Application Proxy to
enable secure remote
access.

| [ ] ] -
- Ncm. gal.ler}r
ol application

Integrate any other
application that you
d find in the gallery

Category
| Al @a7) ~ v |
| Fnfer 3 name ‘/l
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Add your own application

Name * (i)

| Passwordstate L

Once you decide on a name for your new apph
simple configuration steps to get the application wol

Supports: (@)
SAML-based single sign-an
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

ion, click the "Add" button below and we'll walk you through some
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EH- Passwordstate | Overview

Enterprise Application

e

P
% Overview Properties
[l Deployment Plan
ploym Mame (@

4 Diagnose and solve problems | Passwordstate Iy |
Manage Application ID (&)

| e99fff29-a1ca-43eb-00ze-5... I |
' Properties

Object ID D
i
& Owners | 272be23-c287-4286-9868-.. 0 |
& Users and groups

o Getting Started
23 single sign-on
P Provisioning
¥ Application proxy & 1. Assign users and groups
C  self-service Provide specific users and groups access
to the applications

Security users and groups

¥ Conditional Access

i Permissions

What's New
@ Token encryption
Activity N Sign in charts have moved!

] I ll The new Insights view shows sign in info along witg
2 sign-ins

iﬁ Delete Application has moved to Proper

Usage & insights (Preview) You can now delete your application from the Prog

=2
_—

Audit logs P D‘ Getting started has moved to Overview
ﬁ Provisioning logs (Preview) ’.’ The Getting Started page has been replaced by the

— ACCess reviews

Troubleshooting + Support
& virtual assistant (Preview)

;'ﬁ Mew support request
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Select a single sign-on method ke

® Disabled {g SAML ﬁ Password-based ( O) Linked
User must manually enter their Rich and secure authentication to Password storage and replay using a Link to an application in the Azure

username and password. applications using the SAML (Security web browser extension or mobile app. Active Directory Access Panel and/or
Assertion Markup Language) gotocol Office 365 application launcher.

With the fields you see below, these map to certain fields within Passwordstate on the screen
Administration -> System Settings -> Authentication Options tab -> Primary Site's SAML2
Authentication Settings. Below is a table which summarizes these mappings.

= Important 1: If you also use the High Availability Module of Passwordstate, where the HA
server uses a different URL compared to your primary Passwordstate web site, then you will need
a secondary SAML Application in Azure AD, and you need to specify settings in the section 'High
Availability Site's SAML2 Authentication Settings' in Passwordstate.

o Important 2: Azure AD requires you to specify the Audience Restriction SAML Attribute on your
System Settings -> Authentication Options tab, to match what you have specified in the 'ldentifier'
setting you see below.

Basic SAML Configuration

Azure AD Field Passwordstate Field

Identifier (Entity ID): Audience Restriction (normally your Passwordstate URL)

Reply URL: https://passwordstate.mydomain.com/logins/saml/default.aspx
Sign on URL: https://passwordstate.mydomain.com

Relay State: https://passwordstate.mydomain.com/logins/saml/default.aspx
Logout Url If you want Azure AD to redirect back to a logout page in

Passwordstate, you would specify the URL of
https://passwordstate.mydomain.com/loggedout.aspx here

User Attributes & Claims

Azure AD Field Passwordstate Field

Unique User Identifier: Select which field in Passwordstate you want to compare against. In
Passwordstate, this setting is labeled as "Select which field in
Passwordstate you want to compare against the SAML Response's
Name Identifier - NamelD"

SAML Signing Certificate
Azure AD Field Passwordstate Field
Certificate (Base64): X.509 Certificate

Set up Passwordstate
Azure AD Field Passwordstate Field
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Login URL:
Azure AD Identifier:
Logout URL:

IDP Target URL
IDP Issuer URL
Single Logout URL

115
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Set up Single Sign-On with SAML

Read the configuration guide & for help integrating Passwordstate.

|
Basc SAML Configuration

Identifier (Entity 1D)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay state

Logout Url

& Edit

https://passwordstate. mydomain.com
https://passwordstate.mydomain.com/logins/saml/defaul
t.aspx

https://passwordstate. mydomain.com
https://passwordstate.mydomain.com/logins/saml/defaul
taspx
https://passwordstate.mydomain.com/loggedout.aspx

User Attributes & Claims

givenname

surname
emailaddress

name

Unigue User Identifier

SAML Signing Certificate

Status

Thurmbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Basetd)
Certificate (Raw)
Federation Metadata XML

Set up Passwordstate

You'll need to configure the application to i

Login URL
Azure AD Identifier
Logout URL

Wiew step-by-step instructions

Test single sign-on with Passwordstate

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

Test

& Edit

user.givennams
usersurname
user.mall
user.usergrincipaina
user.mail

& Edit

Active
8534D65D0D210BF2B1CT7214703EDT1AESCE2C 1605
10/31/2020, 11:08:47 AM

https://login.microsoftonline.com,/7530eadc-463b... [

Download
Download
Download

ALY

| https://login.microsoftonline.com,/7530eadc-463b... |D|

| https://sts.windows.net/7530eadc-463b-4736-9f4... I.'D|

| https://login.microsoftonline.com,/7530eadc-463b... |D|
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And finally in Azure, you need to grant users access to this 'Application’.

& Passwordstate | Users and groups

Enterprise Application

“ -+ Add user

i Dver@v
o The applig

[l Deployment Plan

First 100 shof

#. Diagnose and solve problems

Manage

Properties
0@

Cwners

1

Users and groups

O k& B

Single sign-on

p

Provisioning

Application proxy

o o

Self-service
Security

& Conditional Access

; .

Google Workspace / GSuite

When logged into your Google Dashboard, click on the Apps button:

= Google Admin Q Search for users, groups or settings

Admin Console

Vourtlal will xpie in7 daya. Ad bilng o o keep using We wort charg untii Nov 06,2020 seTUPBILNG >

Secure corporate data
nnnnnnnnn

Billing Account Data migration
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Click the SAML Apps button:

= Goog|e Admin Q_  Search for users, groups or settings
Apps
G Suite Additional Google ~ G Suite Marketplace apps SAML apps
B services ¢ [

G Suite Core services Blogging, photos, video, social tools and Add and manage third party apps

Manage SSO and User Provisioning
more

12 SERVICES

55 SERVICES NO SERVICES 1 SERVICE

Next, click the Add a Service button:

Status a Certificate

No services/Apps configured for SAML.

Add a service/App to your domain

Set up your own Custom App:
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Step 1 X
Enable SSO for SAML Application
Select an service/App for which you want to setup SSO

Services Provisioning supported

15Five v >
4Me >
7Geese >
Accellion >
Adaptive Insights >
Adobe v >
Adobe Sign ’

SETUP MY OWN CUSTOM APP

119

Click Next:
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Step 20of 5 X
Google IdP Information
Choose from either option to setup Google as your identity provider. Please add details in the SSO
config for the service provider. Learn more
Option 1
SSO URL https://accounts.google.com/o/saml2/idp?idpid=C03yrzeuk
Entity ID https://accounts.google.com/o/saml|2?idpid=C03yrzeuk
. Google_2025-10-22-102349_SAML2.0
Certificate
Expires Oct 22, 2025

4 DOWNLOAD
Option 2
IDP metadata 4 DOWNLOAD
PREVIOUS CANCEL NEXT

Name your App and click Next:
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Step 3of 5 X

Basic information for your Custom App

Please provide the basic information needed to configure your
viewed by end-users of the application.

om App. This information will be

Application Name * Passwordstate app-id: passwordstate
Description
Upload logo [L]J CHOOSE FILE

This logo will be displayed for all users who have access to this application

Please upload a .png or .gif image of size 256 x 256

PREVIOUS CANCEL NEXT

Enter your ACS URL and Entity ID as follows, but substitute in your own Passwordstate URL.
Example is https://passwordstate.contoso.com/logins/saml/default.aspx. Also ensure you set the
Name ID and Name ID Format as per screenshot below, and click Next:
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Step 4 of 5 X

Service Provider Details

Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity

ID are mandatory.

ACS URL * httpsi://passwordstate&haon.net/logins/saml/defat

ACS URL has to start with https:/

Entity ID * https://passwordstate8.halox.net

Start URL

Signed Response

Name ID Basic Information Primary Email

Name ID Format EMAIL

PREVIOUS CANCEL NEXT
Click Finish:
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Step Sof 5 X

Attribute Mapping

Provide mappings between service provider attributes to available user profile fields.

Some providers require you to map application attributes to user fields. You should check the
application's documentation to see if this is required. You can always come back later to complete the

mapping.
There are currently no mappings for this application

ADD NEW MAPPING

PREVIOUS CANCEL  FINISH

You should now turn on this App for all users in your Google Workspace. To do this, first click on
this text:

© 2025 Click Studios (SA) Pty Ltd



124

Passwordstate Security Administrators Manual

User access v
To make the managed app available to select users, choose a group or organizational unit. Learn more
View details
OFF for everyone \
Service provider details v
Certificate ACS URL Entity ID
Google_2025-10-21-165349_SAML2_0 https://sandbox.halox.n€ /saml/default.aspx https://sandbox.halox.net
(Expires Oct 22, 2025)
o
SAML attribute mapping
SAML attribute mapping isn’t configured
Map Google directory user profile fields to SAML service provider attributes. Learn more
Configure SAML attribute mapping
And now select On for Everyone and click Save:

Showing settings for users in all organizational units
Service status ~
Service status

@ ON for everyone

(O OFF for everyone

o Changes may take up to 24 hours to propagate to all users.

1 unsaved change CANCEL SAVE

Now click Download MetaData:
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SAML Service provider details

G Passwordstate Settings

SO0 configuration
ACS URL and entity ID are required

5 TEST SAML LOGIN URL*
htps halox

¥ DOWNLOAD METADATA

@ DELETE APP
https://passwordstate8 halox.net

URL
(83 signed response

Certificate
Select a certificate for this app

Cert

Google_2025-10-21-165349_SAML2_0 (Expires Oct 22, 2025)

Manage certificates

Name ID

Defines the naming formats supported by the identity provider. Learn more

Name ID format

EMAIL

e D

Basic Information > Primary email

125

CANCEL SAVE

Primary Site's SAML2 Authentication Settings

Please specify settings for your SAML2 Py ETow for your Primary instance of Passwordstate.

Select which field i
Ouserld ® Email Address O UserPrincipalName

After SAML Authentication is complete, require users to also perform the selected authentication option below: (this s also used for other SAML Settings below as well)
- Select Authentication Option - v

X.509 Certificate:

MIIDADCCAlygAWIBAGIGAXVSUSUOMAOGCSGGSIbIDQEBCWUAMHsXFDASBGNVBACTCOVb2dsZS8)
vaQl pl 8WDQYDVQQDEWZHb29nbGUXGDAWBGNVBASTDOGY
MAKGATUEBhM Iy

MIM1MzQSWhcNMUXMDIXMM1MZQ5W)B7MRQWEGYDVQQKEwt JgSWS]LEWMBQGATUEBXMN
m U GYDVQQLEWS! dvemsk -
(C2AJBGNVBAYTAIVTMRMWEQYDVQQIEWpDYWipZmSybmIhMIIBANBgkqhkiGawOBAQEFAAOCAQSA o v
Certificate Type

SHA256

IDP Target URL:

[ O3yrzeuk W ]

IDP Issuer URL:

fordstate you want to compare against the SAML Response's Name Identifier - NamelD: (this is also used for other SAML Settings below as well).

You'll then use this Metadata as follows in Passwordstate, under Administration -> System
Settings -> Authentication b -> Primary Site's SAML2 Authentication Settings:

Download metadata

To configure single sign-on (SSO) for SAML apps, follow your
service provider's instructions. Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA

OR

Option 2: Copy the SSO URL, entity ID, and certificate
$S0 URL

e https://accounts.google.com/o/saml2/idp?idpid=C03yrzeuk

Entity ID

https://accounts.google.com/o/saml2%idpid=C03yrzeuk

Certificate

[ 03yrzeuk_ dpmm— ]

Audience Restriction: (Mandatory for Azure AD and ADFS)

[nttps://passwordstateB haloxnet

Logout URL: (You will be redirected to this URL when you

\ ——BEGIN CERTIFICATE
AWIBAGIGA

Google_2025-10-21-165349_SAML2_0 (n]

™ MDD
G\

L]

L]

SHA-256 fingerprint
19:5D:8F:87:41:F8:FE:49FAB2:52:6D:27:77:78 75 E4645AT
3:D6:24:24:E0:20:19:F2:16:8B:80:89:12 o

CLOSE
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2.31.7 Branding Tab

The Branding Tab allows you to hide/show the Passwordstate Build Number at the top of the
screen, specify your own custom Logos to use at the top left-hand side of the page, and on various
Dialog windows, as well as your own custom Page Titles.

The following branding options are available:

e Show Passwordstate Build Number - you can show this build number to all users of
Passwordstate, or just Security Administrators

e Main Page Title and Logo - Change the Passwordstate logo to your own custom logo, plus the
Page Title displayed in Tab of your browser

e Dialog Title and Logo - Change the Passwordstate logo in each of the Authentication Dialog
windows, plus the Page Title

e Color Scheme - Change the color scheme you see in Passwordstate - the Base color, as well as
your own custom CSS styling as well if needed

e Background Image for Authentication Screens - if you want to display a custom background
image on each of the Passwordstate Authentication screens, you can do so by uploading an
image on the screen

. Note 2: The logos are stored within the database, and restarting the Passwordstate Windows
Service will recreate the logos on the file system if they are accidentally deleted for any reason.

You can also change the default colors in Passwordstate, by specifying your own 'Base' color, and
Page Background color. User Account Policies can also be used to apply different colors for
different sets of users.

Base Color Custom CSS
Please select the Base Color to use throughout Passwordstate. If you would like to customize certain C55 for
Passwordstate as by creating a file called
Color Palette custom.css and placing it in the /App_Themes folder.
Apex + M pefault color is
£0080af You may als
Base Color:
B -ooeor 2 W
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2.31.8 Check for Updates Tab

The Check for Updates Tab allows you to specify how frequently the Passwordstate web site
should check for new updates, and who it should display the new build notification to.

This feature queries the following file - https://www.clickstudios.com.au/NewBuildInfo.xml, and
if a new build is found, the notification will be displayed at the top left-hand side of the screen,
just next to the main logo.

- Note: Depending upon your environment, you may need to specify proxy authentication
details on the Proxy & Syslog Servers Tab for this feature to work.

2.31.9 Email Alerts & Options Tab

The Email Alerts & Options Tab allows you to specify your email servers settings, so emails can be
generated from Passwordstate, as well as multiple settings and notifications relating to emails
being sent.

Send email alerts to Security Administrators (who have User Accounts
role) for Failed Login Attempts, for the following conditions

When their are failed login attempts, Security Administrators can be emailed based on either of
the following options. Failed login attempts are also recorded and reportable on the Auditing
screens.

1. Every failed login attempt
2. Only when Brute Force login threshold is reached

With the Self Destruct Message feature, and Emailing Permalinks,
send these emails via the Email Address of:

When sending emails for Self Destruct messages or for password permalinks, you can choose to
send the emails on behalf of the user who is sending the emails, or via the mailbox configured on
this screen. If you wish to send via the user, they must have an email address associated with
their account.

Alert Security Administrators if there are an excessive number of
events (from a single user) for Viewing, Copying or Exporting
Passwords. Alert if the following condition is met

Another option which alerts to uncommon behavior is to notify Security Administrators when an
individual user is viewing, copying or exporting a lot of password data within a set period of time
i.e.if auserviews 10 password records within a single minute, then this is not common behavior
and you may have an issue with potential information leakage/theft.
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When users 'Request Access' to Passwords or Password Lists, in
addition to emailing the request to Password List Administrators, also
email it to Security Administrators with the following roles

By default, Password or Password List Access Requests are routed to the Administrators of the
relevant Password Lists. If you would also like the access requests to be sent to various Security
Administrators, you can use this option to choose which Security Administrator roles will receive
the requests

When users 'Request Access' to Passwords or Password Lists, if there
are no Administrators assigned to the Password List, email the
request to Security Administrators with the following roles

It's possible that there may be no 'Administrator' permissions assigned to a Password List for your
users - only Modify or View permissions. If this is the case, someone needs to be notified when
users request access to passwords in a Password List which is configured this way. You can use this
option to specify where the request is routed i.e. which Security Administrators will receive the
'Request Access' email and popup notification.

Send email alerts to Security Administrators (with the following role)
when passwords are exported

If you would like to alert your Security Administrators when users are exporting password data,
you can use this option to do so.

2.31.10 Folder Options

The Folder Options tab allows you to specify various settings for Folders within the main
Navigation Tree.

When creating nested Folders, users must have the following
permissions on the parent Folder (Admin access is always allowed)

By default, if a user had Administrator access to a Folder, then they can created nested Folders
beneath it. If the user either has View or Modify access to the folder, then this setting allows you
to specify if they are allowed to create any other Folders beneath it.

2.31.11 High Availability Options Tab
If you have purchased the High Availability option for Passwordstate, the High Availability Options

Tab allows you to specify the following settings:

e How frequently the High Availability instance should check for new or updated logos and
custom images. If there are any new or updated images, they will be written to disk on the
schedule provided
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e When a user accesses the High Availability instance of Passwordstate, you can send email alerts
to Security Administrators with the selected following role(s). This is useful as it gives you the
opportunity to investigate why the user is accessing the High Availability instance, when they
should be accessing the Primary instance.

™ Note: If you are using an Active/Passive configuration for High Availability, your HA instance
will be 'Read-Only' for users. When in Read-Only mode, all actions are still audited, with audit
data being merged back into the primary database. Even if the primary database is offline, it will
be merged back in later when the database is once again available.

2.31.12 Hosts Tab

The Hosts tab has a various options for default settings for newly created Hosts records, and also
various connectivity settings when making connections to Hosts during Account Discovery, or
Password Resets.

L System Settings
System Settings apply to all users in Passwordstate. To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save’ button.

Search Settings:

account discoveries active directory options allowed ip ranges api auditing data authentication options branding check for updates

email alerts & options folder options high availability options miscellaneous mobile access options password list options password options
password reset options proxy 8. syslog servers self destruct messages usage tracking user acceptance policy

Please specify settings for Hosts below as appropriate.

New Host Record Default Settings

When adding new Host records into Passwordstate, use the following as the Default Virtual Machine Type:
Oamazon Oazure O Google Cloud O Hyperv O virtualbox @ viware O Xen

Host Heartbeat Polling

Each Host will be polled daily to check the online status, during the hours specified for the relevant Operating System. The polling hours per Operating System can be changed on the screen
Administration -» Passwordstate Administration -> Host Types and Operating Systems.

If a Managed Host cannot be reached for Days in a row, then @ Do Nothing O Set the Host to Unmanaged O Delete the Host
If an Unmanaged Host cannot be reached for Days in a row, then O Do Nothing @ Delete the Host

For the Heartbeat Ping Test, use a Packet Size nf bytes
For the Heartbeat Ping Test, send echo requests, with a timeout of | 1000 milliseconds

For the Heartbeat Open Port Test, use a timeout of milliseconds (port test is only executed if ping test fails)

Host Connectivity Timeout Settings

Specify timeout settings for the execution Discovery, Reset and Password Validation Scripts,

Specify the timeout period for establishing a connection to the remote Host:| 1000 milliseconds
Specify the the maximum time that any operation can run: milliseconds

Save Save & Close

2.31.13 Miscellaneous Tab

The Miscellaneous Tab has multiple settings which don't necessarily apply to any of the other
Tabs.
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Default Locale (Date Format)

Applies date formatting rules to any date fields you see in Passwordstate. If users are located in a
different region to what is set system wide, they can specify their own date format as part of their
'Preferences’.

Inactivity Time Out (mins)

Allows you to specify the period in which users will be automatically logged out of Passwordstate
if their session is inactive.

Specify the Base URL used in any emails generated by Passwordstate

This URL field is used for several features within Passwordstate, and must be accurate for the
following features to work properly:

Links in emails

Browser Extensions

Upgrading High Availability instances of Passwordstate
Permalinks

Self Destruct Messages

SAML Authentication (for redirection during authentication)

Force the use of an SSL Certificate (HTTPS)

When set to Yes, if the user types HTTP into the browser address bar, they will be redirected to
HTTPS - which securely encrypts all traffic between the user's browser and the web site. The API
will return a 403 Forbidden message if HTTPS is not used.

Show Auditing data in the Recent Activity Grid to users with the
following permissions

Beneath each Password List grid you see on the Password screens, there is a 'Recent Activity' grid.
This data in the 'Recent Activity' grid is all auditing data specify to the Password List you are
viewing. You can choose to hide this grid be deselecting the relevant role for this setting.

When expanding/collapsing nodes in the Passwords Navigation Tree,
show a loading animation icon when the count of nodes in the tree is
greater than

If you have many Password Lists and Folders visible in the Navigation Tree for your users, there
may be a small delay in expanding/collapsing tree nodes. If this is the case, you can display a
loading animation icon during the expand/collapse process - so your users are aware something is
in progress. This generally isn't required, but may be desirable if you have 500+ Password
Lists/Folders.
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When generating a password based on a Password Generator Policy,
perform the following number of retries to ensure the password
meets the strength of the selected Password Strength Policy

When using the Password Generator feature B to generate new passwords for a Password List,
the Password Generator tries to create a password which matches the Password Strength
Compliance level set for the Password List. Depending on the settings for the selected Password
Generator Policy, it's possible the generating of passwords may get itself in an endless loop trying
to match the Password Strength Compliance level, so this setting tells the generator when to give
up trying and simply use the last generated password.

Enable the -UseSSL parameter in PowerShell scripts for the Invoke-
Command cmdlet

Enable the -UseSSL parameter for PowerShell script usage, which uses the Secure Sockets Layer
(SSL) protocol to establish a connection to the remote computer.

WS-Management encrypts all PowerShell content transmitted over the network. The UseSSL
parameter is an additional protection that sends the data across as HTTPS, instead of HTTP.

Please see following Microsoft documentation for more information -
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-
command?view=powershell-7.3

Use regular expressions when matching 'Bad Passwords'

If the use of 'Bad Password' detection is enabled on the Password Options Tab, the use of regular
expression matching means the bad password can be detected anywhere within the string, not
just the bad password on it's own i.e. mypassword would be deemed as a bad password, as it
contains the word password.

Prevent Security Administrators from adding themselves to Local
Security Groups, and prevent them from adding new or existing User
Accounts to Local Security Groups on the User Accounts screen:

If you wish to allow or restrict Security Administrators from adding their own account to any Local
Security Groups, or adding accounts to Local Security Groups on the screen Administration -> User
Accounts, then you can use this setting for that purpose.

In the Passwords Navigation Tree, sort alphabetically by

By default, sorting in the Passwords Navigation Tree is done by Folders first (at the top), and then
Password Lists beneath them - just like a Windows File System. You can change this behavior if
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required, where sorting is simply done alphabetically, regardless of Folder/Password List node
type.

When displaying URL columns in grids, display the URL value as a

If you have chosen the URLfield for any one of the Password Lists, there are two formats the URL
can be displayed in when viewed in the Passwords grid - either a hyperlink text field, or hyperlink
Icon - both of which will launch the URL when clicked on. They are displayed in the following
manner:

URL

ftp.inet.net.au/debian/<b>debian-cd</b=/
ftp.inet.net.au/debian/debian-cd/
www.borland.com

http:/ v telerik.com
https://www.telerik.com

ftp://ftp.iinet.net.au/debian/debian-cd/

Or
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LURL

|

DD

Allow Documents to be uploaded into Passwordstate

If you don't want your users uploading documents into the Passwordstate database, you can set
this option to No.

On the screen Administration -> Privileged Account Credentials, hide
the value of the password field when editing details for a Privileged
Account Credential

This option further strengthens the security of Passwordstate, by now showing passwords on the
screen for these highly privileged accounts.

On the screen Administration -> Privileged Account Credentials, only
allow the user to manage credentials they have been explicitly given
access to

If you have multiple teams who need to add/edit Privileged Account Credentials, but each team is
not meant to see or have access to each other's credentials, then this option allows this.

Purge Discovery Job History older that (x) days

If needed, you can also limit the size of documents which can be uploaded into Passwordstate
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Limit the Size of Documents which can be uploaded

If needed, you can also limit the size of documents which can be uploaded into Passwordstate

Restrict Documents of Various Types

In addition to limiting the size of documents, you can also limit the type via their extensions i.e.
docx, pdf, etc.

Disable the popup Guided Tour for new user accounts

If you do not wish new user accounts to see the popup Guided Tour window when they first log
into Passwordstate, then you can disable this feature - the guided tour is still available under the
Help menu if required.

On the Permalink screens, allow the following types of user roles to
see the list of email addresses stored in Passwordstate

If you wish to hide all the email addresses registered in Passwordstate on the Permalink screens,
you can restrict visibility to just Security Administrators by selecting this option

2.31.14 Mobile Access Options

The Mobile Access Options tab allows you to specify multiple settings for how the Passwordstate
native apps foriOS and Android behave for your users.

In order to use the native iOS and Android Apps for Passwordstate, you must install the
Passwordstate App Server. This is generally installed in your DMZ, so users have access to it when
outside of the office. Please follow the instructions on the screen to install the Passwordstate
App Server, and please ensure you use a purchased trusted SSL for the Passwordstate App Server's
site in lIS - internal CA certificates are generally not trusted by mobile phones, which is why we
recommend purchasing a SSL certificate.

Protect against brute force dictionary authentication attempts by
locking out an active session after the following number of failed
login attempts:

As the Mobile Access web site is generally externally accessible from your internal network, this
setting will mitigate against any brute force authentication attempts by locking out authentication
attempts when this setting has been reached.

When adding new permissions to Password Lists, enabled Mobile
Access by default:

When adding new permissions to a Password List, you can use to enable/disable Mobile Access by
selecting the appropriate option here.
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Select whether you would like Passwords Masked or Visible:

You can choose whether to automatically show passwords in the Mobile App by default, or mask
them. To view a masked password, you simply press and hold over the top of the masked
password, and then you will be given various options.

Prevent Password Lists with "Additional Authentication"” option set
from being used within the Mobile App:

Password Lists have a setting where you can choose to use an additional authentication method,
before getting access to the credentials in the Password List. The Mobile App does not have the
same feature as the main Ul, and this setting allows you to prevent, or allow, these Lists to be
available in the Mobile App.

Select the Password Strength Policy the user's Master Password for
Authentication must adhere to:

User's authenticate to the Mobile App using a master password of their own, which can be set on
their Preferences screen. To ensure user's are using strong passwords, you can select which
Password Strength Policy their master password must adhere to.

Specify the number of days the user can access their offline cache
before they need to re-authenticate again to the Passwordstate App
Server:

When the number of days is reached for this setting, the user's will need to re-authenticate to the
Passwordstate App Server to re-synchronize their data.

Specify the URL for your Passwordstate App Server installation:

Once you have installed your Passwordstate App Server, you need to specify your URL here.

Reset App Pairing Secret for Passwordstate App Server:

This is a security feature, with the App Pairing secret being automatically created for you.

Passwordstate App Server's SSL Public Key:

This is another security feature, for mitigating against Man-in-the-middle attacks. Anytime you
update your SSL Certificate for the App Server, you must re-query the SSL's public key.

f mportant: Changing the Passwordstate App Server's , ertificate, or the App Pairing
= ch he P dstate App S URL, SSL Certif he App P
secret, will require your users to rescan the Mobile App Server QR Code on their Preferences
screen.
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2.31.15 Password List Options Tab

The Password List Options Tab provides multiple settings which are applicable to Password Lists in
Passwordstate.

Allow users to export details from their private Password Lists

If you wish to prevent users from exporting passwords from their Private Password Lists, you can
do so by selecting this option.

Allow Password List Administrators to export passwords from Shared
Password Lists:

If you wish to prevent users from exporting passwords from any Shared Password Lists, you can do
so by selecting this option.

Select which Code Page to use when Importing or Exporting data

When importing or exporting data, you can specify the default Code Page which will be used for
character encoding - A Code Page consists of a table of values that describes the character set for
a particular language. By default, all Password Lists will use the Code Page you specify here, but
can be changed to use a different Code Page by editing the Password Lists settings.

When creating nested Password Lists, users must have the following
permissions on the parent Folder (Admin access is always allowed)

By default, if a user had Administrator access to a Folder, then they can created nested Password
Lists beneath it. If the user either has View or Modify access to the folder, then this setting allows
you to specify if they are allowed to create any Lists beneath it.

Modify permissions for Password Lists can

When a user is given 'Modify' permissions to a Password List, the default options allows the user
to add new passwords, and edit or delete existing passwords. You can modify this default
behavior by unchecking one or more options here.

To access the Recycle Bin for Password Lists, you must have the
following permissions on the Password List:

With this option, you can control which users are allowed access to the Password List Recycle Bin,
based on their permissions on the Password List - either Administrator or Modify rights
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When users create a Password List and copy permissions from
another Password List or Template, also add permissions for the user
creating the Password List

When creating new Shared Password Lists, if permissions are being copied from another Password
List or Template, this option allows you to also add permissions for the user who is creating the
Password List - so instead of just cloning permissions, you can clone plus add the 'creator's account
as well.

Hide the Inbuilt Password List Templates from all users

Passwordstate comes with some default Inbuilt Password List Templates which can be used as a
basis for creating new Password Lists. If you do not want your users to use these Inbuilt
Templates, this option allows you to hide them.

When administering Password List permissions from within the
'Administration’ area, prevent Security Administrators from granting
themselves permissions to passwords - either via their own account,
or security groups which they are a member of

If you wish to prevent Security Administrators with the 'Password Lists' role from being able to
grant themselves access to Password Lists via the Administration area, you can check this option.

When copying settings from a Template to a Password List, also copy
the following field values

By default, the Password List Name and Description fields aren't populated when copying settings
from another Password List or Template. With these two options you can choose to copy them if
needed.

When copying settings from a Template to a Password List, allow a
different image for the Password List to be selected

If you want to be able to select a different image to be associated with a Password List when
copying settings from a Template, then set this option to Yes

Allow users to copy/move/link passwords to Password Lists which
they have View access to

It's possible for your users to copy or move passwords around between different Password Lists
they have access to. By selecting this option, you allows them to copy/move/link passwords into
Password Lists they only have View Access to. If deselected, they will only be able to do so to
Password Lists they have Modify or Admin access to.
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When copying/moving/linking passwords between Password Lists,
allow users to view all Password Lists, not just the ones they have
access to

When your users copy/move/link passwords between different Password Lists, by default they
will only be able to see the 'destination' Password Lists on the screen which they have been given
access to. It's possible you may have a requirement to allow them to copy/move/link into
Password Lists they don't have access to, and by selecting this option they will be allowed to do
this.

When searching for users in order to grant them access to Password
Lists, only show users who are in the same Security Groups as the
person granting the access

In the main 'user' screens of Passwordstate (i.e. not the Administration area), there are various
screens where you can apply permissions for users accounts. By selecting this option, they will
only be able to see/search for users who are in the same Local or Active Directory Security Groups
as themselves - as they are recorded in Passwordstate.

When creating new Shared Password Lists, if there is a User Account
Policy or a User Preference setting which copies settings/permissions
from a Template, allow the user to override these setting

It's possible for users via their Preferences screen, or Security Administrators via a User Account
Policy, to specify which template settings to be used as a basis for newly created Shared Password
Lists. If one of these settings are in place for the user, this option allows them to specify a
different template if needed

When creating new Private Password Lists, if there is a User Account
Policy setting which copies settings from a Template, allow the user
to override these setting

It's possible for Security Administrators via a User Account Policy, to specify which template
settings to be used as a basis for newly created Private Password Lists. If this User Account Policy
is in place for the user, this option allows them to specify a different template if needed

When creating a new Password List, and copying settings from a
Template, automatically select the option to link the Password List to
the Template

When creating a new Password List, and you copy settings from an existing Password List
Template, you can choose to automatically link the Password List to the template if required.
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When creating a new Password List, and the settings are being Linked
to a Template, allow users to uncheck the option for linking it to the
Template

If you want to enforce a Password List to be linked to a template, then you can set this option to
No - the user's will then not be able to uncheck the option which links the Password List

When a new User Account is added to Passwordstate, automatically
create a Private Password List for the user

If you would like all new User Accounts added to Passwordstate have a Private Password List
created for them, you can set this option to Yes - and also name what the Password Lists should be
titled as. Users can then make modifications to settings on these Password Lists when they first
access them if required

When a new User Account is added to Passwordstate, automatically
create a Shared Password List for the user

Similar to the above feature, you can also create a new Shared Password List for the user, when
their account is created/added into Passwordstate

Hide the 'Password Last Updated' column on each of the Password
Grids

If you do not want the 'Password List Updated Column' showing in each of your Password Lists,
you can set this option to 'Yes'.

Show the Account Types label next to the Image within each of the
Password Grids

In each of the different Password Grids, it's possible to display the Account Type column. In this
column you can show just the image for the Account Type, or the image and the label for the
Account Type

Allow permissions to be applied multiple times for a user/security
group to the same Password, Password List or Folder

Under certain circumstances, you may wish to allow the application of multiple permissions to a
Password List, Password record or Folder, for user accounts or security groups. If thisis a
requirement, you can check this option.

Allow users to view Password List and Folder permissions when they
are not Administrators of the Password List

© 2025 Click Studios (SA) Pty Ltd



140

Passwordstate Security Administrators Manual

Under each Password List grid there is a drop-down list called 'List Administrator Actions'. The
majority of options in this drop-down list are only accessible to Administrators of the Password
List. If a user does not have Administrators rights to the Password List, it might still be useful if
they can see what other users or security groups have access to the Password List. By enabling this
option, the 'View Password List Permissions' feature will be available to them - they will only be
able to view permissions, not change them.

List Administrator Actions...

List Administrator Actions...

PASSWORD LIST ACTIONS

€3 Bulk Delete Selected Passwords

#% Eulk Permissions for Individual Passwords

% Bulk Update Passwords

Ac
i E e Reset

st
11 cC ert to Shared Password List

st
€) Delete Password List u
== Edit Password List Details ]
[+ Import Passwords

se
BB Save Password List as Template ul
£ Toggle Visibility of Delete Checkboxes d
£ Toggle Visibility of Web API IDs .

e
8 view Password List Permissions
mm View Recycle Bin (1)

(a) All Password History Report
(a] All Passwords Report

(a] Enumerated Permissions Report
(a) Password Strength Report
(a) Standard Permissions Report

When a new Password List is created, apply the following permission
to the user who created the list

When new Password Lists are created, the default option is to provide the user Administrative
rights to the Password List. If required, you can change this default behavior to either Modify or
View permissions
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When new Shared Password Lists are created, grant Security
Administrators with the selected role below admin rights to the
Password List

As new Password Lists are created, you can also choose to automatically grant one or more
Security Administrators of Passwordstate administrative rights to the Password Lists. You can do
this by selecting the 'All Security Administrators' option, or just the ones who are assigned a
specific Security Administrator role.

2.31.16 Password Options Tab

The Password Options Tab has multiple settings applicable to Password values being visible on
the screen, and Bad Password detection.

Synchronize the 'Deleted' status of Linked Password records across all
affected Password Lists

When Password records are copied & linked between different Password Lists, you can use this
option to specify whether all of the 'linked' records are moved to the Recycle Bin when one of
them is deleted. If the option is not selected, the other linked records will remain visible in each
of their respective Password Lists.

Enable the ‘View & Compare History of Changes’ menu option for
Password records for users who have the following permissions to the
Password List

There is a 'View & Compare History of Changes' menu action for each and every Password record.
You can control which users are allowed to access this menu, based on their permissions to the
relevant Password List.

On the ‘View & Compare History of Changes’ screen for Password
records

When viewing the History of changes to a Password record, you can choose to either show, mask,
or hide the password field on the screen

Show the menu 'Copy or Email Password Permalink’ in the Actions
menu for Password records:

If you do not wish users to email password permalinks directly from Passwordstate, you can
disable this using this option
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Prevent users from using their 'Personal’' Password Generator Policy
settings:

If you don't want user to be able to user their Personal Password Generator policy settings, you
can disable it my setting this option to no.

When adding new password records where the Password List is
configured for Password Resets, do you want to automatically check
the Password Reset and Account Heartbeat checkboxes

On the Add/Edit Password screens, you can choose the default behaviour for the Enabled for
Resets and Heartbeat checkboxes - this will apply to all Password Lists which are enabled for
resets.

When clicking on the Password Generator icon on the Edit Password
screen, animate and reveal the new password to indicate to the user
a new password has been generated

The intention of this feature is to make it obvious to the user they have clicked on the Password
Generator icon, and that the password has changed. Please note the highlight does not occur with
the Chromium Based version of Microsoft Edge.

For Password records in the Recycle Bin, automatically delete these
records after the number of specified days below, based on the date
the record was deleted

With this feature, you can choose to not automatically purge records from the Recycle Bin, or you
can purge them after a set period of time.

With the Password Generator on the menu Tools -> Password
Generator, select the following Password Generator Policy as the
default:

You can also select which is the default Password Generator Policy the users can use, and prevent
them from selecting a different policy as well. If a Password List is configured to 'Force' the use of
a specific policy, then that setting will override this one.

With the Password Generator icon in the top right-hand side of the
screen, use the following Password Generator settings to generate
random passwords:
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If you do not want users to use their personal Password Generator settings for the Password
Generator on the top right-hand side of the screen, then you can force the use of a different one
using this setting.

When users add/edit passwords, alert them when a 'Bad Password' is
specified and rate it as

When your users add or edit password records, you can choose to either alert them when 'bad
passwords' are detected, as per the list stored in the Bad Passwords screen, or you can allow bad
passwords to be used. If a bad password is detected, you can specify why Password Strength
indicator you would like to be assigned to the password record.

When users are 'Requesting Access' to passwords, hide the following
fields due to possible sensitive information being stored in them

From the 'Passwords' menu at the bottom of the screen, users are able to request access to either
Password Lists or individual Passwords they don't already have access to - assuming you have
enabled this feature for them. As viewing password related data can be sensitive by its very
nature, you can choose to hide various fields on the screen from your users, either the Username,
Description or Notes fields.

Allow users to create password records when they only have Guest
permissions to the Password List

When a user is given access to individual passwords in a Password Lists, as opposed to
permissions being applied to the Password List itself, the useris given 'Guest' rights to the entire
Password List. This is so the Password List will show in the Navigation Tree on the left-hand side
of the main screen. By selecting this option, you will allow users who have Guest access to also
create new passwords in the selected Password List.

™ Note: If this option is enabled a user creates a new Password record, they will be given Modify
rights to the individual Password record they are creating.

Allow users to create password records when they only have View
permissions to the Password List

When a useris given View access to a Password List, by default they cannot add password records
to the List. By setting this option to Yes, they will be able to add new records.

™ Note: Even after the user adds new records when using this option, they will still only have
View access to all records in the Password List

When Password masking is displayed on the grid views (*****) show
a fixed character length of
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It's possible to use 'Fixed Length Password Masking'in Passwordstate, as an added security
measure. By using this feature, the screens which show a masked password like ****** will all be
of the same length, regardless of how many characters the Password field consists of.

Automatically hide visible passwords based on the following
conditions (in seconds)

By clicking on any masked passwords in the grid view, i.e. ¥****** or the L jcon on any of the
add/edit/view password screens, the password will be revealed to you. There are 3 different
options for how quickly you wish to password to again be masked, and they are:

e Set Time - one set time period for all passwords, regardless of their length and complexity

e Password Complexity - here you can specify 5 different time intervals, each for the different
Password Strength ratings

e Password Length - here you can specify up to three different time periods based on the length
of the password fields i.e. if the password field is 20 characters in length, you probably would
need it to be displayed longer on the screen compare to a record which is only 5 characters long

2.31.17 Password Reset Options

Passwordstate can perform Password Reset for Active Directory accounts, as well as for many
other account types. The Password Reset Options tab allows you to specify various settings when
updating passwords in Active Directory, and specify who is allowed to enable the 'Password Reset'
option on Password Lists

Active Directory Accounts

When a password is configured as an 'Active Directory' account, and you wish to perform
passwords resets for these accounts in AD, there are a couple of options you can apply here:

e Tovalidate the password stored in Passwordstate matches what's stored in AD, before a
password reset is to occur. This can act as a security measure to prevent users of Passwordstate
making changes to AD accounts if they don't know what the password currently isi.e. prevents
them from adding a record with any password value, and then performing a reset after that

e Enable the Password List setting of 'Show Active Directory Actions for Passwords which are
enabled for Reset' - If this option is enabled, then it can be selecting a part of the settings fora
Password List. When selected, it will provide a new Tab on the Edit Password screen which
allows you to do the following to the account in Active Directory

Unlock the account if locked

Set the option 'User must change password at next logon'
Disable the account

Enable the account

e As Active Directory Accounts can be used as 'ldentities' for Windows Services, |IS Application
Pools, Scheduled Tasks, etc, after an AD account has been reset, you may want to pause for a
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specificamount of time before executing any associated Password Reset Tasks for the account.
This would generally be used to allow your Domain Controllers to replicate changes for the
account, before password resetting of any Windows Services, etc, were to happen.

Miscellaneous Settings

You can also specify what types of Password Lists can have the option 'Enable Password Reset'
enabled - you can restrict this for either Private or Shared Password Lists if required

If you are also performing Password Resets and Account Validation for Oracle accounts, you can
set the path to the installed Oracle Access Data Components here (ODAC) - this only needs to be
modified if you've installed to a different path other than C:\oracleodp

2.31.18 Email, Proxy & Syslog Servers Tab

The Email, Proxy & Syslog Servers tab allows you to specify details for sending emails from
Passwordstate, or specifying any proxy and syslog servers if required.

Mail Server Selection

Allows you to choose whether you wish to use an SMTP mail server for sending emails, or
Exchange Online.

Microsoft Exchange Online Details

If you have a valid Microsoft subscription that allows you to use Exchange Online, then you can
use the Microsoft Graph to send various Passwordstate emails. The instructions below show you
how to configure the Graph APl and grant permissions to allow mail to be sent out on behalf of a
Azure AD User.

Please note, these instructions to create an Application in Azure and assign the correct
permissions are only guide. Please refer to official Microsoft documentation to obtain the most
current information and best practices, when it comes to using the Microsoft Graph API.

e Loginto your Azure portal, and select Azure Active Directory
e Now click on App registrations menu on the left hand pane, and select "New Registration"
e Type in any name of your choice for the application you are creating, and then click Register

© 2025 Click Studios (SA) Pty Ltd



146

Passwordstate Security Administrators Manual

= Microsoft Azure P Search resq

Home > Default Directory | App registrations >
Register an application
&

*Name

The user-facing display name for this application (this can be changed later).

| Demo Emai\s‘ v

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (Default Directory only - tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Micr counts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform A% e.g. https://example.com/auth

Register an app you're working on here. In e gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you ag

e Take note of the Application (client) ID and Directory (tenant) ID, and the click on the Add a
certificate or secret link

the Microsoft Platform Policies 7!
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Home > Default Directory | App registrations >

s Demo Emails <

B Overview

« B oekte @ Ercpoms 5 Preew featuss

Quickstart

A Integration assistant

Demo Emails

069e0ac0-348¢ 408b-a564-de0i9090faet

6aa0455-h9b5-4b45-9892-92858b2cabcs

Manage

Branding & properties

> APl permissions @ Welcome to the new and improved App registrations. Looking to lear howw it changed from App registrations (Legacy)? Leamn more

@ Expose an API

@ starting June 30th, 2020 we wil no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will technical support and tes but we will no longer provide feature updates. Applications wil need to be upgraded to M
Wi App roles

2 Owners
Get Started  Documentation

W Manifest

Build your application with the Microsoft identity platform

e Click "New Client Secret", give it a description, and expiry date and click Add

dd a client secret
Demo Emails | Certificates & secrets

/7

[T e

After the client secret is created, take note of the Value which will be used later in Passwordstate.
You can only view this once when you create the secret:
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Home > Default Directory | App registrations > Demo Emails

Demo Emails | Certificates & secrets =

earch « 27 Got feedback?

B Overview

Quickstart @ Got asecond to give us some feedback? = *

5" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
B Branding & properties
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below *

Certificates & secrets
1l Token configuration Certificates (0) Client secrets (1) Federated credentials (0)
o API permissions

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

@ Expose an API
I App roles —+ New client secret
2 Owners Description Expires Value © Copy to clipboard st ID
2, Roles and administrators Demo Email 11/19/2023 DHX8Q~G7MP41glzIXycpDj1THSCDFNSy... % acd9c957-3b18-47ff-bcb6-9313a14bd451 [y [il]

Manifest

Support + Troubleshooting
£ Troubleshooting

2 New support request

e Now click on API Permissions, click Add Permission and the click on the Microsoft Graph button.

Request API permissions

o Demo Emails | API permissions

Select an API

Mictosoft 491s 4

Eonfigured permissions

AP/ Pemisions name Tpe  Description Admin consantrequ... Satus

) e 1) e s65 Marmgementars ) Powr st

e Click on Application Permissions
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w ®3 0 & &
Request API permissions

CAll APIs

QE‘ Microsoft Graph
4 https://graph.microsoft.com/ Docs f'

What type of permissions does your application require?

Application permissions

1s where this app will be used. Delegated permissions
Your application runs as a background service or daemon without a

Your application needs to access the API as the signed-in user.
signed-in user.

e Search for "mail", tick the Mail.Send option, and click Add Permissions
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anizations where this app will be use:E

Request API permissions

CAIl APIs
€§> Microsoft Graph

https://graph.microsoft.com/ Docs /'
What type of permissions does your application require?

Delegated permissions

Your application needs to access th as the signed-in user.

Select permisgé

0 R ® 8 0 &

Application permissions

signed-in user.

Your application runs as a background service or daemon without a

expand all

[ £ mail

x

Permission
> MailboxSettings

N Mail (1)

D MailRead @

Read mail in all mailboxes

Mail.ReadBasic O

Read basic mail in gf'mailboxes

ead and write mail in all mailboxes

Mail.Send ©
Send mail as any user

Add permissions

Admin consent required

Yes

Yes

Yes

Yes

e Under APl Permissions page, click the Grant Admin Consent for the Default Directory button
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Default Directory | App registrations > Demo Emails

- Demo Emails | APl permissions  »

£ Search « () Refresh 24 Got feedback?
B Overview A You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
Quickstart

#  Integration assistant

% customized per permission, user, or app. This column may not reflect the value in yt

Manage @ The "Admin consent required” column shows the default value for an organization. However, user consent

B2 Branding & properties ) o
Configured permissions

2 Authentication . . . ) . .
cations are authorized to call APls when they are granted permissions by usgsfadmins as part of the consent process. The list of configured permissions should include

Certificates & secrets %Il the permissions the application needs. Learn more about permissions an

I Token configuration -+ Add a permission /' Grant admin consent for Default Directory

- APl permissions L _— +
P API / Permissions name Type Description | Grant admin consent for Default Directory Admin consent requ... Status

@ Expose an API
\Microsoft Graph (2)

5 App roles
PP MailSend Application  Send mail as any user Yes A Not granted for Default

Owners
@ User Read Delegated  Sign in and read user profile No
& Roles and administrators

Manifest . -
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

Support + Troubleshooting
£ Troubleshooting

2 New support request

e Open any user you wish to send on behalf of, and take note of their Object ID. This user should
have avalid email address assigned to their account:

© 2025 Click Studios (SA) Pty Ltd



152

Passwordstate Security Administrators Manual

= Microsoft Azure

Home > Default Directory | Users > Users >

® Lee Sandford

W8 User

|/O lSearch

|<<

44 Overview
E Auditlogs
2 Sign-inlogs
/? Diagnose and solve problems
Manage
&k, Assigned roles
& Administrative units
&2 Groups
i Applications
4 Licenses
Ol Devices
Azure role assignments

@ Authentication methods

Troubleshooting + Support

@ New support request

¢ Edit properties

Overview

Basic info

Lee Sandford

Member

©

User principal name
Object ID

Created date time
User type

Identities

My Feed

()  Account status

B0 @cenabled

Edit

Quick actions

it

Edit properties
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Convert to external user

e Loginto Passwordstate, and go to Administration -> System Settings -> Email, Proxy and Syslog
Servers. Add in all the details of your application under Microsoft Exchange Online Details
section, and click the Test Email button to confirm emails are sending. If you select the Save
Emails to Sent Items option, you can log into your email client as the user you are sending
emails from, and you will see any email Passwordstate sends out in their Sent items. This can
be good for troubleshooting if the end user is not receiving any emails.
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© System Settings

System Settings apply to all users in Passwordstate. To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save' button.

Search Settings:

account discoveries active directory options allowed ip ranges api auditing dag authentication options branding check for updates

email alerts & options folder options high availability options hosts miscellaneous mobile access options password list options password options
password reset options email, proxy & syslog servers self destruct messages usage tracking user acceptance policy

Mail Server Selection
Select the type of mail server to use within Passwordstate:

SMTP Mail Server M

Microsoft Exchange Online Details

Use the following OAuth configuration to send emails from within Passwordstate using Exchange Online via Microsoft's Graph API:

Application ID - |069e0ae0-348c-408b-a564-de0fo090facf |
Tenant ID : ‘7530eadc—463b—4736—9f45—02627c06d79c ‘
Client Secret : Client Secret saved to database Clear
User Object ID to Send Mail From : ‘48abb dec ‘
Save Emails to Sent ltems : @Yes ONo

Test Email

SMTP Mail Server Details

SMTP Mail Server Details

As various functions are performed in Passwordstate, email records will be generated and stored
in the QueuedEmail table. The Passwordstate Windows Service checks this table once every
minute, and sends the emails if any exist. In order for emails to be sent, you need to specify
various settings for your email server. In particular:

Host Name and Port Number
Which SMTP address you would like the emails to be sent from
Whether or not your email server is configured to send via TLS (Transport Layer Security)

And if you need to specify an account to send from i.e. Sending Anonymous SMTP emails is not
allowed from your email server

™ Note: If the account stored for this setting is also stored in a Password List which is enabled for
synchronizing of passwords into Active Directory or local Windows Servers, then this password
below will also be updated when a synchronization occurs.

Proxy Server Details

To check for new builds of Passwordstate, you may need to specify your internal proxy server
details, and possibly an account which can authenticate with your proxy server if required.

™ Note 1: If the account stored for this setting is also stored in a Password List which is enabled
for synchronizing of passwords into Active Directory or local Windows Servers, then this password
below will also be updated when a synchronization occurs.
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™ Note 2:1f you are concerned about your Passwordstate web site accessing the Internet, the
only file we access is https://www.clickstudios.com.au/NewBuildInfo.xml. No data can be sent or
captured by reading an XML file, and you can run a program such as WireShark on your web server
to confirm this is the only file Click Studio's checks

X-Forwarded-For Support

When Passwordstate adds auditing data to the database, it records the IP Address of the client
who initiated an action which triggered the audit event.

As Passwordstate supports the "X-Forwarded-For (XFF) HTTP header field" for identifying the
originating IP address of a client, if you use any form of Load Balancing, Firewalls or Proxy Server
caching, you may need to make configuration changes to your device/appliance to ensure the
correct IP Address of the client is reported, instead of the load balancer or proxy server.

You must also specify the IP Address of these devices, so they are "trusted" to add this header to
the HTTP request.

Syslog Server Details

If required, you can send all Auditing data to one of your own internal SysLog servers. Itis the
Passwordstate Windows Service which checks every minute for new data to send, and the
Windows Service keeps track of the latest auditing record which was successfully sent, and only
send subsequent records.

Communication to Syslog servers can also be done over UDP or TCP, against the port number
specified.

If needed, you can also modify the date/time formatting of the messages sent to Syslog servers.

™ Note: The only auditing data which is not sent to your syslog server, is auditing data related to
Private Password Lists

2.31.19 Self Destruct Messages

The Self Destruct Messages features allows you to send password record related messages to
recipients, or just general messages with what ever content you like.

There are two types of Self Destruct Message web sites which can be used, and they are:

e Embedded within your normal Passwordstate installation, or used in conjunction with the
deployment of your Passwordstate App Server. In both cases here, the Self Destruct Message
web site communicates directly back to your Passwordstate SQL database

e Push/Pull Deployment option. With this version, the site is installed separately to your main
Passwordstate web site, or App Server, and all data to the Self Destruct Message web site is
"pushed/pulled" from your main Passwordstate instance. This install of the Self Destruct
message web site uses a local SQLite database, and has no requirements to communicate back
to your Passwordstate web server or database.
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A few notes about this feature are:

e Recipients of Self Destruct Messages does not need a license in Passwordstate in order to view
messages

e The intention of the Self Destruct Message is that it will automatically be deleted (Self Destruct)
if not view in the specified time period

e On this System Setting screen, there are various options for Passphrase protection on Self
Destruct Messages, information about a separate install of the Self Destruct web site, and also
various branding for the Self Destruct site as well i.e. logo, color scheme, and background
image. When users view Self Destruct Messages, the web site is also mobile friendly.

Please follow the instructions on the System Settings screen below, if you wish to deploy the Self
Destruct web site with the Passwordstate App Server, or the separate Push/Pull version.

§ System Settings
System Settings apply to all users in Passwordstate. To modify the system settings, please make changes within the appropriate tabs below, then click on the 'Save’ button.

Search Settings:

account discoveries active directory options allowed ip ranges api auditing data authentication options branding check for updates

email alerts & options folder options high availability options hosts miscellaneocus mobile access options password list options password options

password reset options email, proxy & syslog servers self destruct messages usage tracking user acceptance policy

Please specify settings below as appropriate for the Self Destruct Message Site.

Self Destruct Site Installation Instructions

By default, the Self Destruct Message web site is accessible as part of an "embedded” URL within your main Passwordstat:

web site i.e. with fselfdestruct appended to the end of your URL.

In addition to the embedded Self Destruct Message web site, this site can also be installed separately from your normal Passwordstate instance in two ways:

1. As part of the Passwordstate Application Server install - Please click on the 'Mobile Access Options' tab above, for instructions on how to install the Passwordstate App Server
2. As a stand-alone solution, where all data is "pushed/pulled” from your Passwordstate instance, to the Self Destruct web site,

Self Destruct Settings

Please specify settings for the Self Destruct Message Web Site below as appropriate

Enforce the use of Passphrase protection for every Self Destruct Message sent:

Oves @No

Allow users to see the value of Passphrases when composing Self Destruct Messages:

@®ves ONo

Select default value for option 'Automatically self-destruct this message if not viewed in':
3 days <

Select default value for option ‘Allow the self-destruct message to be viewed (x) times":
Once M

Allow users to send Self Destruct Messages via the API:

®ves ONo
Specify which users are allowed to use the "Send Self Destruct Message' Actions menu item for Password records:

Send Self Destruct Message Permissions

Default Passphrase: ‘ |

If Passphrase protection is mandatory, and no Passphrase is associated with the contact you are sending a message to, then this Passphrase will be used to protect the
message.

Separate Site URL: ‘ |

Specify the URL here when using a separate install of the Self Destruct Site - either your Passwordstate App Server URL, or the URL of your Push/Pull deployed site.
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2.31.20 Usage Tracking Tab

The Usage Tracking tab allows you to specify your own JavaScript code to be inserted into the
main /default.aspx page.

This is useful if you have your own wiki, or similar, to track page hits for your various web sites.

This feature also provides a few options for where to insert the code on the page - either within
the <head> tag, or just before the end of the <body> tag.

2.31.21 User Acceptance Policy Tab

2.32

The User Acceptance Policy Tab allows you to specify a popup 'User Acceptance Policy' (UAP)
which users must read when they access the Passwordstate web site.

A default body of text is provided, but it can be customized to suite your organization.
There are also a couple of options for the UAP:

e No policy Required

¢ Yes - Mandatory for each new session (every time your users initiate a new session when they
visit the site, they will be presented with the UAP popup)

e Yes - Acceptance Required (Once the user has read and accepted the policy, they will not be
prompted again)

User Accounts

Prior to any of your users being able to access the Passwordstate web site, you must first register
their accounts in the User Accounts screen.

There 4 different ways user accounts can be added to Passwordstate, and they are:

e Adding them manually by clicking on the 'Add' button

e Importing them from Active Directory by clicking on the 'Add from AD' button

e Importing them from a csv file by clicking on the Import button

e Or, when membership of an Active Directory Security Groups is synchronized - please see the
Security Groups screen for information on this method

™ performance Tip: If you have many Active Directory User Accounts added to Passwordstate, the
synchronization features on the Active Directory Options Tab on the System Settings page will
perform significantly better if these user accounts belong to one or more Security Groups, and
these Security Groups have also been added to Passwordstate via the page Security Groups. The
reason for this performance improvement is because all the users can be enumerated with one
call to Active Directory for the Security Group, instead of making separate calls for every single
account. If you have many AD users added to Passwordstate (i.e. 200+), it is recommended you
add one or more Security Groups even if you don't use them to apply permissions anywhere.
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™ Note 1: When you first add a user's account to Passwordstate, they will receive an email
informing them they have access, and what URL to access the site with - assuming the email
notification category is not disabled on the screen Email Templates.

™ Note 2: If you need to purchase additional Client Access Licenses, you can click on the 'Buy
More Licenses' button and it will provide you with some instructions

& User Accounts

nt: Not Applicable

site Location Email Department Office Last Logged In

23/12/2016 2:41 PM

> 0
> 0
> 0
> 0
> 0
> ©
> 0
> 0
> O
> 0

ftem 1to 10 0f 73

~ Grid Layout Actions., ™

Once you have added the user's account to Passwordstate, there are certain functions which can
be performed against it.

Local Login Accounts

When using the Active Directory Integrated version of Passwordstate, it's still possible to create
Local Login Accounts, which aren't tied to Active Directory. This would only ever get used in rare
circumstances when you have users wanting to use Passwordstate, but don't have an AD Account.
In order to take advantage of this feature you need to:

e Forthe Passwordstate web site in IS, you need to set the Authentication for the site to
'Anonymous'

¢ You need to add, orimportviaa csv file, 'Local Login Accounts' to Passwordstate - these behave
similar to Forms-Based accounts

'-'Note: There are some limitations when you configure Passwordstate in this manner. In
particular, user's won't be able to set their own Authentication options in the Preferences screen,
Security Administrators won't be able to configure any Authentication options for a User Account
Policy, and certain System Wide Authentication options will also be disabled.

User Account Actions Menu

The following 'Actions' menu items are available for a user's account:

e Delete - deleting a user's account will remove all access for them, so please use with caution

¢ Impersonate Users Account - this feature should only be used when trying to troubleshoot
issues with the affected user. By selecting this option, an email will be send to the user
informing them you are "impersonating" them, as we as to all Security Administrators. Audit
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records are also added. When you are impersonating a user, being able to see, edit or add
passwords will be disabled

¢ Resend Welcome Email - if you need to resend the initial Welcome email to the user (the email
they first receive when their account is first added to Passwordstate), then you can use this
menu item

o Reset any Accepted UAPs for User - If needed, it's possible to reset the 'accepted' status of the
User Acceptance Policy for a user. The User Acceptance Policy can be configured on the screen
System Settings -> User Acceptance Policy Tab

o Set Expiry Date - it is possible to set a date in which the user's account can either by disabled, or
deleted from Passwordstate. This is a useful feature if you know an employee is leaving the
organization on a specific date

¢ Toggle Status - Enabled or Disabled - this will either enable or disable the user's account,
preventing them from accessing the Passwordstate web site

¢ View Email Notifications - allows you to enable/disable email notifications for the user,
assuming an Email Notification Group hasn't been applied to their account

™ Note 1: The status (enabled or disabled) of a user's account may also change depending on the
Active Directory synchronization settings on the screen System Settings -> Active Directory
Options Tab

= Note 2 : When a user's account has been disabled, it no longer counts towards the number of
licenses used
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& User Accounts
Listed below are all users who have been granted access to Passwordstate,
R Total License Count: Enterprise (Unlimited) B Available License Count: Not Ag
Actions LserlD First Mame surname
T T T
> (v ] haloxaagui Abigail Aguilar
3 (v ] halox\aandr Adrian Andrade
» (v ] halox\abair Adrian Baird
> O halox\abark Abigail Barker
% (4] halow\abass Adrian Bass
3 X dd to Local Security Groups Brown
3 €@ Delete Chandler
52 Impersonate Users Account :
> _ Finley
B4 Resend Welcome Email
Henderson
> ¥7) Reset Any Accepted UAPs For User
> (@ set Expiry Date Hoover
& Toggle Status - Enabled or Disabled
R4 View Email Notifications
Add | moarrom AL | IMport | IMPOrt Local Accounts Export |

Editing User Account Settings

By clicking on the UserID hyperlink in the grid, you will be directed to a screen where you can edit
multiple properties for the user's account.

™ Note 1: Any changes to a user's account will not be in effect until the user logs off, then back in
to the Passwordstate web site.

™ Note 2: The Miscellaneous, Email Notifications and Authentication Options tabs are almost
identical to what the user sees when they view their own Preferences

™ Note 3: User Account Policies may override any number of settings for the user, in which case
the relevant controls on each of the tabs will be disabled
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Account Details Tab

The Account Details Tab has some basicinformation about the user's account which you can edit,

but should rarely need to be touched.

™ Note: At this stage it's not possible to rename a user's UserID value due to the way this field is
encrypted throughout a lot of the tables in the Passwordstate database.

2 Edit User Details

To modify the user's details, please make appropriate changes in each of the tabs below and click on the 'Save' button.

test tester (halox\testtester)

account details miscellaneous color theme authentication options mobile access options
Please specify appropriate accounts details for the user below.
UserlD halox\testtester
Site Location * Internal -
First Name * |test
Surname |tester
Email Address |test.teste| @halox.net
UserPrincipalName |testtester@ka\ox.net

Leave blank if not being used for authentication

Department |

Office |

Created 10/12/2018 10:22 AM
Role 2 standard Account
Status ¥ Enabled

Save Cancel

Miscellaneous Tab

The Miscellaneous Tab has the following settings you can choose for the user:

Password Visibility on Add/View/Edit
Pages

Auto Generate New Password When
Adding a New Record

Enable Search Criteria Stickiness Across
Password Screens

When you add a new Password or edit an existing one,
by default the password value is masked i.e. ****** |f
you choose, you can instead show the password value
instead of the masked one

When adding a new Password record, you can
automatically generate a new random password
instead of having to specify one yourself. The
format/complexity of the new random password will
be determined by which Password Generator Policy is
applied to the Password List

When using the search textbox found at the top of most
Password screens, you can choose to make this search
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Show the 'Actions' toolbar on the
Passwords pages at the

On all Password List screens, sort the grid
by the following column

On the Passwords Home and all Folder
screens, sort the Search Results and

value you type sticky across different Password Lists i.e.
if you search for 'test' in one Password List, when you
click on another Password List in the Navigation Tree,
the contents of the Passwords grid will also be filtered
by the term 'test'. You can also clear the search criteria
by clicking on the Qicon

At the bottom of every Passwords grid there are certain
buttons/controls for adding passwords, importing
them, viewing documents, etc. With this option, you
can choose to display the 'Actions' toolbar at the
bottom of the Passwords grid, at the top, or both

If you would like all Password grids to be sorted by
default on a selected column, you can choose the
column here. Note: this will override you manually
sorting a column and then selecting the save the Grid
layout

Similar to the option above, but this sort order applies
to the Search Results and Favorite Passwords grids on

Favorite Passwords grids by the following the Passwords Home page and and Folder pages

column

When creating new Shared Password
Lists, base the settings on the following
Template's settings

When creating new Shared Password
Lists, base the permissions on the
following Template's permissions
Locale (Date Format)

When creating new Password Lists, you can choose to
automatically specify all the settings based on one of
the Templates you select here

When creating new Password Lists, you can choose to
automatically base all the permissions on one of the
Templates you select here

Allows you to specify a date format for any date fields -
you may need different format based on your region,
compared to that of what Passwordstate is current set
to use system wide
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2 Edit User Details

T modify the user's details, please make appropriate changes in each of the tabs below and click on the "Save' button.

test tester (halox\testtester)

account details miscellaneous color theme authentication options mobile access options

Please select which of the following miscellanecus options within Passwordstate you would like to enable for the user.

Password Visibility on Add/Edit Pages:
Ovisible @ mask

Auto Generate New Password When Adding a New Record:
OYes ®No

Enable Search Criteria Stickiness Across Password Screens:

@ Yes O No

Show the 'Actions’ toolbar on the Passwords pages at the:
®gottom OTop O Bottom & Top

On all Password List screens, sort the grid by the following column:

Do not sort by default =~

On the Passwords Home and all Folder screens, sort the Search Results and Favorite Passwords grids by the following column:

Do not sort by default =~

When creating new Shared Password Lists, base the settings on the following Template's settings:

Do not use template =~

When creating new Shared Password Lists, base the permissions on the following Template's permissions:

Do not use template <

Locale (Date Format):

Use System Wide Locale Setting ~

If you would like to use a different Keyboard layout for RDP sessions when using the Browser Based Launcher, please select it here.

-- Select Keyboard Layout -- ~

Save Cancel

Color Theme Tab

The Color Theme Tab allows you to customize the colors for Passwordstate.

You can use the default colors as specified by you Passwordstate Security Administrator(s), or you
can pick your own.

™ Note: The Security Administrators of Passwordstate can use a feature called 'User Account
Policies', which may override any settings you specify here.
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2 Edit User Details

To modify the user's details, please make appropriate changes in each of the tabs below and dlick on the *Save' button.

test tester (halox\testtester)

account details miscellaneous color theme authentication options mobile access options

Use the System Wide color theme, or choose a different one for the user:
® system wide O Choose My Own

Base Color
Please select the Basze Color to use throughout Passwordstate.

Color Palette

Base Color:

no calor [ m

Save Cancel

Authentication Options Tab

The Authentication Options Tab allows you to:

e Specify which Authentication Option should be used for the user's account - details and
screenshots for each of the different authentication options can be found on the screen System
Settings -> Authentication Options Tab

e Specify SecurlD and AuthAnvil account details

e Create/clear/email the user their ScramblePad Pin number

[ ]

Create/clear/email the user their Google Authenticator Secret Key
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2 Edit User Details

To modify the user's details, please make appropriate changes in each of the tabs below and click on the *Save’ button.

test tester (halox\testtester)

account details miscellanecus color theme authentication options mobile access options I

Please select the preferred Authentication Option for the user for accessing the Passwordstate web site.

Flease Mote: You only need to specify the relevant authentication settings below if one of the available Authentication options has been applied to the users account,
or if they have selected a secondary authentication option for a Password List they have access to.

Web Authentication Option

Please specify which Authentication option which will apply Please Note:

to this user when they first authenticate to Passwordstate. When using the default Passthrough authentication method, the only true way to expire
a user's login credentials after logging out is to close the browser window. Clicking on

Choose Authentication Option: the 'Log Back In' button, or refreshing the page, simply re-authenticates the user. Please

make your users aware of this if they log into Passwordstate from different computers

Use the System Wide Authentication Setti i E
se the System Wide Authentication Settings to their own.

ScramblePad Pin Mumber

If you have chosen to use ScramblePad Authentication, please specify a Pin Mumber for the user to use.

ScramblePad Pin Number: Email || New || Clear | (Minimum length is:4)

One-Time Password Settings

Select which type of One-Time Password authentication method the user will use, and various settings as appropriate - these settings are only applicable
if the One-Time Password Authentication option has been applied to the users account.

Token Type: Time-Based -
Time Step: Generally 30 or 60 seconds
Token Clock Drift: \:\ How many seconds the user's token has drifted over time

Counter: 0 What the current Counter is for the user's token
HOTP Digits: & Generally 6 or 8 digits (for Counter-Based authentication)
Secret Key: Mo Secret Key saved to the database | Clear

Mobile Access Options Tab

The Mobile Access Options tab allows you to specify various Mobile App settings for the user, and
to also set their Mobile Pin Number for them if required. The Pin Number can then be emailed to
their account.
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& Edit User Details

To modify the user's details, please make appropriate changes in each of the tabs below and dlick on the *Save' button

test tester (halox\testtester)

account details miscellaneous color theme authentication options mobile access options _

Please select select the user's options below for a

Mobile App Settings
Set the Mobile default home page to:

® Password List Search O Password Search

Specify the number of days the user can access their offline cache before they need to re-authenticate again to the Passwordstate App Server (this
override the System Wide setting for this feature):
Use System Wide Setting 4

Save Cancel

Clone User Permissions

It's possible to clone one user's permissions to another, by using the 'Clone User Permissions'
feature. This feature is generally used in one of two ways:

¢ You've had a new employee start who has replaced another employee, and you wish to give
them the same access
e |f you need to modify the UserlD for a useri.e. a Domain Migration, someone gets married, etc.

™ Note 1: When cloning occurs, you have the option of first deleting all the existing permissions
the Destination User has, or you can retain them and simply clone across additional permissions
™ Note 2: Active Directory Security Group Memberships will not be cloned with this process, as
you need to manage these memberships within Active Directory.

During the cloning process, the following types of permissions will be cloned:

e Any Blocked Email Notification settings

e Any memberships to Email Notification Groups

e Any Favorite Passwords

e Any of the ‘Features’ permissions for what menus the user is allowed access to at the bottom of
the screen

e Any Grid Settings —which columns to see, width, etc.

e Any permissions to Shared Password Lists (auditing records are added)

e Any Password Permissions (auditing records are added)

e Any permissions to Password Lists Templates (auditing records are added)

e Any Security Admin Roles (auditing records are added)

e Any membership to Local Security Groups (auditing records are added)

e The expand/collapse status of the Password Lists Navigation Tree
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e Any User Account Policy permissions
e Any Scheduled Reports

#1 Clone User Permissions
To clone permissions for a user, you need to select the Source and Destination users below, then click on the 'Clone’ button.

Please Note 1: Please refer to the Security Administrators’ manual for what processing occurs when you clone a user's permissions (Important)
Please Note 2: Active Directory Security Group Memberships will not be cloned with this process, as you need to manage these memberships within Active Directory.

clone permissions

Site Location | |nternal -

Do you wish to remove all permissions for the Destination User prior to starting the clone process:

®@ves ONo
Source Users Destination Users
<]} [x]
- -
Status: Clone Multiple Users Clone Selected User's Permissions Cancel

™ Note: If you need to clone more than one user's permissions at a time, you can use the 'Clone
Multiple Users' button. This will allows you to import a CSV file to process multiple users.

Reset Accepted UAPs for All Users

It's also possible to reset the status of accepted User Acceptance Policies for your users as well.
It's possible you will want to do this periodically, as you may need to modify the policy based on
business requirements. Resetting this accepted value means the user will be prompted again to
read and accept the updated policy - assuming you have this option enabled on the System
Settings User Acceptance Policy Tab. In the User Accounts grid as well, you can see the data and
time each of the users last accepted the User Acceptance Policy.
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Managed Service Accounts (MSA) and Group Managed Service
Accounts (gMSA)

You can also import/add either MSA or gMSA accounts into Passwordstate, and then grant these
accounts access to various Password Lists or Password records.

The primary reason you would do this, is to use the service accounts in conjuction with our
Windows Integrated API. You cannot log into passwordstate using these types of service accounts,
but you can execute PowerShell scripts against the API, under the security context of these
accounts.

2.33 User Account Policies

User Account Policies allow you to manage a specific set of settings for a groups of users at a time.
The settings relate to various User Preferences, and how the Password Lists, Home Page screens
appear to the user.

An example of how User Account Policies can be used is to hide all graphs on all screens from the
users.

When a User Account Policy is applied to a user's account, the controls/settings on the screen will
be disabled, informing the user a User Account Policy is in effect for their account.

Adding a User Account Policy

When you add a User Account Policy, you can choose to set any number of the following settings:

User Preferences

Mask Password Visibility on Add/View/Edit Pages

Auto Generate New Password When Adding a New Record

Enable Search Criteria Stickiness Across Password Screens

Show the 'Actions' toolbar on the Passwords pages at the

Locale (Date Format)

Specify which Authentication option will apply to the user's account
Specify the Base Color to be used throughout Passwordstate

In the Passwords Navigation Tree, use the following Expand status for Nodes
In the Passwords Navigation Tree, show or hide all Nodes

In the Passwords Navigation Tree, Limit the number of displayed Nodes
In the Passwords Navigation Tree, Use Load On Demand Feature

In the Hosts Navigation Tree, limit the number of displayed Nodes

In the Hosts Navigation Tree, Use Load On Demand Feature

Show the Permission Model icon indicators next to Folders and Password Lists in the Passwords
Navigation Tree
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For RDP Sessions, use the following performance settings
For SSH Sessions, select the font size you would like to use in the terminal

Password List Screen Options

Show the 'Header' row on all Passwords Grids

Show the 'Filter' controls in the Header of the Passwords Grids

Show the 'Header' row on all Recent Activity Grids

Make the Recent Activity Grid visible to the user

Selects the Paging Style controls for Password and Recent Activity grids
Make the Pie Charts visible to the user

Sort the grid by the following column

Select the color theme for the Pie Charts

Home Page Screen Options

Dashboard Layout Settings

Show the Password Statistics Chart

Choose the Style of the Password Statistics Chart

Stack the data points on top of each other for the Password Statistics Chart
Select the color theme for the Password Statistics Chart

Sort the Search Results and Favorite Passwords grids by the following column

Password List Options

When creating new Shared Password Lists, base the settings on the following Template's settings
When creating new Shared Password Lists, base the permissions on the following Template's
permissions

If copying settings from a Template to a Shared Password List, also link them

When creating new Private Password Lists, base the settings on the following Template's settings
If copying settings from a Template to a Private Password List, also link them

= Note: When you first add a new User Account Policy, it is disabled by default. Itis
recommended that before you enable the policy, you apply the permissions required, then click
on the 'Check for Conflicts' button. The Check for Conflicts process will ensure that there are no
two settings with different values assigned to a user's account - this could cause confusion for the
user, and for Security Administrators if this is the case.

User Account Policy Actions

Once you have created a Policy with the desired settings, the following Actions Menu items are
available to you:

e Apply Policy to Users - allows you to assign the selected policy to a group of users, or security
groups

e Toggle Status - either enable or disable the policy

e Delete - delete the policy
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X User Account Policies

User Account Policies are used to control various user settings as they relate to their 'Preferences’ area, and 'Screen Options

MNote 1: By applying & User Account Policy to a
Note 2: You can have the same setting a

Actions Order  Policy Name

> 4] = Charts Di

b3 8  pply Policy to Users

3 2'. Toggle Status - Enabled or Disabled

- _@ Delete

5 0 i Paceward Licts - Shared

Re-Ordering Execution of Policies

You can drag and drop the rows within the User Accounts Policies screen, and re-order the
execution of policies. This way, it is possible to have 'conflicting' settings for a user, and it will be
the last (most bottom) policy which will be in affect for the setting.

Check For Conflicts

As it's possible to apply more than one User Account Policy to a user's account, or a security group,
itis recommended that you use the 'Check for Conflicts' button to determine if this is the case - it
would cause confusion if different values for the same settings were being applied via different
policies.

3 Remote Site Administration

Welcome to the 'Remote Site Administration' area of Passwordstate.

The Remote Site Administration module allows you to manage account credentials on sites
(networks) that are not part of your standard internal network, and are either separated via the
Internet, or a firewalled environment.

Once licensed to use this module, an Agent can be deployed to each of your remote sites,
allowing communication back to your Passwordstate instance securely over one single port.
Below are some of the features available with the Remote Site Administration module.

e Discovery of accounts in Active Directory, Windows Desktop and Servers, Linux, databases and
network devices
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e Password Resets for many different account types

e Account Heartbeat Status for many different account types

e Free Licenses for "Clients' to login an view their own password credentials

e Process foridentifying which passwords need resetting after one of your technicians leaves
your company, and automatically reset them all with a few clicks

e In-Transit encryption of data between the Agent and Passwordstate API

e Optionally install a Browser Based Remote Session laauncher, so you can RDP or SSH into
machines over on that remote site

e Reporting for Privileged Account Management on that site. For example, what accounts have
had their passwords reset in the last 30 days.

3.1 Remote Site Locations

Prior to tagging Folders, Passwords, Hosts, etc to belong to a Remote Site Location, you first need

to add one or more Remote Site Locations on this screen.

Once you have added a Remote Site, then you can also deploy the agent to that site, allowing
communication back to your Passwordstate API. Please refer to the section 'Installing Remote Site

Agent' below for instructions for how to deploy the agent.

™ Note: Under the Help Menu in Passwordstate, some of the information below and more can be

found in the 'Remote Site Agent Manual'.
En Remote Site Locations
Below are all the Remote Sites where an Agent can be deployed to perform Account Discoveries, Password Resets, and Account and Host Heartbeats.
This feature is designed Tor sites that are not part of your standard internal network, and are either separated via the Internet, or a firewalled environment.

Actions  Site Location Agent Health  Last Agent Poll Time Agent Build No  Last Discovery Duration  Last Account Heartbeat Duration  Last Host Heartbeat Duration  Last Password Reset Duration

o Fabrikam @ "
° Halox ; 2/06/2017 9:13:00 AM 8000 00:00:02
(-] sanddomain Y 0 < oo N

Refresh Grid Add Remote Site | Refresh All Remote Tables

Toggle Visibility of IDs | | Grid Layout Actions..

Remote Site Locations Actions Menu

Below is a description for each of the Remote Site Locations Actions menus:

o Clear All Progress Indicators - this menu should rarely need to be used, but will clear any in
progress indicators on the screen, if one of the relevant poll jobs where to fail for any reason

e Delete - This will delete your remote site and all data for that site out of Passwordstate.

o Refresh Remote Tables - all remote tables are refreshed during the maintenance window, but
selecting this menu option means they will be refreshed again during the next agent poll.
Below is a list of tables synchronized to the Remote Site Location on Agent Start-up and during
the Maintenance Window:

o AccountTypes

o DiscoveryOUs (also synchronized just prior to any Host Discovery Jobs)
o DiscoveryScripts

o Hosts (also synchronized just prior to any Discovery Jobs)

o HostTypes
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o OperatingSystems
o Scripts
o ValidationScripts

(The majority of these tables should be fairly static, meaning the once a day synchronization
should be enough. If however you add/modify any of your own PowerShell scripts for Password
Resets and Account Heartbeats, then itis recommended you use the 'Refresh Remote Tables'
menu option.

¢ View Agent Installer Instructions - For instructions on how to add a New Remote Site Location
and install it on your remote network, see this complete guide:
https://www.clickstudios.com.au/downloads/version9/Passwordstate_Agent Manual.pdf

B Remote Site Locations

Below are all the Remote Sites where an .&;;EI"T can be 3"::3|C"3'ES to perform Account @fScoveries, Password Resets, and Acco

This feature is designed for sites that are not part of your standard internal | ork, and are either separated via the Interne

Actions  Site Location Agent Health  Last Agent Poll T Agent Build No  Last Discovery Duratio

(v ] Fabrikam & A
[ 4] Haloy L2/88/2017 9:13:00 AM 8000 00:00:02
¥ Clear &1l Progress Indicators /04/2017 10:43:35 AM 8000 NA
Delete - - .
R ? Al Remote Tables | Toggle Visibility of IDs Grid Layout Actions
vt Refresh Remote Tables
& view Agent Installer Instructions
Logging

In addition to the standard audit records the Remote Site Agent can feed back to the API, there is
also local logging for the Agent as well - to help identify any issues with the Agent if needed. The
available local logs are (please note that no sensitive data is added to these log files):

General - General logging not related to any of the other log files below
Discovery - Logging related to Account and Host Discovery Jobs
Heartbeat - Logging related to Account and Host heartbeats
PasswordResets - Logging relating to Password Resets

Each of the log files can be found in the folder "C:\Program Files (x86)\Passwordstate Agent\logs"
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4.1

Password Reset Portal Administration

Welcome to the 'Password Reset Portal Administration' area of Passwordstate.

The Password Reset Portal is a Self-Service Portal for your users to unlock, or reset the password
for their Active Directory Domain account, in the event they are no longer able to authenticate.
The portal can be accessed via Mobile Phones and Desktops.

There are multiple Verification Policies available for the portal to 'ldentify' your users in order for
them to unlock or reset their account, which are listed below. With these Verification Policies,
you can also assign different policies to different sets of users if required.

Duo Authentication

Email Temporary PIN Code

Google Authenticator

One-Time Passwords (TOTP or HOTP)
PIN Number

Questions and Answers

RADIUS Authentication

RSA SecurlD Authentication

e SAML Authentication

Included in your dowload of Passwordstate, or available on the Click Studios' web site, is the
installer for the Password Reset Portal. Please refer to the 'Password Reset Portal Installation
Instructions' for more information.

Active Directory Domains

In order for users to reset or unlock their domain accounts, you must first add the required
number of Active Directory Domains on this screen.

™ Note 1: Your domain must be at 2012 functional level or higher.

™ Note 2: Only unique domains are supported i.e. NetBIOS Name and FQDN need to be unique
across domain records

Trusted and non-trusted domains can be added on this screen, and the following ports are
required to be open on any firewalls for this module to function:

Password Reset Portal Ports

e The Password Reset Portal only needs to communicate back to your Passwordstate API, so
generally Port 443 is required to be open. If you are using a different port for your
Passwordstate web site, then this port will instead need to be open

Passwordstate Web Site and API
e Port 636 (TCP) - this is required for LDAP over SSL, so the Passwordstate Ul and API can
communicate with Active Directory to reset and unlock accounts
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e Ports 88 aand 464 (UDP/TCP) are required to be open to your domain controllers, in order to use

Kerberos authentication

e To query Event Logs on Domain Controllers for account lockouts, Port 135 needs to be open, and

also the existing Windows Firewall rule "Remote Event Log Management (RPC)", which uses

dynamic ports

e Please note all authentication options require UDP Port 389 to be open, in order to find the

nearest domain controller

Adding a New Active Directory Domain
Prior to adding a new domain, you must first add one or more required Privileged Account
Credentials so Passwordstate can reset/unlock accounts in the domain, and also query event logs

on your domain controller.

i Add New Active Directory Domain

To add a new Active Directory Domain for the Password Reset module, please fill in the details below.

active directory details

event log monitoring

Please specify appropriate details for your domain below.

AD Domain NetBIOS MName *

FQDN *

Domain Label

Domain Controller FQDN

AD Domain LDAP Query String *

Privleged Account Credential

Protocol

clickstudios

m
=]

ckstudios.com.au

m
oy

T.rj:ere is @ System Setting to allow showing of @ Domains dropdown [ist on .
screens in the Password Reset Portal. When grcneﬁ you can either show t
NetBIOS value of the domain, or a different label by specifying one here.

€.g. :J'snr'.ro' l.clickstudios.com.au (this should only be rnqmrec.' if you are having
(S5 th

a T
ies contacting the domain over restricted netwaorks like the Internet)

ng

e.g. de=clickstudios,dc=com,dc=au

Corp Domain Priv =

This account must have permissions to query Security Group memberships,
and also to reset the password for user's accounts in Active Directory

@ LDaPs (TCP Port 636) (O Kerberos (UDPR/TCP Ports 88 and 464)

™ yop port 389 is required to be open for all Protocols above.

Save Cancel
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7 Add New Active Directory Domain

To add a new Active Directory Domain for the Password Reset module, please fill in the details below.

active directory details event log monitoring

If you would like to monitor for account lockouts, you can specify one or more Domain Controllers below,

separated on each line (more domain controllers can be added later if required editing the domain on the previous
screen).

Domain Controller(s)

e
(Generally you only need to add the domain controller which holds the Primary
Domain Controller (PDC) emulator role, but others can be added if needed)

Privleged Account Credential Event Log Monitoring &

Please pick a Privileged Account Credential with sufficient permissions to query
the event log on your Domain Controllers

Save Cancel

4.2 Auditing

The Auditing screen allows for real-time reporting of all audit events related to the Password
Reset Portal.

There are multiple filtering options available, including each of the different platforms
(Administration, Portal, Windows Service), as well as different Activity Types and date ranges.
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4.3

4.4

o Auditing

30/11/2020 80436 AM

1000125
25/11/2020 102442 A 100091
T6/11/2020 402307 100091
Accoun,
10717200 12018890 00081
7/11/2020 10:31:53 AM 00091 22
oo
"
100091
100091 tify
1o B eeesze s e 1t0 15.f 5000

Exportto Excel | Grid Layout Actions..

Auditing Graphs

The Auditing Graphs screen gives you a visually representation of different audit events over time
for the Password Reset Portal.

Similar to the Auditing screen, various filtering can be performed based on Platform, Activity and
Duration.
12 Auditing Graphs
Please select the appropriate filters below, and then click on the ‘Refresh’ button.
Graph Filters
Platform: Audit Activity: Duration:

® Al O Administration © Portal © Windows Service | All Activities v| [1vear |v| [(Refresh

1200

800
400
Jul 2016 Aug 2016 Sep2016 0ct 2016 Nov2016 Dec2016 Jan 2017 Feb 2017 Mar 2017 Apr2017 May 2017 Jun 2017

m All Activities

Bad Passwords

If you would like to prevent users from using certain Passwords when resetting their Active
Directory account, you can use the Bad Passwords feature for this.

There are two types of Bad Password databases you can use, and they are:
e Your own custom Bad Passwords, by adding them into your Passwordstate database

e Oryou can use the online 'Have | been Pwned' database from this site -
https://haveibeenpwned.com/. This is a list of known password from various security breaches
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across the globe. If using this feature, your web server hosting the Passwordstate Reset Portal
must be able to make calls to the internet.
e Oryou can use both

@ Bad Passwords
Please 5&%.:: which type of Bad Passwords database you would like to use to prevent users from using specific passwords
Bad Passwords Database

@ Custom Database Below O Have | Been Pwned APl (O Both

Actions  Password

2345
aaaaa

mats9119

olafur

0000000

=
=%
&

Import | Export Grid Layout Actions... ™

If using your own custom database, simply add in which passwords you would like to prevent the
user of, and then users will be notified in the Portal if a match is found.

If required, you can also prevent partial matches on these values as well, but enabling the RegEx
pattern matching on the System Settings screen.
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4.5

€ System Settings
To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save® button,

Search Settings:

active directory options api branding error customizations miscellaneous password expiry reminder template syslog server

Please select various Miscellaneous settings below as appropriate.

Miscellaneous Settings

Specify the URL for the Password Reset Portal, which will be used used within the body of
| https://passwordresetportal halox.net

ropriate emails:

By specifying a 'Return’ URL below, Exit buttons will be visible on each screegd
you've specified below:

the portal, and clicking the Exit button will return you to the URL

Query Domain Controller event logs for account locks ents every: 5 -~ Minutes

(The querying of event log data will only return the {x) minutes of data, the same as the time-frame selected above)

Use regular expressions when matching 'Bad Passwords':
Oves ®no

With the Password Reset Portal, protect against brute force dictionary authentication attempts on the initial ldentification screen by locking out an
active session after the following number of failed login attempts: (Elocked IP Addresses can be removed on the screen Administration -» Brute Force
Blocked IPs)

3

Save Save & Close

Password Policies

Password Policies can be used to provide on screen guidance as to what type of Passwords are
expected, and prevent resetting your account if the policy is not met.

The type of criteria you can specify is:
e Minimum LowerCase Characters

e Minimum UpperCase Characters
Minimum Numeric Characters
Minimum Symbol Characters
Preferred Password Length
Requires Upper And Lower Case

Ideally these Policies should match the domain policies applied to the user's accounts - either the
default domain policy, or any Fine-Grained Password Policies.

Once a policy is created, you need to apply permissions for which users or security groups are to
receive it. And as the policies can be "Ordered" in precedence, you could set the 'Default
Password Policy' to match your default Domain Password Policy, and if you have any Fine-Grained
Password Policies in use, you can also create Password Policies here to match. This way your users
can get specific details for what's expected for their account.
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If the Password Policy is a match for the user, but resetting their account on the domain still fails
(possibly they've reused a previous password), then you can also customize the error message
which will be displayed on the screen for them.

B Password Policies
Listed below are all the Password Policies which can be used for the Password Reset Portal. Please note:

1. You cannot delete the ‘Default Password Palicy

2. You need to apply appropriate permissions to the policies

3. If more than once policy is in effect for a user, you can change the order by dragging and dropping the Order icon i.e, policies lower in the grid will take affect
compared to policies higher in the grid.

Actions Order  Policy Name Min Lowercase  Min Uppercase  Min Numerics  Min Symbols  Preferred Length  Reguires Upper/Lower
> [~] H Default Password Policy & 1 1 1 1 2 vy
> [~} i Second Policy = 0 0 0 0 4 b4

Add | Grid Layout Actions.. ™

¥ Edit Password Policy

Please specify your password policy settings below, and click on the 'Save’ button.

policy settings

Flease specify details for the Password Policy Below.

Policy Name * ! |Default Password Policy

Policy Description * |Default Domain Passwerd Policy for All Users

Minimum LowerCase Characters * : |1 |

Minimum UpperCase Characters * : |-| |

Minimum Numeric Characters * : |1 |

Minimum Symbol Characters * : |-| |

Preferred Password Length : |3 |

Requires Upper And Lower Case * ! ®ves O No

Failed Reset Message * ' |Password could not be reset - The value provided for the new password
does not meet the length, complexity, or history requirements of the
domain.

P
If the user passes the Password Policy criteria above when resetting their
password, but their password is still rejected by the domain, then you can
use this field to customise the error message they will see on the screen.

Save Cancel

4.6 Privileged Account Credentials

Privileged Account Credentials are used for two things with the Password Reset Portal:

e To allow unlocks and resets of user's Active Directory Domain accounts
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e To allow Passwordstate to query Event Logs on Domain Controllers for bad login attempts, or
account lockouts

When adding a Privileged Account, please ensure it has sufficient permissions to perform the
functions above - generally the account being used for resets/unlocks needs to be in the 'Account
Operators' group at a minimum, but may require Domain Admin rights depending on the privilege
set of the account being unlocked/reset, or if your admins have restricted access to certain
accounts. Querying event logs generally requires a Domain Admin account, or the account needs
to be in the 'Event Log Readers' built-in Security Group.

If you are also using the Password Reset features built into the core of the Passwordstate product,
then you can also link this Privileged Account Credential to an account in an existing Password List
- to ensure the password for the account is always updated.

o Add Privileged Account Details

Please specify details as appropriate below, then click on the Save buttan.

privileged account credentials

Please specify appropriate details below, the click on the Save Button,

Description | |

UserMame * | | i )

Please specify account in the format of domainyuserid
Password * | |’

Confirm Password = | |

Link To Password -- Mot Required -- -
If you link this Privileged Account to a password record which is enabled for Password Resets,
then it will be updated here once the Password Reset is complete.
Mote: Only passwords which have been enabled for Reset, plus match the UserName above,
will be visible here.

Save Cancel

If you use any Fine Grain Password Policies in your organization, then you're privileged account
credential also needs access to the policy in order to read certain attributes from it. Below is a
screenshot of where this can be applied, if permissions do not already exist.
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4.7

Short Password Expiry

password settings  pPassyyord Settings

Directly Applies To
ame: Shart Password Expiry
Extensions Precedence: 4
Enforce minimum password length
Minimum password length (characters): 8

Enforce password history
Number of passwords remembered: 24

Password must mest complexity requirements

[[] Store password using reversible encryption

Protect from accidental deletion

Password age options:
[ Enforce minimum password age
User cannot change the password within (days):
Enforce maximum password age
User must change the password after (days):
[[] Enforce account lockaut policy:
Number of failed logon attempts allowed:
Reset failed logon attempts count after (mins):
Account will be locked out
# For a duration of (mins):
Until an administrator manually unlocks the account

o =

TASKS ¥ SECTIONS ¥

(2% ()

~) More Information

Description:

Directly Applies To

Name - Ma

Short assod Users

Extensions

Security | Attribute Editor

Giroup or user names:

Remove

B2 Exchange Recipient Administrators HALOX\Exchange Re A
82 Exchangs Trusted Subsystem (HALDX\E xchange T usted
it [pr
B Drgarization Management (HALO!Oiganization Managen
52 Deleaated Setun [HALOX\D elenated Setus]
< >
Add Remave
Permissions for Passwordstate
Support Allow Dery
Ful cantrel O O
Read -
Wiite O ]
Special permissions
For special pemissions or advanced settings, Adyanced

click Advanced.

OK Cancel

Reporting

The Reporting screen provides various pre-defined reports showing a graphical representation of
data over time, or various raw data reports are also available.

Below is a screenshot of the reports available, as well as an example of trend and data reports.
Note: When you click on areport, it will provide more detailed instructions for the purpose of the

report.
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I Password Reset Portal Reporting

181

Please choose the appropriate report, and reporting parameters as appropriate.

Enrollment

Show trend of Total Users vs Enrolled Users

Show trend of Enrolled Users

Show users who are yet to enroll

Show the enrolled status for all users

Show users who are having issues enrolling

Show summary of which enrcllment emails have been sent

Verification Policies

Users who have multiple policies
Show users who have no policy
Show policies and assigned members

Reset Activity

Show trend of Account Unlocks for Portal vs Admin
Show trend of Account Unlocks via the Portal
Show trend of Account Unlocks by an Admin

Show trend of Account Resets for Portal vs Admin
Show trend of Account Resets via the Portal

Show trend of Account Resets by an Admin

Users & Security Groups

Show users with 'User cannot change' or 'Password Never Expires'
Show members of each Security Group
Show members not in any Security Groups

I Password Reset Portal Reporting

Report Name: Show summary of which accounts have non-recommended account settings
jon: Shows a summary of which accounts either have the 'Password Never Expires' or 'User Cannot Change Password' option set in Active Directory.

Report Descripti
User ID First Name Surname
T T T

halox\afran Alexandra Franklin
halaxymbam Michael Bames
halox\jalva Jake Alvarado
halox\msand Mark Sandford
haloxjcisn John Cisneros
halox\farja James Farthing
halox\udit udit Khullar
halox\dkels Dave Kelsey
haloxiawils Adam wilson
halox\tboggs Tim Boggs

W[z

Return to Reports | Export to Excel | Export to Excel (97 - 2003)

Page size: 10 ~

Email Address

User Cannot Change Password

T aor or

Password Never Expires

tesetgggggg

I Password Reset Portal Reporting

Report Name: Show trend of Account Unlocks for Portal vs Admin

Report Description: This report will show the trend of Account Unlocks being performed via the Portal compared to Admins doing this within Passwordstate.

Graph Style

Graph Type: O Area ® Line Ogar  Color Theme:  Flat M

Duration:
Past 2 Vears
Stack the data points on top of each other: O ves ® No

Graph Filters

Show trend of Account Unlocks for Portal vs Admin

Jul2015  Aug2015 Sep2015 Oct2015 Nov2015 Dec2015 Jan2016 Feb2016 Mar2016 Apr2016

Return to Reports | | Export to PDF

May2016 Jun2016 Jul2016 Aug2016 Sep2016 Oct2016 Nov2016 Dec2016 Jan2017 Feb2017 Mar2017 Apr2017 May2017

m Admin Unlocks ® Portal Unlocks

Jun 2017
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4.8 Security Groups
Itis recommended that you use Active Directory Security Groups to apply permissions to
Verification Policies. By doing this, you can automate adding new users into the Password Reset
Portal, apply a Verification Policy to their account, and send them automatic Enrollment emails.
If required, there are also some debugging options available, if you experience any issues with
importing and synchronizing Security Groups.
B Security Groups
Listed below are zll the Active Directol Secur Tl.'\.-vl':‘. ps which are currently Synchronizing for the Password Reset module
Actions Security Group Description Last AD Sync
T T
[~] Used for the core team anly 11/06/2017 11:07 AN
o 7 11:07 AM
[~} 7 11:07 AR
(-] Test Description 11/06/2017 11:08 AM
Add AD Security Group Debug AD Security Groups Debug AD Sync Data | Grid Layout Actions... =
Nested Security Groups
Nested Security Groups are supported in Passwordstate, but we do not maintain the nesting
structure of those security groups. Instead, all the members of the nested Security Groups, will
show in Passwordstate as members of the "parent" security group.
™ please Note: Nested Security Groups are only supported within the same Active Directory
Domaini.e. you cannot nested a Security Group from Domain B, beneath a Security Group from
Domain A.
49 System Settings

System Settings are used to specify any number of system wide settings for the Password Reset
Portal, with each section being detailed below.

Active Directory Options

The Active Directory Options tab allows you to specify a schedule for when Passwordstate should
synchronize members of Active Directory Security Groups, as well as the frequency as to when
new users receive each of the 3 different enrollment emails.
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€ System Settings
To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save’ button.,

Search Settings:

I active directory options api branding error customizations miscellaneous password expiry reminder template syslog server

Please specify the schedule options below for synchronizing the membership of Security Groups below. Once accounts have been synchronized and added to the 'User
A

Accounts and Enrollment Status' screen, the user can enrol to use the Password Reset Portal feature,

Active Directory Security Group Membership Options

When a user is removed from a Security Group, and that user no longer belongs to any Security Groups in the Password Reset Portal, perform the
following:

O Delete the User's Account from Password Reset Portal @ Do Nothing

Show a Domain dropdown List on the Password Reset Portal screens:
Oves @No

When new users are added as part of the Security Group synchronization process (performed by the Passwordstate Windows Service), space out the 3
Enroliment emails by:

7 ~| Days

(Selecting 0 will disable automatic emails being sent. These automatic emails are alse only sent to new users who have been added as part of the AD Sync
process performed via the Passwordstate Windows Service. You can also send these emails manually to users either via the Verification Policies or User Account
Management screens)

Synchronize Security Group Memberships at:
(You can also perform a Manual Synchrenization for specific security groups on the screen Administration -» Password Reset Portal Administration -> Security
Groups)

Once a day at 00 Hour gg Minute
Or on a schedule every: 5 Minutes -
Save Save & Close
Branding

The Branding tab allows you to select a color scheme and background wallpaper for the Password
Reset Portal, as well as your own custom logo.

™ Note 1: In order to use the custom logo feature, '"Anonymous' authentication must be enabled
on your Passwordstate web site. If this is not the case, please refer to Note 2

™ Note 2: You can also copy your own logo file across to the portal web site. Name the file
'logo.png' and copy it to the file 'c:\inetpub\PasswordResetPortal\Content\assets\images' - this
method can sometimes help with Load Balancers and Proxies. Recommended dimensions are
360W x 75H, and if using this method, please ensure you use the 'Restore Default Logo' button, to
ensure the custom logo you've uploaded to the Passwordstate core web site, is not used.
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£ System Settings
To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save’ button

Search Settings:

active directory options api branding error customizations miscellanecus password expiry reminder template syslog server

Please choose the color scheme and background image for the Password Reset Portal below.

Color Scheme & Custom CSS

Please select the color scheme you would like to show on the Password Reset Portal.

Blue - Preview Mobile || Preview Desktop

If you would like to customize certain CSS for the Password Reset Portal site, you can by creating a file called custom.css and placing it in the
{content/assets/css/global folder within your Password Reset Portal folder.

You may also need to include the limportant' rule on your css styling, so they take precedence over existing styling in the Password Reset Portal Site.

Portal Logo

You can upload a new loga for the portal below (Recommended size = 360W x 75H, and either .png .gif or .Jpg format)

Please note that your Passwordstate web site must have 'Anonymous' authentication enabled in IS for this to work - which is the default setting. For other options,
please refer to the Security Administrator's Manual under the Help menu - look in section Password Reset Portal Administration -> System Settings.

Passwordstate

PASSWORD RESET

Restore Default Logo Upload New Logo

Background Image

Please select the background image you would like to show on the Password Reset Porta

Error Customizations

The Error Customizations tab allows you to customize the text on various error screens within the
Password Reset Portal. The intention is to allow you to provide a custom relevant body of text,
informing your users the appropriate action to take if an error were to occur.
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& System Settings

T modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save' button,

Search Settings:

active directory options api branding error customizations miscellanecus password expiry reminder template syslog server

Please customize the text presented to users on the various portal screens below.

Enrollment Error Screen
The following text will be visible to the user if they try and use the Password Reset Portal feature, but they have not finished the initial enrollment process for their
domain account.
Enrollment Error

[ME@ B 7 U]

Your user account has not been enrolled to use this Self Service Reset feature. Please contact your IS Service Desk for more information.

A~ O~ fontName v Real. v | 27|

You can now close your browser.

Subscription Error Screen
The following text will be visible to the user if there are any issues with the licensing for the Password Reset Portal module i.e. your subscription has expired, or you

have not purchased the required licenses for this module.

Subscription Error
M@ B 7 L[S

There appears to be an issue with the subscription for this Self Service Reset feature.

| A~ & ~| FontName v Real..v| 3|

Please contact your IS Service Desk to investigate,

Verification Policy Error Screen

The following text will be visible to the user if there is no Verification Policy assigned to their account.

Verification Policy Error
IN P B B 7 NI === =113 3= | 4 - M| c ..o Bl 20E |

Miscellaneous
The Miscellaneous tab has various settings for URLs, the frequency of query Event Logs on Domain
Controllers, and also bruce force lockout counters for the Password Reset Portal Identification and

Verification screens.
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Search Settings:

active directory options api branding error customizations miscellaneous password expiry reminder template syslog server

Please select various Miscellaneous settings below as appropriate.

Miscellaneous Settings

Specify the URL for the Password Reset Portal, which will be used used within the body of appropriate emails:
| https://passwordresetportal.halox.net

By specifying a 'Return’ URL belew, Exit buttons will be visible on each screen in the portal, and clicking the Exit button will return you to the URL you've specified
below:

Query Domain Controller event logs for account lockout events every: 5~ Minutes
(The querying of event log data will only return the past (x) minutes of data, the same as the time-frame selected abave)

Use regular expressions when matching ‘Bad Passwords': =

Oves ®No

With the Password Reset Portal, protect against brute force dictionary authentication attempts on the initial |dentification screen by locking out an active session after
tration -> Brute Force Blocked IPs)

the following number of failed login attempts: (Elocked IP Addresses can be removed on the screen Admi
3 (Setting to 0 will disable this feature, and it is not recommended - it should only be disabled for troubleshooting purposes)

When tracking failed Iug!%s for Brute Force Login detection, track by: (If selecting 'IP Address Only", and you are using Load Balancers or Proxy Servers, please ensure you have
configured Passwordstate and your network devices for X-Forwarded-For Support)
@ UserlD and IP Address O IP Address Only

Save || Save & Close

Password Expiry Reminder Template

The Password Expiry Reminder Template tab allows you to specify settings so users can get
reminders that their Active Directory account password must soon be reset. The intention of this
feature is to proactively remind the user to reset their password, prior to it expiring.
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L System Settings

To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save’ button,

Search Settings:

active directory options api branding error customizations miscellanecus password expiry reminder template syslog server

Emails reminders can be sent o uses to remind them their password in Active Directory will scon expire, To do so, please customize the Password Expiry Reminder
template below as required, and also specify the frequency and timing of the emails being sent.

Password Expiry Reminder Settings

Send emails on the number of days prior to a password reset being required: Specify the time of day the emails are sent:
14 Days E7 Days B3 Days B2 Days E1 Day 14 + Hour g5 = Minute

Password Expiry Reminder Template

Please customize the email to be send to the users below

Email Subject: ‘ Password Expiry Reminder

| A6~ | Font Name = Real.. ~ | wl

|\ Ems B 7 U|
Hello [FirstName],

The password for your Active Directory account [UserID] needs to be reset within the next [Daysl.
If your password expires, you will not be able to log on to the network and perform your work.

Please reset your password either via the Windows Login screen, or via the Password Reset Portal by clicking on the following URL -
[PasswordResetPortalURL].

Regards
IS Service Desk

Variables which can be used in this template are [FirstName], [UserID], [Days] and [PasswordResetPortalURL].

Save Save & Close

For users to receive this email notification, certain event must be met:

e Their account must be listed on the User Account Management screen
e They must have an email address associated with their account
¢ And both of the options you see in the screenshot below must not be selected
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Properties ? et

Published Cerificates = Member Cf F‘a%uurd Replication Dialin  Ohbject
Security Environment Sessions Remate contral
Remote Desktop Services Profile COM= Attribute Editor

General Address Account Prafile Telephones Organization

Lser logon name:

| IL v
Lser logon name (pre-Windows 2000):

Logon Hours... Log On To...

Unlock account

Accourt options:

[ User must change passw%m logon 2
|ser cannot change password

Passwaord never expires

[ Store password using reversi ion

Account expires

(@) Never
OEndof: | Saturday .23 Januay 2021

Cancel Aoply Help

Syslog Server

The Syslog Server tab allows you to specify Syslog server details to send all auditing datato a
Syslog server for event correlation.

If needed, you can also modify the date/time formatting of the messages sent to Syslog servers.
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& System Settings
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To modify the system settings for the Password Reset module, please make changes within the appropriate tabs below, then click on the 'Save’ button.

Search Settings:

active directory options api branding error customizations miscellaneous password expiry reminder template syslog server

Syslog Server Details

nd all Audit log details to a Sysl

rver for the first time will send all audit

server, plea:

e and Port number below:

Syslog Server

\
Port Murmber (UDP): ‘ 504

Date Formatiing

yyyy-MM-dd HH:mm:ss

|
|
| o

2020-12-09 14:05:05
Protocal: ®uoer O1cp

Save Save & Close

User Account Management

The User Account Management screen allows you to add new user accounts so they can use the

Password Reset Portal, sent Enrollment Emails to them, and also see various attributes relating to

the user's AD account, and unlock/reset their account if required.

When importing user accounts, we also query the following domain and account attributes. If you

experience any issues importing accounts, i.e. errors like AD attribute blank or not found, possibly

itis a permission issue within you

Domain Attributes

r domain:

maxPwdAge (Default Domain Password Policy)
msDS-ResultantPSO (Fine Grained AD Password Policy)
msDS-PasswordSettings (Fine Grained AD Password Policy)
msDS-MaximumPasswordAge (Fine Grained AD Password Policy)

User Account Attributes
SAMAccountName
givenname

sn (Surname)

name

objectSid

mail
objectCategory=person
objectClass=user
user.UserCannotChangePassword
user.PasswordNeverExpires
user.LastPasswordSet
user.UserPrincipalName
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2 User Account Management
Listed below are al users who can use the Password Reset module in Passwiordstate.

User Search and Filtering

corcn [ @uiusers Ofmrolked ONotemoled | Search
=T ount: Enterprise (Unlimited) M Available License Count: Not Applicable
O ueo Fist Name sumame emsil Lot Used portal Enolled
v v T’ v ®r

] x

°

°

°

°

°

°

°

° the

o e Ke tesetgggggg

ez aser s vage 1 o7 [ Fecesze 0 [ rem 110 100f63

Add From AD | Export | process Selected Items. ~ Grid Layout Actions...

Account Details
On the Account Details tab for a user, you can see various attributes for their Active Directory
account, as well as unlock/reset their account if required.

Ideally the user should be using the Portal to reset/unlock their own account, but under certain
conditions this may not be possible. If an Administrator of Passwordstate is required to
unlock/reset a user's account, they must specify a reason as to why they need to do this - that way
areport can be generated to see if there are any trends which can be addressed, which would
hopefully increase the use of the Password Reset Portal.

A Edit User Details
To modify the user’s defails, please make appropriate changes in each of the tabs below and click on the "Save’ button.

Rachel Palmer (halox\rpalmer)

account details verification methods account lockout monitoring

User's Account Details Unlock or Reset Account
UserlD : haloxyrpalmer Account Locked Status : Unlock account (Account is not locked
First Mame : Rachel MNew Password :
sumame Palmer -
™ Confirm Password :
Email Address N
UserPrincipalMame : \
——REsettmg o themrpesswoTt - tate TR
Office: Resetting of their password failed - Known Error
Department : Resetting of their password failed - Password Reuse
Enrolled : ¢ User is enrolled User could not remember the Answer to a selectad Question
Account Disabled : No User could not remember the URL for the Self Service Reset Portal

Bad Password Attempts User did not enroll to use service

0
0
. . User did not have network access
Password Never Expires : Optio
o]

pt )
User does not know how to use Self Service Reset Portal
Cannot Change Pwd : pt t . :
- User is experiencing frequent lockouts of their account
Last Logon : 9/01/2018 10:18:43 AM User was not aware of the Self Service Reset Portal
Password Last Set: 7/04/2018 1:15:23 PM Verification Method for user account is failing
Other

Save Cancel

Verification Methods

The Verification Methods tab allows an Administrator of Passwordstate to specify settings for any
one of the available Verification Policies for the user. Ideally the user would be specifying the
relevant settings when they Enroll to use the Portal, but Administrators can change/override
these settings if required.
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2 Edit User Details
To modify the user's details, please make appropriate changes in each of the tabs below and click on the *Save' button.
Rachel Palmer (halox\rpalmer)

account details wverification methods account lockout menitering

Below are the user's settings for each of the available verification Method. Generally the user specifies the appropriate settings during the enrollment process, but you can also
change them here if required.

PIN Number
Please specify the user's users PIN Number below.

PIN Number:

One-Time Password Settings

Select which type of One-Time Password authentication method the user will use, and various settings as appropriate - these settings are only applicable if the Cne-
Time Password Authentication option has been applied to the users account

Token Type: Time-Based -

Time Step: 30 Generally 30 or 60 seconds

Token Clock Drift: | How many seconds the user's token has drifted over time

Counter: 0 What the current Counter is for the user's token

HOTP Digits: 6 Generally 6 or 8 digits (for Counter-Based authentication)

Secret Key: |_Generate || Clear
Google Authenticator

In order for the user to use two-factor authentication with Google Authenticator and their mobile/cell device, you will need to:

1. Select the appropriate Google Authenticator option above

nerate a new Secret Key and email it to them
3. Click on the "Save’ button.

Secret Key: | Generate || Clear

(not case-sensitive)

RADIUS Username
Please specify the user's RADIUS Username value below

RADIUS Username: |rpalmer

SecurlD UserlD

Please specify the user's SecuriD UseriD value below.

Account Lockout Monitoring

The Account Lockout Monitoring tab will show any bad login attempts, or account lockout events,
for the user's account. Event ID's 4740 (account lockout) and 4771 (pre-authentication fail i.e. Bad

Login attempt). This tab may help you identify where a user is getting locked out, if it continues to
happen regularly.
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A Edit User Details
To modify the user's details, please make appropriate changes in each of the tabs below and click on the “Save' button

Rachel Palmer (halox\rpalmer)

Below is auditing data related to fa omain logon attempts, or account lock Directory Account
Query Event Logs Now Querying of Event Log(s) was last performed a
Date Activity Description
T T T
No records to display.

Save Cancel

4.11 \Verification Policies

Verification Policies are used to 'identify' the user when using the Password Reset Portal. The
basic 3 step process is:

¢ Identify - specify their Active Directory Account
e Verify - verify the account, based on the Verification Policy selected for their account
e Reset Password - either reset the password for their account, or unlock the account also

There are 9 different Verification Policies available to be used, each requiring certain
configuration settings to be specified/confirmed, before you apply the policy to any user's
accounts. The basic process to follow here is:

e Specify appropriate settings for the Verification Policy you want to use

o Apply the policies to users (itis recommended you use Security Groups for this purpose)

e And then send the initial Enrollment Email 1to all users of the policies - assuming you are not
using the Auto-Enroll feature for the Verification Policies.

™ Note 1: Verification Policies can also be applied to users in a specific order, by dragging and
dropping the rows from within the 'Order' columni.e. apply a certain policy to 'All Users and
Security Groups', but then also apply a certain policy to only specific users or security groups. For
example, you can configure the policies so the whole business uses a Pin Number to verify, but
then force IT to use some form of Two-Factor Authentication instead.

™ Note 2: If you enable auto-enrollment when user accounts have already been added into
Passwordstate, they will be auto-enrolled next time the scheduled AD sync occurs, assuming they
are not enrolled already.
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X Verification Policies

Verification Policies a

4. And order the

Actions  Order  Policy Name

One-Time Pass

(-]
(-]
(-]

> @ i o
Apply Policy to Users

.

>,

B Send Enrollment Email 1
4 send enrollment Email 2
]

by dragging and dropping the

Policy Descripti

stion
Send Enrollment Ema
- e IN Code
[-] entication
Users In Multiple Policies | Users With No Policy | | Grid Layout Actions.. =

Order icon i.e. policies lower in the grid will have precedenc

T

'assword hardware of software tokens

omain account through the Password Reset Portal. To use one ore more Verification Policies, you need to:

Auto
Enroliment

X x

X X %X X X

= over palicies higher in the grid {only one policy can ever ba

n effect for a user)
Email 2 Sent Email 3 Sent
1 10

User Initiated Enrollment

By default, the Verification Policies are configured to allow users to enroll themselves to use the
Password Reset Portal. This means a variety of enrollment emails can be sent to your users,

reminding them to enroll.

On each Verification Policy screens, you can customize the 3 different Enrollment emails, specific
to the selected Verification Policy. Below is a screenshot from the SecurlD Verification Policy.

- Note 1: Once the initial Enrollment email has been sent, the Passwordstate Windows Service

will then send subsequent enrollment emails to users who are yet to enroll

™ Note 2: If one of the Enrollment emails is sent to a user, selecting that same Menu item again
will not send the email a second time to them
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£ EE’E Verification Policy

Please update the settings for policy 'RSA SecurlD Authentication® on each of the Tabs below as appropriate, then click on the 'Save’ button,

verification method enroliment email 1 enrollment email 2 enrollment email 3

Subject : *|Passwordstate Self Service Reset Enrollment

Home

B W cut verdana san.. v B 7 U A ~

T+ Apply CSSCl.. » Insert Variable -

- ERiCopy  13px -ahe X* X V- E E ZE  Normal - ik
'aste
- mmPrint Aa aA -
Clipboard Font Paragraph Styles Editing Wariables

Hello [ToFirstName],
Welcome to the Passwordstate Self Service Reset Portal.

By enrolling to use this service, resetting or unlocking the password for your domain account will be a much simpler and
quicker process for you.

Your account has been configured to use SecurID Two-Factor Authentication as the Verification method for this
service, and all you need to do when enrolling is confirm your SecurID UserMame is correct.

To enroll for this service, please click on the following link - [PasswordResetPortalURL]/enroll.
Please contact the IS Service Desk on [insert phone number here] for further information and advice if required.

Regards
Passwordstate Administrators.

Save Cancel

Auto-Enroliment

6 out of the 9 Verification Policies can be configured for auto-enrollment, meaning your users do
not need to enroll to use the Password Reset Portal. Google, One-Time Passwords, and Questions
and Answers, all require user input to enroll, which is why auto-enrollment is not possible for
these policies.

The Auto-Enrollment can be done in one of two ways:

e By specifying various settings on each Verification Policy, when the scheduled synchronization
of Active Directory Security Groups occurs, then auto-enrollment will happen for any accounts
not already enrolled. This process is initiated by the Password Windows Service, and the
schedule for this can be found on the screen Administration -> Password Reset Portal
Administration -> System Settings -> Active Directory Options tab. Please note the 'Manual
Synchronization' menu option within the Ul does not perform the auto-enroll process, on the
Passwordstate Windows Service does this.

e Viathe API(s), it's also possible to script the auto-enrollment for users (please refer to the API
Documentation for more information)

Please refer to screenshots/descriptions for each policy of what's required for auto-enrollment.
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4.11.1 Duo Authentication

Duo Authentication is a two-factor authentication option from Duo Security - https://duo.com/

For auto-enrollment, by default the 'sAMAccountName' Active Directory Attribute is queried for
the user's account, but this can be changed to any AD attribute you like.

£ £dit Verification Policy

Please update the settings for policy 'Duo Authentication’ on each of the Tabs below as appropriate, then click on the 'Save’ button.

I verification method enroliment email 1 enrollment email 2 enrollment email 3

Duo Security Two-Factor Settings

Enter your Duo Security Authentication AP settings below.

Integration Key : |DIOMSRA539XISBHFIB5Y |
Secret Key : I |Q

APl HostName : |api—0e5‘| fec8.duosecurity.com |

Auto-Enrollment Settings

If you would like to auto-enrcll users for this Verification Policy as part of the Active Directory synchronization process, please enable the
option below and specify settings as appropriate.

™ Note: If you enable auto-enrollment, any user's accounts which already exist in Passwordstate, but have not yet enrolled, they will be
automatically enrolled with the settings below then next time the Active Directory Synchronization occurs - either via the schedule, or if run
manually.

Enable Auto-Enrollment for this Verification Policy:

U ves @ No

Please specify the Active Directory Attribute Name that you would like auto-populated into the 'Duo Username’ field for user's
accounts.
sAMAccountName

When a user is auto-enrollment, send them an email with the details under the 'Auto-Enroliment Email' tab above (visible if you
enable auto-enroliment):

® Yes No

Save Cancel
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411.2

Email Temporary PIN Code

Emailing a Temporary PIN Code can also be used, and will only be valid for a specified amount of
time.

For auto-enrollment, by default the 'mail' Active Directory Attribute is queried for the user's
account, but this can be changed to any AD attribute you like.

X Edit Verification Policy

Please update the settings for policy 'Email Temporary PIN Code' on each of the Tabs below as appropriate, then click on the "Save’ button.

I verification method enrollment email 1 enrollment email 2 enrollment email 3 email temporary pin email

Email Temporary Pin Code Settings
Please specify appropriate settings below for when one of the Email Temporary Pin Code authentication options are used.
Pin Codelength: 5 =~

Pin Code Expires in Minute(s): 3 ~

Auto-Enrollment Settings

If you would like to aute-enroll users for this Verification Policy as part of the Active Directory synchronization process, please enable the
option below and specify settings as appropriate. This schedule for Synchronization can be found on the System Settings screen, under the
Active Directory Options tab.

™ Note: If you enable auto-enrolliment, any user's accounts which already exist in Passwordstate, but have not yet enrolled, they will be
automatically enrolled with the settings below then next time the Active Directory Synchronization occurs. This schedule for Synchronization
can be found on the System Settings screen, under the Active Directory Options tab

Enable Auto-Enrollment for this Verification Policy:

Oves ®No

Please specify the Active Directory Attribute Name that you would like auto-populated into the "Email Address’ field for user's
accounts.

mail
When a user is auto-enrolled, send them an email with the details under the "Auto-Enrollment Email' tab above: (visible if you enable
auto-enroliment)

Yes No

Save Cancel

411.3 Google Authenticator

Google Authenticator is a free two-factor authentication option which can be used on most
mobile phones, and desktops.

™ Note: There is no Auto-Enroliment option available for this Verification Policy.
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X Edit Verification Policy

Please update the settings for policy 'Google Authenticator’ on each of the Tabs below as appropriate, then click on the *Save” button.

I verification method enrollment email 1 enrollment email 2 enrollment email 3

Google Authenticator

There are no options that need to be configured to use the Google Authenticator Verification Method.

Auto-Enrollment Settings

Auto-enrallment is not possible for this Verification Policy, as it requires interaction/input from the user to enroll.

Save Cancel

411.4 One-Time Passwords (TOTP or HOTP)

One-Time Password authentication supports the TOTP and HOTP algorithms - TOTP being time-
based, and HOTP being counter-based. Both hardware and software tokens can be used for this
authentication method. If you enable this authentication option, and users have not configured
their preferences for their token, they will be prompted to specify their own settings the next
time they access Passwordstate.

™ Note: There is no Auto-Enrollment option available for this Verification Policy.
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£ Edit Verification Policy

Please update the settings for policy 'One-Time Passwords (TOTP or HOTP)' on each of the Tabs below as appropriate, then click on the 'Save’ button.

I verification method enrollment email 1 enrollment email 2 enrollment email 3

Time-Based One-Time Password Settings
Please specify settings for TOTP (Time-Based) One-Time Password Authentication below - TOTP can be hardware token or software based.

Allow hardware tokens to have a maximum Clock Drift of:
|10 |specf‘_-,' n seconds

Specify the default Time Step setting (seconds) which will apply to new user accounts added to Passwordstate:
32 |Gere’£ ly 30 or 60 seconds

Counter-Basad One-Time Password Settings
Please specify settings for HOTP (Counter-Based) One-Time Password Authentication below - HOTP can be hardware token or software based

Specify the Look Ahead Window Size for finding a Counter match:
|1DU |_cc-k ahead (x) number of counters to find a match

Specify the default number of Digits used for the One-Time Password which will apply to new user accounts added to Passwordstate:
8 |Gere’£ Iy & or & digits

Auto-Enrollment Settings

Autc-enrollment is not possible for this Verification Paolicy, as it requires interaction/input from the user to enroll.

Save Cancel

4.11.5 PIN Number

Similar to a PIN Number for credit cards, and PIN Number can also be used to verify the user's
account.

For auto-enrollment, a randomly generated Pin Number, based on the Pin Length Specified, will
be generated for the user. It's important the auto-enrollment email option is enabled here,
otherwise the user will not know what their Pin Number is.
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X Edit Verification Policy

Please update the settings for policy 'PIN Number' on each of the Tabs below as appropriate, then click on the 'Save’ button

I verification method auto-enrollment email

PIN Number

Please select the minimum length of the PIN Number to be used with this Verification Method.

4 -

Auto-Enrollment Settings

If you would like to auto-enroll users for this Verification Policy as part of the Active Directory synchronization process, please enable the
option below and specify settings as appropriate. This schedule for Synchronization can be found on the System Settings screen, under the
Active Directory Options tab.

Enable Auto-Enroliment for this Verification Policy:

®ves OnNo
™ Note: & randomly generated Pin Mumber, based on the Pin Mumber Length above, will be emailed to the user when they are auto-enrolled.
When a user is auto-enrolled, send them an email with the details under the 'Auto-Enrollment Email’ tab above: (visible if you enable

auto-enrollment)
Yes No

Save Cancel

4.11.6 Questions and Answers

The Questions and Answers Verification Policy allows the user to choose various questions to
enroll with, and then when they attempt to reset their domain account, they must answer two of
the questions successfully.

= Note: There is no Auto-Enrollment option available for this Verification Policy.

You can also add your own questions, or delete any of the default questions.
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X Edit Verification Policy

Please update the settings for policy 'Questions and Answers' on each of the Tabs below as appropriate, then click on the "Save’ button.

I verification method enrollment email 1 enrollment email 2 enroliment email 3

When users enroll, they can choose 2 different questions below to provide answers for. When they use the portal to unlock/reset their account, they
must provide answers for 2 of these chosen gquestions.

Questions and Answers
Please add or delete questions below as appropriate.

Actions  Question

In what city did your parents meet?

What is the first name of your best friend in school?
What is the last name of your favorite school teacher?
What is the name of the street where you grew up?
What is the name of your favorite sports team?

What is your dream job?

What is your favorite childrens book?

What was the first album that you purchased?

What was the first name of your first boss?

What was the model of your first car?

20000000000

WAihat sune tha nama af unore firck nnt?

Add new Question

Auto-Enrollment Settings

Auto-enrollment is not possible for this Verification Policy, as it requires interaction/input from the user to enroll.

Save Cancel

4.11.7 RADIUS Authentication

If you have a RADIUS server available withing your organization, you can simply specify your
RADIUS server configuration details on this screen.

For auto-enrollment, by default the 'sAMAccountName' Active Directory Attribute is queried for
the user's account, but this can be changed to any AD attribute you like.
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£ Edit Verification Policy

Please update the settings for policy "RADIUS Authentication’ on each of the Tabs below as appropriate, then click on the "Save’ button.

I verification method enrollment email 1 enrollment email 2 enrollment email 3

RADIUS Buthentication Settings

Please specify settings for your RADIUS server below.

Server IP Address: |1g,0_0_97 |
Server Port Number: |1 545 |
RADIUS Secret: Fest |
Number of Retries: |3 |
Send Timeout: |5 | n seconds
Receive Timeout: |5 | n seconds
Time to Live (TTL): l50 |

Auto-Enrollment Settings

If you would like to auto-enroll users for this Verification Policy as part of the Active Directory synchronization process, please enable the
option below and specify settings as appropriate.

'.! Note: If you enable auto-enroliment, any user's accounts which already exist in Passwordstate, but have not yet enrolled, they will be
automatically enrolled with the settings below then next time the Active Directory Synchronization occurs - either via the schedule, or if run
manually

Enable Auto-Enroliment for this Verification Policy:
UYes @ No

Please specify the Active Directory Attribute Name that you would like auto-populated into the 'RADIUS Username’ field for user's
accounts.

|sAMAccountName

When a user is auto-enroliment, send them an email with the details under the 'Auto-Enrollment Email’ tab above (visible if you
enable auto-enrollment):

*! Yes No

Save Cancel

4.11.8 RSA SecurlD Authentication

RSA SecurlD is a two-factor authentication option (hardware or software tokens) provided by EMC
- https://www.rsa.com/en-us/products/rsa-securid-suite

For auto-enrollment, by default the 'sAMAccountName' Active Directory Attribute is queried for
the user's account, but this can be changed to any AD attribute you like.

Please refer to the instructions provided by Click Studios to install the required SecurlD agent files
on your Passwordstate web server.
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£ Edit Verification Policy

Please update the settings for policy 'RSA SecurlD Authentication’ on each of the Tabs below as appropriate, then click on the *Save' button.

I verification method enroliment email 1 enrollment email 2 enrollment email 3

SecurlD Authentication

There are no options that need to be configured to use the SecurlD Authentication Verification Method.

There are certain configuration steps outside of the Passwordstate user interface to allow this authentication method to work, and please refer
to the Password Reset Portal manual for further instructions.

Auto-Enrollment Settings

If you would like to auto-enroll users for this Verification Policy as part of the Active Directory synchronization process, please enable the
option below and specify settings as appropriate. This schedule for Synchronization can be found on the System Settings screen, under the
Active Directory Options tab.

™ Note: If you enable auto-enrollment, any user’s accounts which already exist in Passwordstate, but have not yet enrolled, they will be
automatically enrolled with the settings below then next time the Active Directory Synchronization occurs. This schedule for Synchronization
can be found on the System Settings screen, under the Active Directory Options tab.

Enable Auto-Enroliment for this Verification Policy:
Oves @No

Please specify the Active Directory Attribute Name that you would like auto-populated into the "SecurlD User ID' field for user's
accounts.
sAMAccountName

When a user is auto-enrolled, send them an email with the details under the 'Auto-Enrollment Email’ tab above: (visible if you enable

auto-enrollment)
Yes No

Save Cancel

411.9 SAML Authentication

The Password Reset Portal can also authenticate to any SAML2 compliant provider for a
verification policy.

In order to use SAML2 authentication, you must specify the following settings - each of these
settings can be obtained within the 'Application' configured in your SAML2 Provider account:

Certificate Type - either SHA1 or SHA256

X.509 Certificate

IDP Target URL

IDP Issuer URL

Audience Restriction (Mandatory for Azure AD and ADFS, and For Azure AD, it is the 'ldentifier'
value, and ADFS is the 'Relying party trust identifier' setting) - generally your Passwordstate URL
is specified for this.

SAML User Identifier
Passwordstate can be configured to match certain "identifiers" for a user's account i.e. UserlD,
Email Address or UserPrincipalName
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Additional Authentication Option
If required, you can also enforce an additional authentication option on user's, once they have
successfully finished their SAML Authentication

Logout URL
If you specify a Logout URL for your SAML Provider, then when users log out of the Portal they will
also be redirected to your SAML provider to log out of the active SAML session.

Each SAML2 Provider has different terminology for configuring the required URLs in their
'‘Application’, and you can view several examples in the following section - SAML2 Provider
Examples

When specifying settings for your SAML provider, there are specific URLs that need to be set for
your Password Reset Portal URL - do not specify the URL for your normal instance of
Passwordstate. Below is an example for Azure AD:

Azure Passwordstate Value
AD
Field

Identi Audience Restriction - normally your Reset Portal URL - let's call it
fier https://myportal.domain.com for this example

(Entit

y ID):

Reply https://myportal.domain.com/account/SAMLLogin
URL:

Sign https://myportal.domain.com

on

URL:

Relay https://myportal.domain.com/account/SAMLLogin
State:

5 KB Articles

The following is a list of KB Articles for enabling or using certain features in Passwordstate.

Some of the articles show or describe features found in the 'Administration' area of
Passwordstate, and if your account is not configured as a 'Security Administrator', you may not
have access to these screens.

Passwordstate Disaster Recovery

Encrypt Settings in Configuration Files

Export & Purging Auditing Data

Export All Passwords and Import into KeePass
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Security Response Headers in Web.config Files

5.1 Passwordstate Disaster Recovery
The following topics in this KB Article describe how to restore your Passwordstate environment in
the event of a disaster.
Disaster Recover Process Description
Passwordstate Web Site Restore Reinstall the Passwordstate Web Site
Passwordstate Database Restore Restore a copy of your database
Rebuilding the Web.config File Rebuild the settings in the web.config file if required
Resetting Password for Resetting the password for the SQL Account
Passwordstate_User SQL Account passwordstate_user
Recovery Emergency Access Password Recover your Emergency Access Password, if needed,

to resolve Unauthorized Web Server message
511 Passwordstate Web Site Restore

To re-install Passwordstate, you need to follow these steps:

e Download the latest build of Passwordstate from here Click Studios's web site here -
https://www.clickstudios.com.au/passwordstate-checksums.aspx. Please confirm the
checksum of the file you are downloading using the PowerShell command of: Get-FileHash
passwordstate.zip -Algorithm SHA256

e Unzip the Passwordstate.zip file from your download above

e Use the following document as a guide for reinstalling the software -
https://www.clickstudios.com.au/downloads/version9/Installation Instructions.pdf

e Before you open your browser and point it at the site for the first time, you need to restore a
copy of your web.config file over the top of the existing file which exists in the folder c:
\inetpub\passwordstate. If you do not have a backup of this file, or you have encrypted the
ConnectionString or AppSettings sections, then please follow these instructions for rebuilding
this file with the correct configuration settings - Rebuilding the Web.config File. Note: if you are
using the Backup feature in Passwordstate, the web.config file will be backed up and stored in
your backup zip file

¢ If you also need to restore a copy of your database, then follow these instructions -
Passwordstate Database Restore

e Now when you open your browser and navigate to the Passwordstate web site, you may see a
screen which indicates that your new web serveris "Not Authorised" to host the Passwordstate
web site. This will occur if your server name has changed, or if you did not have a backup of your
web.config file to use above. To fix this issue, you can simple enter your Emergency Access
login password. If you have forgotten this password, please follow these instructions for
contacted Click Studios so we can help you recovery it - Recovery Emergency Access Password

This should be all that is required to restore your Passwordstate environment.
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5.1.2 Passwordstate Database Restore

To restore a copy of your database, please follow these instructions:

e Start SQL Server Management Studio
e Right click on 'Databases' and select 'Restore Database...'

Object Explorer * 1 X
Connect~ 3 @) g " EQ

= Lﬁ WINZET2TESTT (SOL Server 12.0.2000 - HALODX\msa
=g ] Databases

=R Mew Database...
=R
A 3 Sect Attach...
7 3 Serv Restore Databaze...
+ [ Repl Restore Files and Filegroups...
o L AW loy Data-tier Applica
- B3 Mar eploy Data-tier Application...
e ,_;-Db ; Import Data-tier Application...
* ﬂ [ Start PowerShell
+ ‘5l f
T EL“ Reports 3
o | Refresh
=R S

‘L] MaintenancePlan
+ [ 501 Seryer Logs

o Click on 'Device', and then on the Ellipsis button so you can select your database backup file

© 2025 Click Studios (SA) Pty Ltd



206 Passwordstate Security Administrators Manual

{3 No backupset selected to be restored.

?m-.—g: Fscript - |EHep /

& General

E .
o

i Fles Source

% Options —

o DmV V]
(® Device I ] . El

Database: [

Destination

Database: [

Restore to: [ [ Timeline...

Restore plan

Backup sets to restore:
Restors  Name Componemt Type Server Database Postion FrstLSN  LastLSN CheckportLSN FUILSN  StatDate FinishDate  Size  UserName  Expiration

Connection
&7 WIN2K12TEST1
[HALOX\msand]

View connection properties
Progress

Ready
Verify Backup Media

o |[[e ]

—_—_— 1

e Click on the 'Add' button and browse and select the location of your latest .bak file
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= Select backup devices =[O X

Specify the backup media and its location for ore operation.

Backup media type: | File ]
Backup media:

Backup File location: C:\Program Files\Microsoft SQL Server\M35Q| |

=-{3 Program Files '~ [dpasswordstate
B+ Common Files [ passwordstate_backup_2016_05 23 104518 7163003 bak
£ CRYPTOCard
-3 Intemet Explarer
£ Microsoft Analysis Services
F#-C3 Microsaft Help Viewer
=-C3 Microseft SQL Server
E-C@ 100
E-Cm 110
..ﬁ 120
=-C3 20
w-£3 90
-3 Clisnt SDK
=3 MS5QL12 MSSQLSERVER
=3 MssaL
=3 Backup
{33 passwordstate
-C3 Binn
&-E3 DATA
£ Instal

-
File name: | \ulEackup Files(* bak;™ tm;” log)

OK H Cancel

e Once the database is selected as per the screenshot below, click the 'OK' button to restore it
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e Restore Database - passwordstate == -
@ Ready
Select a page Bseript - | [FyHelp
2 General
A Files
a Source
&R Options
Database
Device: ‘C‘\ngvam Files\Microsoft SQL Server\MSSQL12.MSSQL OL\Bax - backup_2016_05 28 104512 7163003.bak ‘ I:l
Database: [passwordstate gl
Destination
Database: [passwordstate v]
Restore to: [The tast backup taken (saturday, 28 May 2016 10:45:18 AM) | [ Timetine.. |
Restore plan
Backup sets to restore:
= Tame Component | TypE—Genze Database Position _ Frst LSN Last LSN Checkpoint LSN Ful LSN  Start Date Frish Dd
passwordstate_backup_2016_05_28 104518 7163003 Database  Full  WINZKI2JEST1 1 21600000007600001  216000000033600037 0 28/05/2016 10:4318 AM  28/05/2
Connection
97 WINZK12TESTY
[HALOX\msand]
View connection properie:
Progress
< [0 >
Done
@ Verify Backup Media
P

‘ oK

e

Help ‘

'passwordstate_user' SQL Account

e Now expand the Security -> Users tree within the Passwordstate database, and delete the
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- LB WIMNZKT2TEST (0L Server 12.0.2000 - HALOX\ msand)
- 1 Databases
+ [ System Databases
+ [ Database Snapshots
- [J passwordstate

+ [ Database Diagrams
¥ [ Tables
3 Views
[ Synonyms
[ Programmability
[ Service Broker
[ Storage
[ Security
o [ Users
._;_P.‘ dbo
|_}_4_ guest
|_-,f;_ INFORMATION_SCHEMA

A

+

+

+

+

+

I8 sys
3 Ca Rl:u-les Script User as
+ [ Schemas Policies
+ 3 As:,rrfn.metrlc Keys Facets
# [ Certificates
+ [ Symmetric Keys Start PowerShell
+ [ Database Audit Specifi
. Reports
¥ [ Security

+ [ Server Objects F‘.ename/
1 Replication Delete

+ [ AlwaysOn High Availability

+

- 1 Management Refresh
+ -;§ Policy Management Properties
# [4] Data Collection
m"' I‘E i iErnnr

e Now expand the Security -> Logins tree. If you do not see the 'passwordstate_user' SQL Account,
follow the next set of instructions for creating it. If it does exist, simply skip to the step below
where we apply permissions for this account to the Passwordstate database
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L= U_| (=L} I_|'|+.H el

Connect~ & @J @ E;

- La WINZK12TESTT (5CL Server 12.0.2000 - HALOX \msand)

- 4 Databases
+ [ Systern Databases
+ [ Database Snapshots
+ [J passwordstate

= [ Security
= Lj T :

& Mew Login... iLogin##
& Filter b ginEE
g Start PowerShell
& Reports 3
A
A Refresh T
& NT SERVICE\SCLWriter
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25 User Mapping
2 Securables

25 Status

Connection

Server:

WINZK12ZTEST1

Connection:
HALOX \msand

L!? Wiew connection properties

211

Progress
Ready

Login name:

|password5tate_user

() Windows authentication
® SQL Server authertication

-~

Password: |

Confirm password: |

[] Specify old password

next login

() Mapped to cerfficate |

() Mapped to asymmetric key |

[] Map to Credential |

Mapped Credentials

Credertial

Provider

Default database:

Default language:

passwondstate

«<default>

e Now select the 'Properties' menu option for the account
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Object Explorer = X
Connect~ 33 3 m 7 7] .4

= LB WINZKT2TESTT (0L Server 12.0.2000 - HALOX \msand)
- 4 Databases
+ [ Systemn Databases
+ [ Database Snapshots
+ | passwordstate
= [ Security
-] [ Legins
ffy FFMS_PolicyEventProcessinglogings
&, #2MS_PolicyTsglExecutionLogings
& HALOX\msand
£ HALOX\passmsa$
A NT AUTHORITY\SYSTEM
& NT SERVICE\MSSQLSERVER
&
&
&

Iy

Mew Login...
f% sa
# [ Server Roles Script Login as 3
+ [ Credentials Policies -
+ [ Cryptographic Providers
i Facets
¥ [ Audits
+ [ Server Audit Specificatio Start PowerShell
+ [ Server Objects
+ [ Replication Feriis g
+ [ AlwaysOn High Availability Rename
+ 1 Management Delete

¥

[ Integration Services Catalog:

(B SOL Server Agent Refresh /

Properties

+

e And select db_owner rights to the Passwordstate database
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F Login Properties - passwordstate_user - = -
Selecta page g ¥
44 General syt llj Hep
% Server Roles
f Iser Mapping Users mapped to this login:
_::_ Securables Map Database Default Schema
B Status [ master
[ maodel
[ medb
asswordstate passwordstate_user E
[ tempdb
B Database role membership for: passwondstate _..-i""
[] db_accessadmin
"?'?Iﬁ;EQTESﬂ [[] db_backupoperator
[] db_dstareader
Connection: [ db_datawriter
HALOX\msand [] db_ddiadmin
db_denydataread®
4 Miew connection properties E db:d: :writer
Progress [] db_securityadmin
Foady public
ea
| ok || cancel |

e This is all that's required for restoring your database. As it's likely the password for the account
passwordstate_user has changed, you may need to update the value of this password in the
database connection string in the web.config file. To do this, simply edit the web.config file as
an Administrator, and modify the 'Password' value you see in the screenshot below

<connectionStrings>

<add name="PasswordstateConnectionString” connectionString="Data Source=win2kl2testl\sqlexpress;Initial Catalog=passwordstate;
User ID=passwordstate user;Password=randompassword” providerName="System.Data.5qlClient"/>

</connectionstringss

5.1.3 Rebuilding the Web.config File

This topic will discuss how to take the default web.config file from a new Passwordstate
installation, and configure it so the web site can communicate with your existing Passwordstate
database. This document should only ever be needed if you have a server crash, and do not have a
backup of your web.config file.
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There are 3 areas in the web.config file which need to be modified, and they are:
e The database connection string

e The SetupStage key

e And the Secretl and Secret2 keys

Modify Web.Config File
e The following settings need to be updated in the PasswordstateConnectionString
o Data Source - this is the host name of your database server. If you have a specific Instance
Name for you SQL install as well, this will need to be appended i.e. HostName\SQLExpress
o User ID - this should be passwordstate_user
o The password for the passwordstate_user SQL account (if you are not sure of what this
password would be, there are instructions below on how to reset this)
e The SetupStage key needs to be set to "Setup Complete"
e The PassiveNode key can be deleted, as this is only used during new installs of Passwordstate,
and is removed after the install is complete
e Copy the Secretl and Secret2 values across from a backup of your previous web.config file if
available. If not, during the initial install of Passwordstate you would have been asked export
your encryption keys to a password protected zip file - these encryption keys can also be
exported anytime from the screen Administration -> Encryption Keys. Note: if you do not have
these secrets, it is not possible to recover your system.

Reset Password for Passwordstate_User SQL Account

As you have specified what is most likely a new password for the passwordstate_user SQL
Account, you will need to reset this password on your SQL Server. To do this, please follow these
instructions - Resetting Password for Passwordstate User SQL Account

Resetting Password for Passwordstate_User SQL Account

To reset the password for the passwordstate_user SQL Account, please follow these instructions:

e Open SQL Management Studio and make a connection to your database server

e Browse to the Security -> Logins section, and double click on the passwordstate_user SQL
Account

e Reset the password based on the following two screenshots
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Object Explorer

Connect~ 33 3 m 7 7] .4
= LB WINZKT2TESTT (0L Server 12.0.2000 - HALOX \msand)
- 4 Databases
+ [ Systemn Databases
+ [ Database Snapshots
+ [J passwordstate
= [ Security
-] [ Legins
ffy FFMS_PolicyEventProcessinglogings
&, #2MS_PolicyTsglExecutionLogings
& HALOX\msand
£ HALOX\passmsa$
A NT AUTHORITY\SYSTEM
& NT SERVICE\MSSQLSERVER
&
&
&

Iy

Mew Login...
da sa
+ [ Server Roles seript Login as
+ [ Credentials Policies
+ [ Cryptographic Providers
) Facets
¥ [ Audits
+ [ Server Audit Specificatio Start PowerShell
+ [ Server Objects
+ [ Replication Feriis
+ [ AlwaysOn High Availability Rename
+ 1 Management Delete

¥

[ Integration Services Catalog:

(B SOL Server Agent Refresh /

Properties

+
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3 Login Properties - passwordstate_user B -
Select a page i ) "
5 - Hel
24 General t_g = Lj =P
# Server Roles
& User Mapping Login name: passwordstate_user| | Search...
127 Securables
|2 Status
Password: TEsEBEEEEEEEEES -\\ |
|
Confirm password: e RN __/ |
[] Specify old password
[ | Enforce password policy
Con . [] Map to Credential
Server: Mapped Credentials Credential Provider
WIN2KI12TESTH
Connection:
HALOX \msand
ﬂj ‘Wiew connection properties
Progress
—
Ready Defauit database: asswordstate I
Defautt IanguaNh\' i |
| oK || Cancel
5.1.5 Recovery Emergency Access Password

If you need Click Studios' help in recovering your Emergency Access login password, please follow
these instructions:

e Open SQL Server Management Studio, execute the following query:

Use Passwordstate
SELECT EA_Password, Secret3, Secret4 FROM SystemSettings

e Log a Support Ticket via the following page on our web site
https://www.clickstudios.com.au/support.aspx and provide the results of the SQL Query above,
and also a copy of your web.config file, which is generally located in the path of c:
\inetpub\passwordstate (Note: If the appSettings section is encrypted in your web.config file,
you will need to decrypt this before sending to us by following the instructions below)
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Decrypt appSettings Section in Web.Config File

e On your Passwordstate web server, open the command prompt as Admin

e Type: CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319

e Type: aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstate" (your path may be
different here)

5.2 Controlling Settings for Multiple User Accounts

With the use of the User Account Policies feature, you can specify multiple settings for User’s
Preferences, their Password List Screen Options, and also their Home Page and Folder Screen
Options. These settings can then be applied to either multiple user accounts, or multiple security
groups.

You can access the User Account Policies from the screen Administration -> User Account Policies,
and when you add/edit a policy, you can control the following settings:

User Preferences

Mask Password Visibility on Add/View/Edit Pages

Auto Generate New Password When Adding a New Record

Enable Search Criteria Stickiness Across Password Screens

Show the 'Actions' toolbar on the Passwords pages at the

Expand the bottom Navigation Menu items by

Locale (Date Format)

Specify which Authentication option will apply to the user's account

Password List Screen Options

Show the 'Header' row on all Passwords Grids

Show the 'Filter' controls in the Header of the Passwords Grids

Show the 'Header' row on all Recent Activity Grids

Make the Recent Activity Grid visible to the user

Selects the Paging Style controls for Password and Recent Activity grids
Make the Pie Charts visible to the user

Home Page and Folder Screen Options

Show the Favorites Passwords Grid

Show the Password Statistics Chart

Choose the Style of the Password Statistics Chart

Stack the data points on top of each other for the Password Statistics Chart
Select the color theme for the Password Statistics Chart

Mobile Access Options
Set the Mobile default home page to

When searching for Password Lists or Passwords, limit the number of records displayed to

Password List Options
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When creating new Shared Password Lists, base the settings on the following Template's settings
When creating new Shared Password Lists, base the permissions on the following Template's
permissions

If copying settings from a Template to a Shared Password List, also link them

When creating new Private Password Lists, base the settings on the following Template's settings
If copying settings from a Template to a Private Password List, also link them

™ Note 1: When you first add a new User Account Policy, itis disabled by default. Itis
recommended that before you enable the policy, you apply the permissions required, then click
on the 'Check for Conflicts' button. The Check for Conflicts process will ensure that there are no
two settings with different values assigned to a user's account - this could cause confusion for the
user, and for Security Administrators if this is the case.

™ Note 2: You can have more than one policy applied to a user's account, but you should use the
Check for Conflicts button after applying permissions to the policy.

When a User Account Policy is in effect for a user, the option will be disabled for them, and they
will see alittle red flag notification, informing them a policy is in effect. In the following graphic, a
policy is set for the 'Page Style' used for the grids.

LyBU via a User Account Policy, which cannot be

password columns passwords gnd recent activity grid gri chart settings

Please select which Paging style you would like to use for the Password

dnd Recent Activity Grids - The pagers will appear in the footer

of the gnid.
Mext Previous Buttons Slider Murmeric Pages 'F
Next Previous Buttons Slider Numeric
Changepage: w4« ¢ u | » 2 3456 789 10 .

Save Cancel
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5.3

Encrypt Settings in Configuration Files

To further strengthen the security of Passwordstate, it is strongly recommended you encrypt
specific settings in various Passwordstate configuration files. This encryption is performed using
commands in Internet Information Services (l1S), as provided by Microsoft Corporation.

™ Note: If you encrypt the AppSettings section of the web.config file for the Passwordstate Web
Site, itis imperative you keep an exported copy of your encryption keys in a safe place, as they
may be required in the event of a server rebuild, or server move. You can export your encryption
keys to a password protected zip file under Administration -> Encryption Keys once you have
access to your website.

Please follow these instructions for encrypting various configuration files, and the installation
paths specified are the defaults, but may be different for you.

Encrypting the Web.config file for your Passwordstate Installation

These instructions relate to your standard installation of Passwordstate.

Database Connection String
e Open acommand prompt and type CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319
e Type the following:
o aspnet_regiis.exe -pef "connectionStrings" "c:\inetpub\passwordstate"
e Then restart the Passwordstate Windows Service

appSettings Section
e Open acommand prompt and type CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319
e Type the following:
o aspnet_regiis.exe -pef "appSettings" "c:\inetpub\passwordstate"
e Then restart the Passwordstate Windows Service

Encrypting the Web.config file for Passwordstate App Server Web Site

These instructions are only relevant for the Passwordstate App Server, which is used for the
native iOS and Android Mobile Apps, and also for the Self Destruct Message web site if you wish
to use a separate installation for this module.

Database Connection String
e Open acommand prompt and type CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319
e Type the following:
o aspnet_regiis.exe -pef "connectionStrings" "c:\inetpub\PasswordstateAppServer"
e Then restart the Passwordstate Windows Service

nmn

appSettings Section
e Open acommand prompt and type CD C:\Windows\Microsoft.NET\Framework64\v4.0.30319
e Type the following:
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o aspnet_regiis.exe -pef "appSettings" "c:\inetpub\PasswordstateAppServer"
e Then restart the Passwordstate Windows Service

Encrypting the PasswordstateAgent.exe.config file for the Remote Site
Locations Agent

These instructions relate to the Remote Site Locations module, if you have purchased licenses and
deployed agents for this module.

appSettings Section

e Stop the Passwordstate Agent Service

e Rename the file PasswordstateAgent.exe.config to web.config

e Open a command prompt (as Admin) and type CD C:
\Windows\Microsoft.NET\Framework64\v4.0.30319

e Type the following command to encrypt these settings: aspnet_regiis.exe -pef "appSettings" "C:
\Program Files (x86)\Passwordstate Agent"

e Rename the web.config file back to PasswordstateAgent.exe.config

e Restart the Passwordstate Agent Service

Decrypting Configuration Files

In the event you need to decrypt any sections of the configuration files mentioned above. the
same aspnet_regiis.exe file is used, but instead of the parameter of -pef, you instead use -pdf.

Export & Purging Auditing Data

Two tables are used for storing Auditing data - Auditing and AuditingArchive.

By default, when the number of rows in the Auditing table reach 500,000 the Passwordstate
Windows Service will start moving records into the AuditingArchive, to ensure the number of
records in the Auditing table do not get excessive - helping with performance within the UL.

To count the number of rows in each table, you can use the SQL commands below - use SQL Server
Management Studio to execute these queries:

USE Passwordstate
SELECT COUNT(*) FROM Auditing
SELECT COUNT(*) FROM AuditingArchive

If the number of rows in the Auditing table have exceeded 500,000, then possible causes are:

1. The setting to move data between tables on the screen Administration -> System Settings ->
Auditing tab, has been disabled
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2. You do not have a "Primary" server configured on the screen Administration -> Authorised Web
Servers

3. There is some sort of exception happening in the Passwordstate Windows Service, and these
should be logged in the Windows Application Event Log, on your "Primary" Passwordstate web
server.

If you require assistance in determining why you have excessive Auditing data, please log a
support ticket here https://www.clickstudios.com.au/support.aspx

Exporting Data
If you would like to export some data from either table, before purging the data, you can follow
these guidelines:

1. Below is a SQL Query that will query all Auditing data older than 3 years - you can modify the
number of months as appropriate, or change the FROM clause to instead query the
AuditingArchive table

2. With this query, you can then use the 'Export' functionality in SQL Management Studio, to
export this data - see screenshot below of where to find this Export menu

3. When exporting, it is advised to use the text file format for the file, as Excel has row limitations

-- Select all Auditing records older than X months so they can be archived outside of
the Passwordstate database

USE Passwordstate

DECLARE @O0lderThanMonths int = 36 --3 years

SELECT * FROM [Auditing] (NOLOCK) WHERE (AuditDate <= DATEADD(month,
@0lderThanMonths, GetDate())) ORDER BY AuditID ASC

© 2025 Click Studios (SA) Pty Ltd


https://www.clickstudios.com.au/support.aspx

222

Passwordstate Security Administrators Manual

Dgect Exploser

Connect= § "§

E

G o

Databauer
System Databares
Detabase Srapshots

I

HHAE8EHs88388

i @ dboRadPasseond:
4 M dboBockedimalNotificationGnoups
¢ {0 dboBociedPaddieses

v T dboSledbedtland witasad

o 0 dbo Broaerfbenucntotng

i H dbo Deteaginfe

4 M0 dboDiscovenylobHibony

5 [l dboDrseoverglobHonsalL

7 [ dboDiscoverybobs

il @ dboDiscovenylobeill

4 M dbo.DiscovenyOills

3 [l dboDscoverySompts

+ [N dboe Emadbetde atonEeougs

7 {7 dbo EmadMetficationGrougiaCl

# @ dbofmadTemplates

4 [ M dboExternallinks

# [0 dbofeledPere Tasis

7 [T dboFereoimerasvassdling

i W dboFevormeParmwonds

i M0 dboFesturestiCL

i [l dbo.GridSettings

¥ M dbe HandshakeResoems

i @ dbeHomePageC sl

i @ dboHosDecuments

Tabl Hew Cuery

—_—

Pedici
Fascets

Start PowerShell
Arung Data Shakho
Beporis

Eename
Delite

Felreth
Fropertees

&annw:L‘rﬂrf’fﬁ
Tasks v

Datach...

Purging Data
Once you have exported the required data, you can use the SQL code below to purge this data

from the database - again, change the table name to AuditingArchive, if you wish to remove data
from that table:

USE passwordstate

DECLARE @O0lderThanMonths int
DECLARE @BatchSize int =
will process each time
DECLARE @EndID bigint
DECLARE @StartID bigint =
(AuditDate <= DATEADD(month,
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Bring
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Ugsgrade Data-tier Application...
import Flst File..
Impert Data_.
Expoet Digta...
Cepy Dutabate.
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Database Upgrade "

-- Where are using batches here to delete data, to prevent transaction log from
growing too large

= 36 --3 years

1000 -- This is the batch size for the number of records we

(SELECT TOP(1) AuditID FROM [Auditing] (NOLOCK) WHERE

-@0lderThanMonths, GetDate())) ORDER BY AuditID ASC)
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DECLARE @LastID bigint = (SELECT TOP(1) AuditID FROM [Auditing] (NOLOCK) WHERE
(AuditDate <= DATEADD(month, -@O0lderThanMonths, GetDate())) ORDER BY AuditID DESC)

WHILE @StartID < @LastID
BEGIN
SET @EndID = @StartID + @BatchSize

-- We don't want to exceed the number of specified rows to keep in the Auditing
table, so this If statement is to ensure the 'Batch Size' does not cause this

IF @EndID > @LastID
BEGIN

SET @EndID = @LastID
END

DELETE FROM [Auditing]
WHERE (AuditID BETWEEN @StartID AND @EndID)

SET @StartID = @EndID + 1
END

Truncating All Data in the AuditingArchive table
If you do not wish to keep any records in the AuditingArchive table, you can remove them all by
using the SQL code below:

USE Passwordstate
TRUNCATE TABLE AuditingArchive

5.5 Export All Passwords and Import into KeePass

This KB article will explain how to export all Shared passwords from Passwordstate, and import
them into KeePass. Note: KeePass 2.27 was used during documenting this process.

e Go to the page in Passwordstate Administration -> Export All Passwords

e Select the option 'KeePass Compatible CSV file', and check/uncheck the Auditing option as
appropriate

e Save the exported csv file somewhere safe

e Open KeePass and create a new empty database

e From the 'File' menu, select 'Import'

e Select the 'Generic CSV Importer' option, browser to the saved csv file above, and click on the
'OK' button

e On the 'Structure' tab, select the 'lgnore First Row' option, deselect the option 'Interpret \ as an
escape character', and ensure the fields selected match the screenshot below (you will need to
use the 'Add Field' feature on this screen to do this). Make sure you create the 10 Generic Fields
as well
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5.6

(® Generic CSV Importer

XIER  Generic CSV Importer

oo111
11020 Import data from a file containing comma-separated values (CSV)
Encoding Stucture  Preview

Syntax

Field separator: |, v Record separator: |{New line} v
Text qualfier: " v [ Interpret "\' as an escape character
| B4 1gnore first row | '

[“] Remove white space characters from the beginning/end of fields

Semantics

~Specifythelayout-fields-and their order) of the CSV file:
Field ~ Delete

Group A
Title
User Name \'4
String (Description)
String (Account Type)
URL Add field

Expiry Time Type: String v
String (OTPUri)
Password
Notes Format Help
String (GenericField 1)
String (GenericField2) Add
Strina (GenericField3) N/

Name: |OTPUn‘

Help < Back Next > Finish Cancel

e Now click on the 'Next' button, and then the 'Finish' button

Multiple Options for Hiding Passwords

On each of the Password Lists screens, there is a ‘Password’ column which shows the masked
password and provides a image for you to click on copy the Password to the clipboard —see image
below. There are three options for how long the Password will stay visible on the screen when
you click the masked password text.
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| Q| i Screen Options
B SQL Server O Favorite W Shared List (Admin Access) ©F Sync Enabled %@ Guide B Strength Palicy
Actions  Title User Name Description Password Password Strength Expiry Date
[~] aaa-record Test PS2 L & & & & ¢
[~] bank1 new description2 b & & & & 4
Q gsand Google Login L & & & & ¢
[~] sa L] SQL Account 1 o e b & & ¢ 3/03/2014
[+] sql& sqlrepll SQL Replication Account b e 8 & &
[~] sgl_pass2<= wa SQLAccount2 000000 e b & & & & ¢ 27/01/2013
[~] sglaccount'l SQL Server Prod Account 1 FARR R L & & & & 1 31/07/2009
o sqlaccount3 SQL Account 3.2 s b & & & & ¢ 4/03/2014
[+] sqltest3 S0L Test 3 Account Test account for SQL 3.3 L 6 & & & 1
Add | Import | Documents | Permalink | Grid Layout Actions.. ~  List Administrator Actions... -

To select one of the three different time options, you can do so on the screen Administration ->
System Settings -> Passwords Options Tab. The options are:

Option 1 — Hide Based on a Set Time

Regardless of the length or complexity of the Password, you can hide the Password based on a set
time interval —in seconds.

Automatically hide visible passwords based on the following conditions (in seconds):
® set Time ) Password Complexaty (O Password Length

|5 |L~'.r:n.=_'|:i1"',.-r 0 to disable

Option 2 — Hide Based on Complexity of the Password

As you’re aware, each Password is deemed to be of a certain ‘Strength’, and this strength can
differ depending on which ‘Password Strength Policy’ is assigned to the Password List. You can set
a specific time interval for each of the 5 different Password Strengths —Very Poor, Weak, Average,
Strong & Excellent

Automatically hide visible passwords based on the following conditions (in seconds):
(O set Time ® Password Complexity (O Password Length

Weak Average Excellent

2 | le | e | s ] w0

Very Poor Strong
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5.7

Option 3 — Hide Based on Password Length

It can be very difficult to read an unmasked Password in it’s entirety if it is a long password —more
than likely it will be hidden before you’ve finished typing the password into a different screen
somewhere. To overcome this, you can hide the Password based on different set time intervals,
for three different Password Lengths — of which, all can be customized to your liking. Note that
Length 3 is greater than or equal to, whereas the other two options are less than or equal to. This
means you should set Length 3to be one value greater than Length 2.

Automatically hide visible passwords based on the following conditions (in seconds):
(O set Time ) Password Complesxaty ®) password Length
Length 1 Length 2 Lenagth 3
Hide in Hide in Hide in

Security Response Headers in Web.config Files

The main Passwordstate web site, as well as the Password Reset Portal web site, all use
web.config files to function.

Each of these files have some custom HTTP Response Headers added to them, to strengthen the
security of each web site. If you have deployed the Self Destruct Web Site separately from your
standard Passwordstate install, or if you are using the Password Reset Portal module, it's not
possible to modify the contents of the web.config files during an upgrade, due to the manual
nature of upgrading these installations.

Below is a description of the headers which should exist in each file, and we recommend you
review these files and add these headers if they are missing. We've included the text values
beneath each screenshot, so you're able to cut and paste the details if required.

Main Passwordstate Web Site (should already be included after an upgrade)
Location: C:\inetpub\Passwordstate\web.config
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ndition="m:

validateIntegratedModeConfiguration="false"
errarMode= tom"

statusCode="484" responseMode=

<httpProtocol>

<customHeaders>
<add name="X-UA-Compatible" value="IE=edge" />
<add name="Cache-Control" value="max-age=0, no-cache, must-revalidate" />
<add name="Expires" value="Thu, 01 Jan 1970 00:00:00 GMT" />
<add name="Pragma" value="no-cache" />
<add name="Strict-Transport-Security" value="max-age=31536000" />
<remove name="X-Powered-By"/>

</customHeaders>

</httpProtocol>

Password Reset Portal Web Site
Location: c:\inetpub\PasswordstateResetPortal\web.config
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<httpProtocol>
<customHeaders>
<add name="X-UA-Compatible" value="IE=edge" />
<add name="Strict-Transport-Security" value="max-age=31536000" />
<remove name="X-Powered-By"/>
</customHeaders>
</httpProtocol>
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