 Passwordstate

Enterprise Password Management

Browser Based Launcher

Installation Instructions

This document and the information controlled therein is the property of Click Studios. It must not be reproduced in whole/part, or
otherwise disclosed, without prior consent in writing from Click Studios.

l|Page




Click Studios

© 0 N N O Uk~ W NPR

[ N = N
w N P O

Table of Contents

SYSTEM REQUIREMENTS - GENERAL .....cvuuiiiiiiiiiiiiiiiitiiineinneineeeineeisseesenenesssasssesasenens 3
ARCHITECTURAL OVERVIEW .....ccuuiiimiiriniiiieiiiieiiiiniiieeinisiieniiieeiniseimssesiseseressssrensssssnss 4
CHANGES MADE TO YOUR SERVER DURING THIS AUTOMATED INSTALL.......cccccovrrrmnniiinnnnae. 5
INSTALLING GATEWAY ON PASSWORDSTATE WEB SERVER .......ccccttutiiirimnnniirinnnnicnninnnnineenn. 6
INSTALLING GATEWAY ON A SEPARATE SERVER.......cccttttuiiriinnniiiiiinniiiiinnniineienneennie. 7
EXTERNAL GATEWAY AND LOCAL HTML FOLDER ......cccceuutiiritnnniiiiiinnniiiiennniiineeenscineenssenenes 8
EXPORTING CERTIFICATE FROM PASSWORDSTATE SERVER .......cccetmuuiiirinnnniirinnnnicnnnnnnncineenns 9
HOW TO TRUST A SELF-SIGNED CERTIFICATE......cceccciiritmnniiiiimmnniiniinnniiniennniinienssineesnn 13
CONFIGURE GATEWAY SETTINGS ...c.cottuiiiimiitiniriniiriniiiieinieeinteiiiesisiseiresinensstsasisesnns 17
SESSION RECORDING SETTINGS & PERMISSIONS ........ccooitiiimmmmnniiiiiiiiiieennniicnineneeessnsssanee 18

RENEWING THE SSL CERTIFICATE....cccitttiiiitnirtnniriniiienisieeinieniieesisisesinessenessistensssesnne 21

BROWSER BASED LAUNCHER STRONG CIPHER SETTINGS & TLS......ccceuuuuuiiiiiierirennnnnnnnnns 23

BROWSER BASED LAUNCHER WEBSOCKET HTTP SERVER HEADER SETTINGS.................. 24

RESTRICT COPY/PASTE FILES AND CLIPBOARD WITH RDP SESSIONS........cccccervieunennrinnnne 25

2|Page



Click Studios

1. System Requirements - General

Passwordstate’s Browser Based Remote Session Launcher Gateway has the following system requirements:

Windows Server Requirements

The server which will host the Gateway can be any one of the following Operating System versions, with
required components:
e  Microsoft Windows Server 2016, 2019, 2022, 2025 or Windows 11
e OpenlJDK 21 (will be installed automatically as part of this process if you server has internet access)
e The server must have internet access, otherwise you’ll be required to manually download Java
source files
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2. Architectural Overview

There are two versions of the Browser Based Gateway you can install. By default, this feature is already
pre-loaded in your Passwordstate install directory.

By default, this is c:\inetpub\passwordstate\hosts\gateway. To finalise the setup within this location,
follow section Installing Gateway on Passwordstate Web Server below in this guide.

Alternatively, you can install the gateway on a completely separate server if preferred. Installingiton a
separate server is required if you are using the High Availability module of Passwordstate, or maybe you
just want to have the gateway installed on a separate server to your Passwordstate server.

After you have completed the setup, all SSH and RDP sessions are tunnelled through the Gateway, and
there is no requirement to install any other clients on your network for this feature to function. You will be
able to initiate RDP and SSH sessions through your HTML5 browser, from any device that can access your
main Passwordstate website.

For a comprehensive user manual on how to use the Remote Session Launcher, look in Passwordstate
under the Help Menu -> Remote Session Management.
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3. Changes Made to your Server During this Automated Install

This guide will instruct you to download one of two PowerShell scripts, and execute it either on your
Passwordstate webserver, or on a separate server of your choice. The scripts differ slightly depending on
where you are intending on setting up the Gateway.

This script will perform the following tasks:

e Ifinstalling on a separate server, it will install the gateway source to C:\Program Files
(x86)\Passwordstate Remote Session Gateway

e Creates a log file in the same directory where you execute the PowerShell script from

e Can download OpenJDK from https://cdn.azul.com/zulu/bin/ and extracts this file to C:\Program
Files (x86). This download is approximately 200mb in size

e Adds a value of C:\Program Files (x86)\OpenJDK\bin to the “PATH” System Environment Variable.
Also adds in a new Environment Variable called JAVA_HOME with the value of C:\Program Files
(x86)\OpenlDK. If these already exist, they will be removed before adding them back in

e If running this installer on your Passwordstate webserver, it will automatically export your
certificate from your https binding in IIS. If installing separately, you must provide this certificate
yourself

e Installs a Windows Service called Passwordstate-Gateway

e Removes all temporary source files that were created during this process

Please follow either Section 4 of this document to install the gateway on your Passwordstate web server,
or Section 5 to install it on a separate server.

Note 1: Once our installation script has installed OpenJDK, future upgrades of Passwordstate will not also
upgrade OpenlDK. Click Studios strongly encourages all customers to establish and follow a regular
software patch management process, and patch OpenJDK on a regular basis.

Note 2: By default, Passwordstate comes installed with a Self-Signed Certificate as this is the only type of
certificate Click Studios can supply during the install. Typically, you would change your certificate to
something more secure such as one issued from your Internal Certificate Authority, or a purchased one
from an online provider. If your Passwordstate website is still using a Self-Signed Certificate, and you do
not supply your own during this install process, your RDP and SSH remote Sessions will fail until you force
your browser to trust the certificate.
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4. Installing Gateway on Passwordstate Web Server

Steps to execute the automatic installer on your Passwordstate web server

1. Download the installer from your Passwordstate instance from the folder
c:\inetpub\passwordstate\downloads\Install-Gateway-Internal.zip and place it in a temporary
folder on your Passwordstate web server

2. Extract the zip file to the same folder, revealing a 7za.exe and an Install-Gateway-Internal.ps1 file
3. Open PowerShell ISE “As Administrator”, and then open the Install-Gateway-Internal.ps1 script

4. Press F5 to run the script, or use the button in PowerShell to run the script

A log file will be created and placed in the directory where you executed the PowerShell script from
and can be used to troubleshoot any issues.

There will also be an output in the PowerShell console advising what step the installer is up to. Once
the script has finished, the Gateway is ready to be used and this video is a quick tutorial on how to do
this: https://www.youtube.com/watch?v=E PHLAfQe7c

Note 1: If you receive an error during the install stating:

“It appears the certificate on your Passwordstate website may not marked for export and could not
be exported automatically”

You will need to export your certificate manually, or provide another certificate that you can export to
a password protected .pfx file. See Section 6 in this document on how to export certificates manually.

If you have to export your certificate manually, you’ll need to place it in the same folder where you are
executing this PowerShell installer from. During the installation process, you'll be prompted for a
password which is the one you set during the exporting of the certificate.

When exporting the certificate, it must be called “Passwordstate.pfx”.

Note 2: If you receive an error during the install stating:

“Combination test failed. It appears your server does not have access to the internet, and the install
source files were not supplied”

You will need to manually download the Java source files on another computer, and place them in the
same directory where you are running the Install-Gateway-Internal.ps1 script from.

The source files can be downloaded from this link: https://cdn.azul.com/zulu/bin/zulu21.40.17-ca-
idk21.0.6-win_ x64.zip
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5. Installing Gateway on A Separate Server

Steps to execute the automatic installer on a standalone server:

1. Download the installer from your Passwordstate instance from the folder
c:\inetpub\passwordstate\downloads\Install-Gateway-External.zip and place it in a temporary
folder on your server

2. Extract the zip file to the same folder, revealing a 7za.exe, PasswordstateGatewaylnstaller.exe and
an Install-Gateway-External.ps1 file

3. Export a copy of your certificate from your Passwordstate web server by following the instructions
in section “Exporting Certificate from Passwordstate Server” below in this document, or use any
other password protected .pfx certificate of your choice. It does not have to be your Passwordstate
certificate. Place this exported certificate in the same folder that you are extracted the zip file to,
in the step 2 above

4. Open PowerShell ISE “As Administrator”, and then open the Install-Gateway-External.ps1 script

5. At the beginning of the script, after all the initial comments, you will see a Powershell variable
called Spasswordstateurl. Enter your Passwordstate URL into this variable. I.e.
https://passwordstate.contoso.com

6. On the very next line, enter the password you set for certificate
7. Press F5 to run the script, or use the Run button in PowerShell to run the script

8. In Passwordstate, navigate to Administration -> Remote Session Management -> Browser Based
Gateway Settings, and enter in your Gateway URL. By default, the URL you will use is the FQDN
name of the server. An example of this is if you install the gateway on a server called
“AppServer01” that belongs to the “Contoso.com” domain, then the URL created for you is
https://appserver0l.contoso.com.

If you prefer to use a custom URL, create a functioning CNAME DNS record to forward traffic to
your server where you have installed the gateway, then use that URL on the Browser Based
Gateway Settings instead.

A log file will be created and placed in the directory where you executed the PowerShell script from
and can be used to troubleshoot any issues.

There will also be an output in the PowerShell console advising what step the installer is up to. Once
the script has finished, the Gateway is ready to be used and this video is a quick tutorial on how to do
this: https://www.youtube.com/watch?v=E PHLAfQe7c

Note 1: If you receive an error during the install stating:

“Combination test failed. It appears your server does not have access to the internet, and the install
source files were not supplied”

You will need to manually download the Java source files on another computer, and place them in the
same directory where you are running the Install-Gateway-External.ps1 script from.

The source files can be downloaded from this link: https://cdn.azul.com/zulu/bin/zulu21.32.17-ca-
jdk21.0.2-win_x64.zip
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6. External Gateway and Local HTML folder

When installing the Remote Session Gateway external to your Passwordstate folder, there is a setting on
the screen Administration -> Remote Session Management -> Browser Based Gateway Settings to use the
local gateway html folder that comes installed with your core Passwordstate installation — see screenshot
below.

This setting should not generally be required, but may help some customers who choose to access their
gateway through reverse proxies.

If you choose to do this, you must edit the gateway.conf file in your external gateway installation, and add
the line below — then restart the Passwordstate-Gateway Windows Service.

httpCookie=false

If you do not add this setting, then copying files out of the remote session will fail, because you are
effectively using two different URLs for the Browser Based Remote Session feature.

& Configure Remote Session Gateway

Please make changes to the Gateway Settings below as appropriate.

gateway settings
Please specify settings for the Remote Session Gateway as appropria

Gateway URL:

| https://gatewayserver01.mydomain.com
If you have deployed the Gateway outside of your Passwordstate server, you need to specify the URL
https://fqdn.com

Vi

so the gateway can be used. Specify in the format of

Gateway HTML Folder Location:
When you have the Gateway installed externally outside of Passwordstate, use the files in the "gateway/html” folder from:

O The remote Gateway installation folder ® Your main Passwos

tate Gateway folder (can help with reverse proxies)

If your gateway is installed separately, and you wish to use the HTML folder from your main Passwordstate Gateway folder, please refer to section 'Installing Gateway on A
Separate Server' in the manual below, for the cookie requirements to allow copying of files to work.

Specify the Port the Gateway will listen on:
[7273

Passwordstate URL for APl communication:
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7. Exporting Certificate from Passwordstate Server

You only need to follow this process if you are installing the Gateway on a separate server to your
Passwordstate web server, or if the Install-Gateway-Internal.ps1 installer script cannot automatically
export your certificate.

Method #1 to export certificate:

1. Onyour Passwordstate web server, open IIS and Select your server in the left-hand side
connections pane

Double click Server Certificates button
Find the certificate you are using on your Passwordstate website, right click it and select “Export”

Choose a path to store the certificate, and make sure the file is saved as “Passwordstate.pfx”

vk N

Set a password for the certificate, confirm the password and then click OK

Note 1: If you have multiple certificates on the machine, but you do not know which one is being used on
your Passwordstate website, open the https binding of your Passwordstate website in IIS:

9
« @ » APPSERVER1Z » Sites b passwordstate b

File  View Help

Connections Actions
Q- Y @ passwordstate Home
& Start Page
~ 8 APPSERVERTZ (HALO)Msand)
2} Application Poal. ASP.NET
= Sfpm on e & Type  HostName Port  IF Address Binding Informa.. .
~ s Sites 2 =
€D DefaultWeb Site B hitps  pus.halox.net 3 -

& passwordstate MNET MET K ty  Pagesand
Authorizat., Compilation Contrals
ot S@ 9 F— Manage Website

Providers  Session State SM

il

Filter: -1
T —— | Edit Site

Edit Site Binding
a

s
2 4 Type: 1P address: ] Browse Website
ey g, https Al Unassigned | a3 —

futhentic.. Compression |
Dt

Host name:

[pws halosaret ]

o= a]

= 3 (] [ Require Server Marne Indication
Request  SSL Settings
Filtering

[ Disable HTTPy2
[ Disable OCSP Stapling

Confiqure

Management

S5L certificate;

*halox.net o Select..

Note 2: If you do not see the Export option on the right click menu, this means your certificate is not
marked for exporting. Try using Method #2 below as an alternative way to export your certificate,
otherwise you'll need to source a certificate that can be exported.
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Method #2 to export certificate:
1. Onyour Passwordstate web server, go to Start -> Run and type in certim.msc and hit enter

2. Browse to Personal -> Certificates, and double click your Passwordstate certificate. The certificate
may also reside under Trusted Root Certification Authorities -> Certificates

3. Under the Detail tab, click “Copy to File”

5 Certificate *

General Detals  Certification Path

Show: | <all> ~
Field value -
[Eversion v3
[ Serial number 690000001138698c78279524. .,
[ sionature algorithm sha?SBRSA
[ ]signature hash algarithm shazse

Issuer halox-DCSERYERD1-CA, halox.

[=]valid from Friday, 6 December 2019 1.25...
[validto Sunday, § December 2021 1:2...
[lsuberr # halny net hd

Edit Properties.. Copy to File

ok

4. Click Next

£ Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certiicate trust lists and certificate revocation
lists From a certificate stors o your disk,

A certificate, whichis issued by a certification authority, is a confirmation of your identity
and corkains information used to protect data or ko establish secure networ
connections. & certificate store is the system area where certificates are kept.

To continue, click Nest.

™~

Cancel
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5. Click Yes to export the Private key:

& L4 Certificate Export Wizard

Bxport Private Key
ou can choose to export the private key with the certificate.

Frivate keys are password pri
certificate, you must b

d. IF you wank to export the private key with the
assword on a lster page.

port the: private key with the certificate?
‘es, export the private
, Export the pi key

(O Ma, do not export the private key

Cancel

6. Select Personal Information Exchange

& b Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the Format you want ko use:

iclude all certificates in the certification path if possible
(@ Persanal Infarmation Exchange - PKCS #12 ( PFX)
[ Ineluds sl certificates in ths certification path If possible
[Celete the private key if the export is successful
[CJExport all extended properties
[Z]Enable certificate privacy

Microsoft Serialized Certificate Store (,55T)

7. Set a Password and click Next

€ ¢ Certificate Export Wizard

Security
To maintain security, you must protect the privats key to a security principal of by
Lsing a passward,

[ Group or user names (recommended)

Add

Remave

Confirm password:

Encryption: | TripleDES-SHAL
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8. Ensure you name the certificate Passwordstate.pfx

X

€ L* Certificate Export Wizard

File to Export
Specify the name of the file you want to exp

File name:
Ci\Datalpasswordstate, pfx ‘ | Browse..

Next Cancel

9. Click Finish

If you cannot export your certificate, then you will need to go to your certificate source and mark the
certificate as exportable. You can then try to export again using one of the methods above.

If you would like to set up an Internal Certificate Authority, and generate a new wildcard certificate from
there that can be exported to a .pfx file, please see these links below:

Set up Certificate Authority: https://forums.clickstudios.com.au/topic/2934-how-to-set-up-a-internal-
certificate-authority/

Request a certificate that is marked as “Exportable”: https://forums.clickstudios.com.au/topic/1952-
generate-a-new-certificate-from-active-directory-certificate-authority/
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7. How to Trust a Self-Signed Certificate

For a seamless experience with the Remote Session Launcher, you should use a trusted certificate, which
can either be issued from your own internal Certificate Authority, or from an online provider. If you have no
choice but to use a Self-Signed Certificate, then you will need to force your browser to trust this certificate.
Below are some instructions on how to do this in Microsoft Edge:

When trying to establish a Remote Session, and you receive the error below, one of the reasons this can
occur is if your browser does not trust the certificate that is installed with your Browser Based Gateway.

Click on the Gateway SSL Certificate Test link:

C @ A https hosts/gatewayerrors/connectionissue.aspx?Error=Code%20%3D%20connection%2C Message%20%3D%20Failed%20to%20connect%20to%20Gateway

Web Proxy Gateway Connection Issue

ot this issue, pl fer to the follow

Gateway Configuration Suggestions

Please review sy Jogged errors o thescreen Administrat

Host Connection Suggestions

error has also been logged on the screen Administration -> Passwordstate Administration -> Error Console, which may provide more information which can be provided to Click Studios for troubleshooting.

ance with troubleshooting thi blem, please contact

If you then get redirected to a page that looks like the screenshot below, the certificate is not trusted by your
browser:

S (A A Notsecure | hitps: 7273/ssltest html A @ 3

A

Your connection isn't private

Attackers might be trying to steal your information from s - - i (for example,

passwords, messages, o credit cards)

I NET:ERR_CERT_AUTHORITY_INVALID I
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To fix this, you will need to follow this process on every machine that you intend on establishing remote
sessions from. First, click the Warning button in Edge, and then click the Warning message:

C ® A Notsecure | hitps/

7273/ssltest.html

A\\
AbOUL . S 7273
A Your connection to this site isn't secure
Don't enter any sensitive information on this site (for
example; passwords or credit cards). It could be stolen @ —e
o by attackers.
P Permissions for this site
Cookies (0 cookies in use) >
GX  Tracking prevention for this site (Basic) Q »m isn-t private
Trackers (0 blocked)
to steal your information from s s e (for example,
passwords, messages, or credit cards).
NET:ERR_CERT_AUTHORITY_INVALID
Advanced
Click the Certificate button:
{ C A Notsecure  https:/ :7273/ssltest.html
<  Your connection to this site isn't secure % X
The certificate for this site is not valid.
Because this connection is not secure, informatjgh (such as
passwords or credit cards) will not be securel@ent to this site and
may be intercepted or seen by others.
We suggest you don't enter personal ind@rmation into this site or
avoid using this site.
Learn more
»n isn't p

_ to steal your inf

passwords, messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID
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Under the Details tab, click Copy to File. Follow the prompts to save the certificate to disk, and you can

choose all the default options during this process.

I/ga Certificate X

General Details Certification Path

Show: <All> ~
Field Value
[ElVersion V3
[E]serial number 6ado87ccdb24e7b5...

[Z]signature algorithm sha256RSA
[Elsignature hash alg... sha256

[=l1ssuer - >
[Elvalid from Thursday, 7 July 20...
[Elvalid to Friday, 7 July 2023 ...
[Elsubject

[ElPuhlic kev RSA (2048 Rits)

Edit Properties.® Copy to File... k

Now in Windows, go to Start -> Run and type in certim.msc, and this will open the Local Certificate Store

on your machine. Expand our Personal, right click Certificates -> All Tasks -> Import:

ﬁ certlm - [Certificates - Local Computer\Personal\Certificates] — O

File Action View Help

o= @ B8 d= HED

X

5 Certificates - Local Computer H Issued To Issued By
~ ] Personal

| Certificatoc e

| Trusted R« All Tasks Request New Certificate...

Enterprise

Intermedi
Advanced Operations 2

Trusted P Refresh p

Untrusted

Third-Part

Trl-.lsted Pe Help

Client Autiicy iicasion 1ssus =

neStream Server
View ) 2If-signed Authority

Export List..

Preview Build Roots

Test Roots

AAD Token Issuer

Other People

Dell Trust

> eSIM Certification Authorii

[0 [ I8 I e

Hamanmraiim Rlackhioma Mask

|

Ex
3/
"
17
31

Add a certificate to a store
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Follow the prompts and browse to the certificate you saved to disk, and ensure you place the certificate in

the Trusted Root Certificate Authorities store:

| € L£* Certificate Import Wizard

B

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

O Place all certificates in the following store

Trusted Root Certification Authorities Browse...

Next | Cancel

At this point, you should be able to close your browser and reopen it, and try launching a new session. It

should connect successfully.
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8. Configure Gateway Settings

In Passwordstate you may need to configure some Gateway settings
e Gateway URL (only if you have installed the Gateway separately, otherwise leave this empty)
e Port Number the Gateway listens/operates on
e If you want to purge any recorded sessions after (x) number of days

e Where you would like to store recorded sessions - please see Section 8 for more information on
this

To make these changes, navigate to the following page in Passwordstate —> Administration ->
Passwordstate Administration -> Remote Session Management, and click on the 'Browser Based Gateway
Settings' button, and you will see the screen below.

% Configure Remote Session Gateway
Please make changes to the Gateway Settings below as appropriate.
Please specify settings for the Remote Session Gateway as appropriate.

Gateway URL:

If you have deployed the Gateway outside of your Passwaordstate server, you need to specify the URL here so the gateway can be used. Specify in the format of
https://fgdn.com

Specify the Port the Gateway will listen on:
7273

Passwordstate URL for APl communication:
The Remote Session Gateway communicates back to the Passwordstate API for various functionality. By default, it will use the Base URL value on the screen Administration ->
System Settings -> Miscellaneous tab, but you can specify a different URL here if needed. Do not append /api to your URL here.

Specify the Folder where all recorded i will be stored:
‘ rec |

The path to save Session Recordings can be specified in one of three ways:

A

e rec->tos
o di\reco

® J/<servemn

recordings in the default folder of "c\inetpub\passwordstate\hosts\gateway\rec'
passwordstate -» to save recordings to a different disk on your Passwordstate web server
e=/<sharenames -> to save recordings to a network share

If changing the port number, or path for recorded sessions, please refer to the following document for more information, as changes to the gateway configuration files are
need as well - Browser Based Remote Session Gateway Installation Instructions.

™ jyote : If you are using an activesactive High Availability setup for Passwordstate, it is recommended you store recorded sessions on a network share, so they are
accessible from both instances of Passwordstate. Or alternatively, install the Gateway separately from your Passwordstate insta

Purge Recorded Sessions older than the following number of days: (leave 0 to disable purging)
s

If recording sessions to a network share, please select a domain account below to delete sessions from the share, as required:

Account * B o\

Cancel Save

Note 1: Changing the Port Number or Session Recording folder need to be done manually in the
gateway.conf file, and then you need to restart the Passwordstate-Gateway Windows Service.

Note 2: Please make sure no firewalls are blocking access to the Port Number above - either Firewalls on
the Windows Server itself, or firewalls in Microsoft Azure or Amazon AWS - if you are hosting
Passwordstate in the cloud.
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9. Session Recording Settings & Permissions

Session Recording Settings
Session recordings can be saved in one of three locations:

e The default path is c:\inetpub\passwordstate\hosts\gateway\rec (your path may be different if
you’ve installed Passwordstate into a different folder, or deployed the Gateway separately)

e Oryou can save to a different folder or disk on your Passwordstate web server

e Oryou can save to a network share.

If you are using the High Availability module for Passwordstate, it is recommended you save recorded
sessions to a Share, so both instances of Passwordstate have access to replay the session recordings.

When changing the path to where you wish to save session recordings, this needs to be done in two
locations:

1. On the screen Administration -> Remote Session Management -> Configure Remote Session
Gateway

2. Inthe file C:\inetpub\Passwordstate\hosts\gateway\gateway.conf

The different formats that can be used are:
1. rec ->to save recordings in the default folder of 'c:\inetpub\passwordstate\hosts\gateway\rec'

2. <drivename>:\\<foldername> -> to save recordings to a different disk on your Passwordstate web
server

3. //<servername>/<sharename> -> to save recordings to a network share

Example of changing the path in the User Interface:

& Configure Remote Session Gateway

Please make changes to the Gate! ttings below as appropriate.

you need to specify the URL here so the gateway can be used. Specify in the format of

Specify the Port the Gateway will listen on:

[r2m2

Passwordstate URL for APl communication:
T ssion G communicates back t
ous tab, but you ¢

iefault, it will use the Base URL value on the screen Administration ->

to your URL here.

server
wing document for mare infarmation,

as changes to the gateway configuration files are

ions on a network share, so they are

Purge Recorded Sessions older than the following number of days: (
5

If recording sessions to a network share, please select a domain account below to delete sessions from the share, as required:

Account* Q

Cancel | Save
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Example of the changing the path in the gateway.conf file:

= E:\\PasswordstateRecordings

= true

Note 1: the recdir setting is used to tell the gateway where to save the Session Recordings

Note 2: When changing this setting, you need to restart the Passwordstate-Gateway Windows Service to
pick up the change

Session Recording Permissions

When storing session recordings using the default rec value, the NTFS permissions are already correct.

If, however you specify a different location such as static folder on a different disk, then you need to ensure
at least Authenticated Users have modify access to the folder.

When using a Network Share, you must modify the ‘Log On’ rights for the Passwordstate-Gateway
Windows Service, with an account that has read/write to the share — screenshot below for this.

If you want Passwordstate to delete session recordings from the network share, please set an account on
the Configure Remote Session Gateway page that also has permissions to delete from the network share.
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Passwordstate- Gateway Properties (Local Computer) et

General Lw_":'ﬂ Recovery Dependencies

Log on as:

() Local System account

Allow service to i with desktop

{®) This account: |domain\gatewa~_.r_s1.rc | Browse...

Passward:

Canfirm password: |||-|||-|||-|||- |

Cancel Aoply

Note: Session Recordings will not be included in the standard Passwordstate backup functionality, due to
the potential size of the files. If you have left the recording folder in the default path, then you need to
organize your own backups of these files if required.
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10. Renewing the SSL Certificate

Once your certificate expires that you are using for the Remote Session Gateway, it will need to be
renewed. To do that, please follow these instructions:

1. Export your certificate, as per the section ‘Exporting Certificate from Passwordstate Server’ above —
this assumes you are going to use the same certificate as your Passwordstate web site

2. Stop the Passwordstate-Gateway Windows Service

3. Open PowerShell ISE as Administrator (Right click -> Run as Administrator) and copy in the code below.
Ensure you change the password from Welcome123 to the password you set when exporting your
certificate:

cd C:\inetpub\Passwordstate\hosts\gateway
java.exe -cp SparkGateway.jar com.toremote.gateway.Encryption Welcome123 -q

This will give an output as per below screenshot:

‘I';:"_g‘ Administrator YWindouws Powershell |5E

File Edit Wiew Tools Debug Add-ons Help
0@ i & B » | 9 P & B W &8 | B 008 .

Untitled1ps1* X |
1 cd C:%inetpub‘Passwordstate'hosts'gateway
2
3 java.exe -cp SparkGateway.jar com.toremote.gateway.Encryption Welcomel23 -q

P5 C:%inetpubhPasswordstate\hostz\gateway> cd C:%1netpub’\Passwordstate‘\hosts"gateway

java.exe -cp SparkGateway.jar com.toremote.gateway. Encryption Welcomel23 -q
hwerXFo2GQHTM9gx,/ WWEvhEpO+TJGeL NhX.chyOE1yAE=

PS C:\inetpub‘\Passwordstate\hosts'gateway>

Note: Change the path of the gateway in the first line if appropriate
e Now open the file "C:\inetpub\Passwordstate\hosts\gateway\gateway.conf” and update the setting

“keyStorePassword” with your encrypted password from the PowerShell session, as per the following
screenshot
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=1MreTNnN7eXizT8AWKj80LOkjzdbDspvhIBbjUguWhgQCUCC1017uYGkfIw7W
=true
=Passwordstate.pfx
=true

4. Now restart the Passwordstate-Gateway Windows Service
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11. Browser Based Launcher Strong Cipher Settings & TLS

By editing the gateway.conf file you can force the Browser Based Launcher to communicate on certain
Ciphers, and disable old TLS settings, for extra security. Below is an example cipherSuites settings that you
can add which will omit any less secure Ciphers, as well as the recommended SSL Protocols setting. You can
copy and paste this code below into your gateway.conf file, ensuring the text is on a single line as per the
screenshot below, and then restart your Passwordstate Gateway service for it to take effect.

These settings below may already exist in your gateway.conf file, if you are using build 9785 or later.

Cipher Suites
Add the following block of text to your gateway.conf file.

cipherSuites =

TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384,TLS ECDHE_ECDSA_WITH_AES 256 _GCM_SHA384,TLS E
CDH_RSA WITH_AES 256 GCM_SHA384,TLS ECDH_ECDSA WITH_AES 256 _GCM_SHA384,TLS ECDHE_RS
A WITH_AES 128 GCM_SHA256,TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256,TLS ECDH_RSA_ WIT
H_ AES 128 GCM _SHA256,TLS ECDH_ECDSA WITH_AES 128 GCM_SHA256,TLS ECDHE_RSA WITH_AES
256_CBC_SHA384,TLS ECDHE_ECDSA WITH_AES 256 CBC_SHA384,TLS ECDHE_RSA WITH_AES 256 CB
C_SHA,TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA,TLS ECDH_RSA_WITH_AES 256 CBC_SHA384,TLS E
CDH_ECDSA_WITH_AES 256 _CBC_SHA384,TLS ECDH RSA_WITH_AES 256 CBC_SHA,TLS ECDH_ECDSA
WITH_AES 256 _CBC_SHA,TLS ECDHE_RSA_WITH_AES 128 CBC_SHA256,TLS ECDHE_ECDSA_ WITH_AES_
128 CBC_SHA256,TLS ECDHE_RSA_ WITH_AES 128 CBC_SHA,TLS ECDHE_ECDSA_WITH_AES 128 CBC_S
HA,TLS ECDH_RSA WITH_AES 128 CBC_SHA256,TLS ECDH_ECDSA WITH_AES 128 CBC SHA256,TLS EC
DH_RSA_WITH_AES_128 CBC_SHA,TLS ECDH_ECDSA WITH_AES 128 CBC_SHA

SSL Protocols
Modify the ssIProtocols section of the document, to only use TLS 1.2. as per the example below.

sslProtocols=TLSv1.2

= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SH TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,T|
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12. Browser Based Launcher WebSocket HTTP Server Header Settings

By editing the gateway.conf file you can add your own HHTP headers, which can be used with the
WebSocket HTTP Server used for the remote session gateway — this is separate to the web site
Passwordstate uses in Internet Information Services.

Examples of HTTP header attributes can be found here - https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers

An example of the format you can add to the gateway.conf file is:

headers=Strict-Transport-Security: max-age=31536000\r\nx-frame-options: SAMEORIGIN\r\nX-Content-
Type-Options: nosniff\r\nAccess-Control-Allow-Origin: https://passwordstate.domain.com

Once added to the gateway.conf file, you will need to restart the Passwordstate-Gateway Windows Service
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13. Restrict Copy/Paste Files and Clipboard with RDP Sessions

With RDP Sessions, it’s possible to disable clipboard and file copying, to prevent “moving” data in and out

of sessions. To do this, you need to add the following line to the gateway.conf file.

clipboard.enabled=false

Example below for this:

s Quick access

Data . disposable
data
& Downloads + htl
Passwordstate logs
master_files * rec
I This PC | gateway.conf

| gateway.log - Copy.0

) 3D Objects ) gatewaylog.0

ﬁ SparkGateway.exe

| videos

| SparkGateway.jar
‘i Local Disk (C:)

[%] uninstall-service.cmd

¥ Network

i — . t M 4] Easy access ~ — Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties o
access [#] Pa e to to - folder - [ Invert selection
Clipboard Organize New Open Select
<« v A4 <« inetpub » Passwordstate » hosts » gateway v 0 O Search gateway
A
Name Date modified Type Size

I Desktop ] gateway.log.0lck showMessage=true
[| Documents [ install-service.bat ssh=true
3 Downloads 7 license app.id=baeSaaef-b61lb-47a7-9cbb-4c018926585
D Music £ Passwordstate. pfx ssl=true
credSSP=true
| Pictures N Passwordstate- Gatewayw.ext b, 11 dhumber= 1642

|_ klipboard.enabled = false

AACAC AL 4 AR LA I

| *gateway.conf - Notepad

File Edit Format View Help

#Thu Dec 21 14:12:57 ACDT 2023
copyFile=true
recwarning=false
recdir.play.enable=true
keyStorePassword=FHwW8z5wAUkWoii fkpjoU¥z LghblVD+OeeRE jdCiCEgO8r
buildTime=2623 12 11 11

sslProtocols=TLSv1.2
license=. /license
sessionRecordParam=true
port=7273
passwordEncryptd=true
telnet=false
cipherSuites=TLS_ECDHE_RSA WITH_AES_256_GCM SHA384,TLS_ECDHE_E
keyStore=Passwordstate.pfx
html = html
recdir=//webserver®d/GatewayRec
#log http header, that may contains sensitive information like
logHttpHeader = false
stderrLog=true

Once this change is made, restart the Passwordstate-Gateway Windows Service.
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