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1 Overview

Passwordstate can automate the management of privileged accounts, by discovering accounts on your network, resetting the account passwords and performing
“heartbeats” on these passwords so you can be sure the passwords are in sync. Below is a list of account types that Passwordstate natively manages:

Microsoft Active Directory, Local Administrator Windows Accounts, Windows Scheduled Tasks, Windows Services, 1IS Application Pools, SQL Accounts,
COM+ Components, Office 365 and Microsoft Entra ID Accounts
Cisco Routers and Switches

Linux Accounts - including root (CentOS, Debian, Fedora, Mac OS X, Mint, Open SUSE, Oracle Linux, Oracle Solaris, RedHat Linux, Scientific Linux, Solaris,
SUSE Enterprise Desktop, SUSE Enterprise Server, Ubuntu)
MySQL Accounts

Oracle Accounts

MariaDB Accounts

Palo Alto Firewalls

PostgreSQL Accounts

HP iLO out of band management cards

HP H3C switches and routers

HP Procurve switches and routers

F5 BIG-IP Load Balancers

IBM's IMM out of band management cards

Dell's iDRAC out of band management cards

VMWare ESX Accounts

Juniper Junos devices

Juniper ScreenOS firewalls Accounts

Fortigate Firewall Accounts

SonicWALL Firewall Accounts

Custom Powershell Reset Scripts

If you have a system that is not natively supported as in the list above, you have the ability to write your own custom scripts and use them in Passwordstate to
manage the accounts on those systems. This feature also allows you to add in your custom operating system with a logo of your choice. You can also clone
existing scripts and modify them to add in functionality if desired.
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Custom Powershell “Dependency” Scripts

Passwordstate has a feature where you can add in custom PowerShell scripts to perform task of your choice, as a dependency when a password has been
successfully updated. For example, you may want to update some documentation or send some information about the newly reset password to the API of your
Help Desk software. Or maybe you need to use the new password on another application so you will automate the newly reset password being sent to that 3™
party software.

When creating a custom script of this nature, you can use a number of built-in variables to pull information from Passwordstate and insert this data into your
scripts. These variables can be found in section PowerShell Script Variables of this guide.

SSH Templates

If you have a system that is not natively supported in the list above, that uses SSH as the communication protocol, there is a feature where you can build your own
scripts based off SSH Templates. This allows you to simply issue a series of commands in sequential order, or all on one line to perform the password reset. You
then set your own “success” and “error” conditions. This means you do not need to write the entire reset script, but as long as you know the native commands to
perform a password reset on that system, as if you were doing it right within the SSH shell, you can build your own reset scripts easily.

Password Heartbeat/Validation/Discovery

Passwordstate allows you to perform ‘validation’ tasks to ensure the passwords stored in Passwordstate are accurate compared to what is being used on remote
hosts. You're also able to ‘discover’ many different types of accounts on devices on your network, and Passwordstate does all this without the need to install any
agents on those remote devices. Examples of what Passwordstate can discover are Local Windows or Linux accounts, accounts on Windows services or IS
Application pools, or maybe local accounts on your Fortigate firewall or Cisco switch.

When running a discovery job, you can put it in to “Simulation” mode, and this will report back to you what it finds but it won’t add any data into Passwordstate.
It’s a good way to validate what accounts are being discovered without fear of affecting any production system. If you want, you can have the password reset
immediately with a strong random password of your choice, a static password of your choice, or maybe you want to add the account into Passwordstate without
doing a password reset at all, the choice is yours.
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No Agents Required

Click Studios designed the Password Reset, Heartbeat and Discovery features to make use of Microsoft’s PowerShell scripting capabilities, to eliminate the need to
install custom agents on remote Hosts. These Reset, Heartbeat & Validation features can also be used on Hosts in non-trusted domains.

™ Note: If you do have strict firewalling between various networks, or manage client’s infrastructure over the Internet, there is also a Remote Site Agent which
can be deployed which can communicate securely over HTTPS with additional encryption to protect your data. This agent can execute all these Password
Resets, Discovery and Validation scripts on those remote networks and report the results back into your core Passwordstate website, so it’s all centrally
managed within one console. See section Remote Site Locations for more information
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2 Passwordstate Web Server System Requirements

To make use of the PowerShell Password Reset Scripts, the below components may need to be set up on your Passwordstate Web Server:

- Microsoft .Net Framework 4.7.2 or higher (mandatory)

To check .NET version, run this command in Powershell ISE on your web server:

SRelease = (Get-ItemProperty -Path 'HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full\').Release
If (SRelease -ge '461808')

{Write-Host ".NET Framework 4.7.2 or high is installed. No action required"}

else

{Write-Host ".NET Frame needs to be updated"}

Installation of .NET Framework can be achieved by:
- Windows Updates

- Installed as a ‘Server Feature’ on Server OS
- Installed as a Windows Feature through Add/Remove Programs on Windows 10, 11
- Installed manually via this link: https://support.microsoft.com/en-au/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows
- PowerShell 5.0 or higher (mandatory)
- Microsoft Visual C++ 2013 Runtime - https://www.microsoft.com/en-au/download/details.aspx?id=40784 (mandatory - this will automatically be installed
for you when installing Passwordstate)
- Azure Az PowerShell Module (only required for Office 365 or Azure AD Accounts)
- VMWare PowerCLI Powershell Module (only required for VMWare ESXi accounts if SSH is disabled on your devices)
- Oracle Data Access Components (ODAC) (only required for Oracle database Passwords)
- Remote Server Administration Tools (RSAT) (only required for On-Premise Active Directory Accounts — Can be added as a ‘Feature’ on Windows Server OS,
or installed manually if you are hosting Passwordstate on Windows 10/11): https://www.microsoft.com/en-us/download/details.aspx?id=45520



https://support.microsoft.com/en-au/help/4054531/microsoft-net-framework-4-7-2-web-installer-for-windows
https://www.microsoft.com/en-au/download/details.aspx?id=40784
https://www.microsoft.com/en-us/download/details.aspx?id=45520
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3 PowerShell and Secure Sockets Layer (SSL) protocol

By default, any PowerShell scripts that use the Invoke-Command cmlet, do not use the -UseSSL parameter.

This option can be enabled on the screen Administration -> System Settings -> Miscellaneous tab, or if using Remote Site Locations agents, it can be enable per
remote site record.

The -UseSSL cmdlet uses the Secure Sockets Layer (SSL) protocol to establish a connection to the remote computer.

WS-Management encrypts all PowerShell content transmitted over the network. The UseSSL parameter is an additional protection that sends the data across an
HTTPS, instead of HTTP.

For more information, please refer to Microsoft documentation here - https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-
command?view=powershell-7.3



https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/invoke-command?view=powershell-7.3
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4 Password Reset Script Requirements

There are different System Requirements, and host configurations, depending upon which Password Reset scripts you would like to use. The following table
describes the possible scenarios.

™ Note 1: For detailed information about open ports, refer to “Passwordstate Open Port Requirements” on Click Studios website:
https://www.clickstudios.com.au/documentation/

™ Note 2: If you are using the Remote Site Locations Agent, this has the same system requirements as your Passwordstate web server, and the hosts on that
network will have the same requirements as the table below

Note 3: All Linux Distributions such as Redhat, Mint, Ubuntu, Mac OS X, etc are all consolidated under the Account type of Linux in the table below.

Note 4: VMWare ESXi accounts can use either SSH or HTTPS to connect. If you use SSH, choose the Linux Reset script option. If you prefer to use HTTPS,
check the VMWare ESXi requirements in the table below

™ Note 5: For Windows operating systems, Server 2012 R2 and above are supported

Account Type Port Passwordstate Web Server  Privileged Account Notes
Requirements Requirements Required?
Active Directory 9389, 389 or 1. RSAT Tools needsto be Yes 1. Privileged Account must have Account Operator rights
636, 88, 464 installed on web server when changing passwords on the domain, or delegate
— See section On equivalent permissions

Premise Active
Directory Passwords in
this documentation
below for more
information.

2. If you need to change passwords for accounts which have
Domain Admin rights, then your Privileged Account may
also need Domain Admin rights, or delegate equivalent
permissions

isco | 22 N Y No - N —> . .
Cisco 105 one es or No —5ee Notes 1. When resetting Cisco accounts, a Privilege Level 15 type

account must be used in order to perform the reset. This is
either for a Privileged Account Credential if being used, or
the account on the password record itself, if not using a
Privileged Account Credential


https://www.clickstudios.com.au/documentation/
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Dell iDRAC

22

None

No — See Notes —»

When resetting the enable password, you must use a
Privileged Account Credential which will SSH to the Cisco
device, and this account performs the password reset for
enable. The Username field for the password record itself
must be named as 'enable’

This script will work if the account's password is of type
'secret' or 'password'

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

The reset script for this account type does not use a
Privileged Account, so assigning one to the password record
is not recommended as it will have no effect

The user will connect into the iDrac as itself and reset its
own password

Requires RACADM tools to be installed on the iDRAC card

iDrac cards with firmware version 4.40 or high has replaced
getconfig command with get command. get commands no
longer return the index number of the user account, so you
must manually set the index number for each account
running on these firmware versions. See iDrac example in
section Dell iDrac Accounts in this documentation below
for more information.

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password
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F5 BIG-IP

F5 BIG-IP

Fortigate

HP H3C
HPiLO

HP Procurve

22

22

22

22
22

22

None

None

None

None

None

None

Yes 1.

Yes 1.

No — See Notes —» 1.

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

Accounts in BIG-IP appliances can be configured with
Terminal Access of type '"Advanced Shell' or ' TMSH'. You
need to select the appropriate BIG-IP reset script to use,
depending on the Terminal Access type for the Privileged
Account Credentials you have associated with the Password
Reset Script

Accounts in BIG-IP appliances can be configured with
Terminal Access of type 'Advanced Shell' or 'TMSH'. You
need to select the appropriate BIG-IP reset script to use,
depending on the Terminal Access type for the Privileged
Account Credentials you have associated with the Password
Reset Script

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

Yes None

No — See Notes —»

Yes or No — See Notes—» 1.

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

The only account which has permissions to change
passwords is the Manager account. If you are wanting to
reset the password for the Operator account, you need to
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associate a Privileged Account Credential to the password
record - where the Privileged Account Credential is the
Manager account

IBM IMM 22 None Yes or No — See Notes—» 1. When resetting passwords on IBM IMM cards, you must
know the LoginID of the account you wish to reset
passwords for. In order to use this script, you must
configure Generic Field 1 on the PasswordList named as
'LoginID'. See IBM IMM Accounts in this documentation
below for more information.

Juniper Junos 22 None No — See Notes —» . .

P 1. If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user
Juniper 22 None Yes — See Notes—p 1. The Privileged Account can be used to reset the root
NetScreen account, and any other non-root accounts
ScreenOS
Linux 22 None Yes or No — See Notes—»

1. If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

2. See section Password Resets and Account Validation for
Linux Root Accounts in this documentation below for more
information.

3. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

4. |If your root account has SSH abilities, it will connect to the
host and reset its own password. If SSH for root is disabled,
you’ll need to assign a Privileged Account that will connect
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to the host and reset the root password. See section
Password Resets and Account Validation for Linux Root
Accounts in this documentation below for more
information.

5. When resetting passwords for Mac OS X, no Privileged
Account Credential is required, as OSX prevents one
account from updating the keychain of another account

6. Public/Private Key authentication can also be used with the
Privileged Account Credential to connect to the Host. See
example in Section SSH Accounts with Public/Private Key
Authentication in this documentation below for more
information.

7. Please note that for 'root' accounts, the password value for
the root account in Passwordstate must be correct before
any password resets can occur. This means that if you are
using a Linux Account Discovery Job, and a root account is
discovered and added into a Password List, then you must
edit the password record and make the following changes:

- Untick the option 'Password Enabled for Resets'

- Reset the password to the correct value save the record

- Edit the record again, tick the 'Password Enabled for
Resets', and save the record again

MariaDB 3306 None No - See Notes —» 1. If you do not assign a Privileged Account on your password

record for this account, the user will attempt to connect to
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user
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MS SQL Server

MySQL Server

1433

3306

None

None

Yes or No — See Notes—»

No — See Notes —»

1.

Firewall allows access on SQL Server port — default port is
1433 for SQL Standard and above, and SQL Express can use
a Dynamic Port — generally 49260

You must also have the TCP/IP Protocol enabled for SQL
Server, and this can be done using the SQL Server
Configuration Manager Utility, under the section SQL
Server Network Configuration -> Protocols for
<InstanceName>. Generally, this is not enabled for SQL
Server Express

The Privileged Account Credential you are using to perform
resets must have the ‘ALTER ANY LOGIN’ permission as
minimum on order to perform resets. The Privileged
Account Credential can be either an SQL Account, or an
Active Directory Account - if an AD Account, the Username
field must be in the format of domain\Username. If no
Privileged Account Credential is being used, an SQL Account
can change its own password without any special privileges
required in SQL Server.

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user
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Office 365 and
Microsoft Entra
ID

Oracle DB
Server

Palo Alto

NA

1521

22

1. Azure Az PowerShell
module — See section
Office 365 and
Microsoft Entra ID
Accounts in this
documentation below
for more information.

2. Internet access

Oracle Data Access
Components (ODAC) — See
Section 4 in this
documentation below for
more information.

None

Yes or No — See Notes—» 1.

Yes or No — See Notes—»

No — See Notes —»

See section Office 365 and Microsoft Entra ID Accounts in
this documentation below for more information.

Username in password record must be the Entra ID “User
principal name” of the account being reset — See Password
Record Examples section further down in this guide

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the Tenant and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Tenant and reset the password
for the user

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

Public/Private Key authentication can also be used with the
Privileged Account Credential to connect to the Host. See
section SSH Accounts with Public/Private Key
Authentication in this documentation below for more
information.
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P L 432 N Y No: N . .
ostgresQ >43 one es or No: See Notes —» 1. If you do not assign a Privileged Account on your password

record for this account, the user will attempt to connect to
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user
SonicWALL 22 None Yes or No: See Notes —p 1. If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

2. If you do assign a Privileged Account, this Privileged
Account will connect to the Host and reset the password for
the user

Windows OS 5985 or 5986 None Yes or No: See Notes —» 1. PowerShell 3.0 or above required on Remote Host
2. PowerShell Remoting enabled on Remote Host

3. If you are performing resets Local Administrator Windows
Accounts on Non-Trusted Active Directory Domains, or
against WorkGroup computers, see section Account
Discovery and Password Resets between Non-Trusted
Domains, or against Workgroup Computers in this
documentation below for more information.

4. If you edit the scheduled task and make a change, then you
will need to confirm the current password when saving
changes. Doing this removes the domain from the
Scheduled Task and prevents Passwordstate from
discovering it. Ensure you type in your username as
domain\username when saving a Scheduled Task

5. Port 5985 uses HTTP and this is the default Powershell
protocol. Port 5986 uses HTTPS and the -UseSSL parameter
on all Invoke-Command cmdlets. Search Administration ->
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System Settings in Passwordstate for usessl to toggle this
setting on or off.

6. Powershell traffic through HTTP is still encrypted, but
HTTPS is an extra layer of security

VMWare ESXi 443 VMWare PowerCLI Yes or No: See Notes —»
Powershell module — See
section VMWare ESXi
Accounts - PowerCLI

1. If you do not assign a Privileged Account on your password
record for this account, the user will attempt to connect to
the host and reset its own password

Powershell Module in this 2. If you do assign a Privileged Account, this Privileged
documentation below for Account will connect to the Host and reset the password for
more information. the user

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to section ‘Password Resets’ in the following document -
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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5 Password Validation Script Requirements

Password Validation (Account Heartbeats) is also achieved using a variety of different PowerShell scripts, and each of the Validations Scripts has the same System
Requirements as the equivalent Password Reset Script.

™ Note 1: Validations can also be performed manually in the User Interface of Passwordstate, either from the ‘Actions’ dropdown menu for a password record,

or when you open the password record you will also see the following Heartbeat icon v

™ Note 2: For Windows operating systems, Server 2012 R2 and above are supported

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to section ‘Account Validation (Heartbeats)’ in the following document -
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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6 Password Discovery Script Requirements

The following Discovery jobs are provided to help discover Local Admin Accounts on your network, and various ‘Windows Resources’ — such as Windows Services,

[IS Application Pools and Scheduled Tasks, database accounts, network accounts, etc:

Note 1: Each of the Discovery jobs above have the same System Requirements as their respective Password Reset Scripts

Active Directory accounts
Cisco 10S accounts

Fortigate accounts

HP H3C accounts

Juniper Junos accounts

Linux and MAC accounts
Microsoft SQL Database accounts
MariaDB Database accounts
MySQL Database accounts
Oracle Database accounts
PostgreSQL Database accounts

SonicWALL accounts

Windows Dependency accounts such as domain accounts used on Windows Services, IIS Application Pools and Windows Scheduled Tasks

VMWare ESXi accounts

Note 2: For SQL Server account discoveries, the Privileged Account Credential you are using to perform resets must have the ‘ALTER ANY LOGIN’ permission as
minimum. The Privileged Account Credential can be either an SQL Account, or an Active Directory Account - if an Active Directory account, the Username field
must be in the format of domain\Username. Your SQL Server must be configured in mixed-mode authentication in order to discover SQL Accounts.

Note 3: For Windows operating systems, Server 2012 R2 and above are supported
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™ Note 3: The Active Directory ‘Password Reset’ and ‘Account Discovery’ features requires the ‘Remote Server Administration Tools (RSAT)’ to be installed on
your Passwordstate web server, or where you have deployed the ‘Remote Site Locations Agent’. On Windows Server Operating Systems, you can install this by
running the following PowerShell command (run PowerShell as Admin):

Add-WindowsFeature RSAT-AD-PowerShell

If your Passwordstate web server is running Windows 10 Operating System, please see this link to get these RSAT tools installed:
https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools

Open Ports Requirements

For a full list of open port requirements for Password Resets, you can refer to section ‘Account Discoveries’ in the following document -
https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf



https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools
https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
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7 Enabling PowerShell Remoting per Host

All versions of Windows Desktop Operating Systems, and Windows Server 2008, do not have PowerShell Remoting enabled by default. It can be enabled on each
Host individually by following these steps:

e On the destination Host, run PowerShell as an Administrator

e Now type Enable-PSRemoting —Force

Running this command performs the following:
e Sets the 'Windows Remote Management' service to Automatic (delayed), and starts it
e Enables a HTTP listener

e Adds a firewall exception
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8 Enabling PowerShell Remoting via Group Policy

To enable PowerShell Remoting for multiple hosts at a time in your environment, you can use Group Policy to make the required changes. The following
instructions provide detail of how to do this (screenshots here are from a Windows Server 2012 R2 domain controller):

e Open the Group Policy Management Console

e Create or use an existing Group Policy Object, open it, and navigate to Computer Configuration -> Policies -> Administrative templates -> Windows
Components

e Here you will find the available Group Policy settings for Windows PowerShell, WinRM and Windows Remote Shell:

| WINAOWS REN3DIITY ANalysis
4 [ | Windows Remote Management (WinRM)
| WinRM Client
| WinRM Service
| Windows Remote Shell

ST TP | | S

e Open “Allow remote server management through WinRM"” setting

e Enable the Policy and set the IPv4 and IPv6 filter values to *

e Allow remote server managementi
Ei Allow remote server management through WinRM
O Mot Configured ~ COMMment:
® Enabled
O Disabled
Supported ot [ At least Windows Vista
Opticns: Help:
P filter: |* | ~ | | This policy setti
Remote Manag
PvE filter: |*1 | the network for
HTTP port.
}rntax: 1L Lol Ll

e C(Click OK
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Navigate to Windows Settings -> Security Settings -> System Services
e Select Windows Remote Management (WS-Management) Service and set the start-up mode to Automatic

Windows Remote Management (WS-Ma mgem_m
Security Policy Setting

Windows Remote Management (WS-Management)

Define this policy setting
Select service startup mode:
@® Automatic
) Manual

() Disabled

oK || canesl || Appy |

e (Click OK
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e You need to create a new Inbound Rule under Computer Configuration-> Policies -> Windows Settings -> Windows Firewall with Advanced Security-
> Inbound Rules:

foa] R yermLsmpy e

4 Gy Security Settings

I 55 Account Policies
b ] Local Policies
[ j] Event Log
I [ Restricted Groups
4, System Services
b g Registry
b [ File System
[ ;.j Wired Metwork (IEEE 802.3) Policies
4 [ Windows Firewall with Advanced Security
4 @ Windows Firewall with Advanced Security - LDAP://
3 Inbound Rules
&% Outbound Rules
¥ Connection Security Rules
| Metwaork |ist Mananer Policies

e The WinRM port numbers are predefined as “Windows Remote Management”:

P

New Inbound Rule Wizard

Rule Type

Select the type of firewall nle to create.

Steps:
@ Rule Type

What type of rule would you like to create?

@ Predefined Rules

@ Action

O Program
Rule that controls connections for a program
O Port
Rule that controls connections for a TCP or UDP port

®) Predefined:

Windows Remote Management

Rule that controls connections for a Windows experience
) Custom
Custom nule

< Back Mext >
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With WinRM 2.0, the default http listener port is TCP 5985.

Predefined Rules
Select the rulss to be created for this experience
Sieps:
@ Rue Type Which rules would you like to create?
@ Predefined Rules The follawing rules define network connectivity requirements for the selected predefined group

. Rules that are checked will be created. If a e aready exists and is checked, the contents of
& Adlion the existing rule will be ovenwritten

Rules:

Name Rule Bxists Profile Descrip|
[w] Windows Remote Management (HTTP-In} No Public Inboun:;
[] Windows Remote Management {(HTTP4n}  No Domain, Friv...  Inbound
< m [>]

<Back |[ Net> || Cancdl
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Select “Allow the Connection”
@ New Inbound Rule Wizard
Action

Spedify the action to be taken when a connection matches the conditions specified in the rle
Steps:
@ Rule Type

What action should be taken when a connection matches the specfied condtions?
@ Predefined Rules

) @® Allow the connection
& Action This includes connections that are protected with |Psec as well as those are not.
(' Allow the connedlion if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection

<Back |[ Fmsh | [ Cancel

Close the Group Policy Editor

Link the PowerShell Settings GPO to correct OU for testing

Run gpupdate on your test computers, or reboot them
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9 Hosts in Non-Trusted Domains

It is also possible to perform Password Reset, Validations and Discoveries for hosts which are in non-trusted domains. For this to occur, the following is
required:

Functioning DNS so domain controllers and Hosts can be contacted

Firewall ports must be open to allow traffic through. Please refer to the following Open Ports documents which describes all features/modules of
Passwordstate - https://www.clickstudios.com.au/downloads/version9/Passwordstate Open Port Requirements.pdf

A Privileged Account Credential must be supplied on the screen Administration -> Passwordstate Administration -> Privileged Account Credentials, in
FQDN format i.e. user@mydomain.com

The Active Directory Domain information needs to be added on the screen Administration -> Passwordstate Administration -> Active Directory Domains,
and then linked to the relevant Privileged Account Credential you created in the above step

When adding host records on the Hosts screen, it is recommended the Host names are specified using FQDN i.e. serverabc@mydomain.com



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Open_Port_Requirements.pdf
mailto:user@mydomain.com
mailto:serverabc@mydomain.com
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10 Account Discovery and Password Resets between Non-Trusted Domains, or against Workgroup Computers

If you are wanting Passwordstate to perform Account Discovery and Password Resets between non-trusted domains, or on computers which are not joined to the
domain, you will need to configure PowerShell on your Passwordstate Web Server to “trust” all remote hosts. You can do this by running the following PowerShell

command:

Set-ltem WSMAN:\localhost\Client\TrustedHosts -value *

Account Discoveries on Work Group machines will also need to enable the following registry key on the remote host to avoid ‘WinRM’ errors, which are related to
UAC blocking Powershell Remoting sessions when used with the Invoke-Command Powershell commandlet, which is what we use to do discoveries.

Path = HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

Registry Key Name = LocalAccountTokenFilterPolicy

Type = REG_DWORD

Data=1

B Registry Editor

ile Edit_ View Favortes Helo

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System |

|
Pty oot Tame Type Data
Parental Cnvtrn\s ) 5] (Default) REG_SZ (value not set)
EE“Ep“f"i'”‘“'a““"a‘ta"“"s %4 ConsentPromptBehaviorAdmin REG_DWORD 0x00000p80 (0)
i~ *ersonalzation 4 ConsentPromptBehaviorUser REG_DWORD 003 (3)
PhotoPropertyHandler
T Poicies dontdisplaylastusername REG_DWORD 0000000 (0)
. %4 DSCAutomationHostEnabled REG_DWORD Dx00000002 (2)
ActiveDesktop -
Attachments %3 EnableCursorSuppression REG_DWORD 000000001 (1)
DstsCollection #|EnablelnstallerDetection Dx00000001 (1)
Explorer T%|EnableLUA 000000001 (1)
NonEnum | EnableSecurellAPaths Dx00000001 (1)
v System 4| EnableUlADesktopToggle Dx00000000 (0)
; Audit %4 EnableVirtualization REG_DWORD 0x00000001 (1)
Pl ab]legalnoticecaption REG_SZ
i | PowerEfficiencyDiagnostics ab]legalnoticetext REG_SZ
PrecisionTouchPad b1 | ocaldccountTokenFilterPolicy REG_DWORD 000000001 (1)
PreviewHandlers PromptOnSecureDesktop REG_DWORD 0x00000000 (0)
Privacy %4 scforceoption REG_DWORD 000000000 (0)
PropertySystem 4| shutdownwithoutlogon REG_DWORD 0x0000000T (1)
Proximity ¢ undockwithoutlogen REG_DWORD 0x00000001 (1)
9
PushNotifications %) ValidateAdminCodeSignatures REG_DWORD 0x00000000 (0)
Reliability
RetailDeme

Please restart the Passwordstate Windows Service after making these changes.
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11 Local Administrator Account Password Resets Without the Use of a Privileged Account Credential

If you are wanting to perform Password Resets on Windows Local Administrator Accounts, but not associated a Privileged Account Credential with the password
record in Passwordstate i.e. reset the password using its own account, then you may need to add/enable the following registry key on the remote host to avoid
‘Access Denied’ PowerShell Remoting issues.

e Path = HKLM:\SOFTWARE\WMicrosoft\Windows\CurrentVersion\Policies\System
o Registry Key Name = LocalAccountTokenFilterPolicy

e Type = REG_DWORD

e Data=1
ﬁ’ Registry Editor
File _Fdit__View Favorites  Help '
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System |
: prinTettayoat TWame Type ! Data
Parental Controls 2l (Default) REG_SZ (value nat set)
PerceptianSimulationbxtensions 1) ConsentPromptBehaviarAdmin REG_DWORD 0)
E:::;;:::::;Handlar %) ConsentPromptBehaviorser REG_DWORD 003 (3]
o 144] dontdisplaylastusername REG_DWORD 000000 (0}
] ActiveDesktop 4 DSCAutomationHastEnabled REG_DWORD (10000002 (2)
Attachments 4| EnableCursorSuppression REG_DWORD 000000007 (1)
DataCollection nablelnstallerDetection 000000001 (1)
Explorer 74 EnableLUA 000000001 (1)
: NonEnum 4 EnableSecureUlAPaths 000000001 (1)
v System 144 EnableUlADeskiopToggle 000000000 (0)
: Audit 14 EnableVirtualization REG_DWORD (10000007 (1)
uipl ab)|egalnoticecaption REG_SZ
PowerEfficiencyDiagnostics ab] legalnoticetext REG_SZ
PrecisionTouchPad B REG_DWORD Dx00000007 (1)
PreviewHandlers romptOnSecureDesktop REG_DWORD 000000000 (0)
Privacy cforceoption REG_DWORD 000000000 (0)
PropertySystem 5| shutdownwithoutlogon REG_DWORD 000000001 (1)
Proximity 4 undockwithoutlogen REG_DWORD 000000001 (1)
2”“‘“3?:';‘”“”"5 14 ValidateAdminCodeSignatures REG_DWORD (x00000000 (0)
eliaboili
RetailDeme
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12 Password Resets and Account Validation for Linux Root Accounts

By default, most Linux Operating Systems do not allow you to SSH in using the root account — for security reasons.

Because of this restriction, it is recommended on the root password record in Passwordstate, that you select a ‘Privileged Account Credential’ which can SSH into

the Linux Host, and perform Password Resets and Account Heartbeats.

Example Screenshots of a Password Record configured to use a Privileged Account to reset and validate a root account:

=&

B4 Edit Password

Please edit the password below, stored within the "Linux Accounts’ Password List (Tree Path = \Infrastructure).

password details notes security reset options

heartbeat options

Password Reset Script and Privileged Account Credentials

Please select the appropriate Password Reset Script, and Privileged Acge
password reset,

nt Credential, in order to perform the
Password Reset Script Reset Linux Password e

Privileged Account msand on Redhat01 =

™ - Active Directory Accounts do not require you to select a Reset Script.
- Not all Reset Scripts require a Privileged Account. See KB Article in menu Help -> User Manual.

Password Reset Schedule

] When this Password expires, Auto-Generate a new one and perform any reset tasks at the time of:

00 ~ Hour gg -~ Minute, andacclDaystotﬂeExp"yDate

Save

Cancel

B4 Edit Password

Please edit the password below, stored within the "Linux Accounts’ Password List (Tree Path = \Infrastructure).

password details

notes security reset options heartbeat options

Heartbeat Validation Options

Select the Password Validation Scrip
to use to validate the passwopds® correct

use for the Heartbeat verification, and what schedule you would like

Validate Passygeed Tor Linux Account e

[# Use the Privileged Account Credential selected on the 'Reset Options' tab to perform the authentication
for this validation {only used for Linux root accounts if required):

Validate Password every day at:
gg v Hour 35 + Minute

M password Reset tasks will be queued if Password updated. Save

Cancel
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In order to perform an Account Heartbeat in Passwordstate for the root account, when using a different Privileged Account credential, changes are required to
each of the Sudoers file on your Linux desktops/servers. Below are the changes required:

e Open the Sudoers file with visudo using the following command:
Sudo visudo -f /etc/sudoers

e When editing the Sudoers file, scroll to the bottom and add the following two lines, entering in the appropriate username you use in Passwordstate as your
Privileged Account:

## Enable sudo rootpw for Passwordstate Privileged Account
Defaults:<username> rootpw

Password Reset Implications

With this change above to the sudoers file, this has implications for password resets for the root account, as the “current” password value for the root account
must be set correctly in Passwordstate for this to work. Below is example PowerShell code for how password resets are occurring with this type of configuration:

echo -e $'SOldPassword\nSNewPassword\nSNewPassword' | sudo -S passwd SUserName
The S symbol represent parameters passed to the reset script, and SOldPassword in this case is the current value of the password stored in Passwordstate.

Account Discovery Implications
If you are wanting to configure an Account Discovery Job for root accounts, this requirement for password resets to have the current password stored for the root

account in Passwordstate can cause complications. The two options for this are:
e If your root accounts on all machines use the same password value, then on the Discovery Job you can specify this password to be set on discovery

e If the above is not possible, then each of the accounts added into Passwordstate will need to be modified after they are discovered, and have the
password set with the correct value. To do this you can edit the password record and:

o Untick the option 'Password Enabled for Resets'
o Reset the password to the correct value save the record

o Edit the record again, tick the 'Password Enabled for Resets', and save the record again

Once this is done, schedule and manual password resets can occur for your root accounts.
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13 Structure of a Password Reset Script

When creating your own Password Reset Scripts, we recommend that you copy one of ours as a basis for your own. We recommend this so that the Passwordstate
Windows Service understands when the script has been executed successfully, or has failed.

There are 4 key areas in all of our scripts, and there is a screenshot below which highlights these areas. They are:

1. Command(s) to be executed - this is the actual work done on the remote host to reset a password
2. Connect to remote host to execute command(s) - this connectivity method will vary on the host, but generally it is done via PowerShell Remoting, SSH

connection, or a direct connection to a database server

3. Error Capturing - this is where we try and capture as many of the error scenarios as possible. The error messages here will be included in the email report
you receive when a Password Reset attempt has failed for whatever reason

4. Calling the function - this is what initiates the call to all the 3 steps above it. The variables you see here, enclosed in square brackets [], are replaced in real-
time by the Passwordstate Windows Service when the reset occurs - it queries relevant data from the password record, the host record, and possibly the

privileged account record if required

{1} Edit Password Reset Script

T
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14 SSH Template Scripts

With some default PowerShell Scripts provided by Click Studios, we use an SSH Library from a company called Chilkat. Due to licensing restrictions of this SSH .NET
Assembly, customers are not allowed to clone our scripts which use this assembly, and then modify it for their own needs.

To help you build your own custom scripts for systems that use the SSH connection protocol, Click Studios has included two new 'SSH Templated' Powershell
scripts, which allow you to specify SSH command line parameters to be passed to the remote system. The two types of Templates Scripts are:

e Remote Commands
e Remote Shell

Please see details below for further instructions on these two templated scripts.

14.1 SSH Template - Remote Commands

Typically, this template is used for sending single line commands to the remote host, and receiving output back. Equivalent scripts within Passwordstate which
execute commands in this manner are:

e Reset F5 BIG-IP Account Password — AS

e Reset F5 BIG-IP Account Password — TMSH
e Reset IBM IMM Account Password

e Reset Linux Password
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Below is a screenshot of an example for resetting the password on a Redhat Linux account. In the example below, you can see that variables from a password
record can be passed in the commands as well, and these are replaced real-time when the script executes. The example below shows [NewPassword], and
[UserName]:

2 Edit Password Reset Script

o
™
W
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™
=
3
[*¥]
~
o
(o]
=
[+F]
=]

w
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=
]
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=
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=]
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[
w
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appropnate below, then click on the ‘Save' button. Please refer to the Security Admininistrator's Manual for instructions for each of these tabs

success and error conditions

Please specify your reset commands as appropriate, and reorder them in the order they need to be executed in.

Command Comment
Add
Actions Order  Command Comment
(v ] i echo -e $'[NewPassword]\n[NewPassword]' | passwd [UserName] Reset Command

Save Cancel

Please see section 16.4 'SSH Template Variables' below for a comprehensive list of variables you can issue in your commands.
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14.2 SSH Template - Remote Shell

Typically, this template is used for opening a pseudo terminal on the remote host, and executing one or more commands within the terminal session, where you

can also 'wait' for an expected result back from the operating system. Equivalent scripts which execute commands in this manner are:

e Reset Cisco Host Password

e Reset Dell iDRAC Account Password
e Reset Fortigate Password

e Reset Juniper Junos Password

e Reset Palo Alto Password

e Reset SonicWALL Password

Below is a screenshot of an example for resetting the password on a Palo Alto Firewall account. In addition to the commands being issued, you can also 'Wait' for
a certain response from a command, before moving onto the next command. If you do not need to wait for a certain response, then simply include the * symbol:

< tdit Password Reset Script

lz.a:e make changes to the script's settings as approprate below, then click on the "Save' button. Please refer to the Security Admininistrator's Manual for instructions for each of these tabs.

script details commands to execute success and error conditions

Please E.:}E'C\"f-' your reset commanas as

Command Wait For Output
Actions Order  Command
L] configure
[+ ] set mgt-config users [UserNam
(v ] [NewP
(v ] [NewPassword]
(v ] commit
(v} exit
(v} exit

and reorder them in the order they

Add
Wait For Output Comment

*ledit]

*Enter passworg®

*[edit]

*Exiting configuration mode*

Save

Cancel
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14.3 SSH Template Success and Error Conditions

With the SSH Templated Scripts we provide, it is recommended you specify both "success" and "error" condition capturing, if possible. Some operating
systems/devices, do not return any sort of "success" message after a successful password reset, so it is important in this instance to specify as many "error"

capturing conditions as possible - otherwise the scripts will assume a successful reset has completed.

In our SSH template scripts, we have our own built in error capturing for any sort of connectivity issues to the remote host. The error capturing details you provide

are designed to report errors once you are already connected to this host, within the SSH session.

Below is a screenshot of success and error capturing for Linux machines. When you determine which "commands to execute" for your device, it is recommended

that during your testing within the SSH session, you try and capture as many possible errors as you can.
2 Edit Password Reset Script

Please make changes to the script's settings as appropriate below, then click on the *Save' button. Please refer to the Security Admininistrator's Manual for instructior

for each

The Templated Scripts provide error capturing for host connectivity, and you are also able to add your own™Syccess and Error Condition checking for the exe
commands o e '‘Commands to Execute' tab.
Please refer to the Security Administrators guide for recommendations on specifying Success and Error Condition Cépturing
Result Type Results Match
® Error Condition Success Condition Add
Actions  Results Match I} Results Type
[~ ] late essfull Success C tior
° hort :
o
o :
[+
[~ ] ou must choose a longer password n

Save

Cancel

of these tabs
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14.4 Creating SSH Template Scripts

To create a new script, navigate to Administration -> Powershell Scripts -> Password Resets:

Passwordstate ves uidoss3

-

ADMINISTRATION ‘

4 £} Passwordstate Administration

£3

£Q Account and Host Discovery 2 PowerShell Scripts
553 Active Directory Domains PowerShell scripts are the basis for the Password Reset, Validation, and Accou overy engine built in Passwordstate.
- [ Auditing
= | Auditing Graphs By clicking on one of the buttons below you can view & test the scripts provided by Click Studios, or you can create and edit your own.
® A9 Authorized Web Servers
“h

i ]
& Backups 2 Account Discoveries Password Resets 2 Password Validations
9 @ Bad Passwords «

€5 Browser Extension Settings
&, Brute Force Blocked IPs

4 Email Notification Groups

R4 Email Templates

[l Emergency Access

AP Encryption Keys

W Error Console

[= Export All Passwords

& Feature Access

@ Host Types & Operating Systems
[&d Images and Account Types

® License Information

W password Folders

@ Password Generator Policies
2= Password Lists

B8 Password List Templates

B Password Strength Policies
o Privileged Account Credentials
Yol se]

‘9 Remote Session Management
|#” Reporting

8% Security Administrators
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Click on Add New Script

2 Password Reset Scripts
Below are all the Password Reset Scripts you can associate with a password record, to be executed when the password is updated

Script Filters

® Show all Seripts O Show only Inbuilt Scripts

Actions  Script Name Description
-] 2 Cisco Small Business Cisco Small Business
o 2 Cisco Small Business Remote Shell Cisco Small Business Remote Shell
o 2 Custom Fortigate Script Used for Firmware devices 6.4.7
o 2 Reset Active Directory Password Reset the password for an Active Directory account
[+] 2 Reset Cisco Host Password Reset the password on a Cisco switch Or router
[+ ] 2 Reset Dell iDRAC Account Password Reset Dell iDRAC Account Password
[+ ] 2 Reset F5 BIG-IP Account Password - AS. Reset F5 BIG-IP Account Password - Advanced Shell Terminal Access
[+] 2 Reset F5 BIG-IP Account Password - TMSH Reset F5 BIG-IP Account Password - TMSH Terminal Access
-] 2 Reset Fortigate Password Reset the password for a Fortigate account
(-] 2 Reset HP H3C Password Reset HP H3C Account Password

u4|ﬂ234>u

Add New Scrip% | Toggle Visibility of Web API IDs | Grid Layout Actions..  ~

Page: 1

Return Previous Screen |

Give your script a Name and Description of your choice, and copy the contents from the SSH Template of your choice:

2 Add Password Reset Script

Please specify the script’s settings below, then click on the 'Save’ button.

Note: The actual editing of the script can be done on the previous page once you save this record, by clicking on the "Script Name" hyperlink you see within the grid view.

script details

Please specify the settings as appropriate below.

Script Name : * [Cisco CBS-200 Switches l
Script Description : * [Cisco Small Business Series switches l
Copy Script Contents From : I SSH Template - Remote Shell I -

= Please note after clicking Save, you need to edit the script properties and specify the

9 y pt prop p
commands you would like to send to this script, before it can be associated with a
Password record.

Save Cancel




Click Studios Privileged Account Management

You can now Edit Script Settings, and begin building your commands. When ready, you can test your script by choosing the Test Script Manually option on the
Actions menu:

2 Password Reset Scripts

Below are all the Password Reset Scripts you can associate with a password record, to be executed when the password is updated.

Script Filters

® Show all Scripts O Show only Inbuilt Scripts

Actions  Script Name Description
0 2 Cisco CBS-200 Switches
€ Delete

{} Edit Script Settings Password Reset the password for an Active Directory account
P Test Script Manually

Cisco Small Business Series switches

Used for Firmware devices 6.4.7

sord Reset the password on a Cisco switch Or router

2 Reset Dell iDRAC A Reset Dell iIDRAC Account Password

2 Reset F5 BIG-IP Account Pa - AS Reset F5 BIG-IP Account Password - Advanced Shell Terminal
2 Reset F5 BIG-IP Account Password - Reset F5 BIG-IP Account Password - TMSH Terminal Access
2 Reset Fortigate Password Reset the password for a Fortigate account

2 Reset HP H3C Password Reset HP H3C Account Password

2 Reset HP iLO Password Reset HP iLO Account Password

|44234»>|

Return Previous Screen | Add New Script | Toggle Visibility of Web APIIDs | Grid Layout Actions... =

Once you can confirm your script works well, you will be able to assign it to any password record where the Password List is Enabled for Resets.
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15 PowerShell Script Variables

Below are the variables which can be included in the PowerShell Scripts Click Studios provide, or the ones you add into Passwordstate yourself.

Variables which have ‘SecureString’ appended to the variable name, will be passed as an encrypted Secure String value to the PowerShell script. This is useful for
customers who choose to enable full PowerShell logging at the operating system level, were various PowerShell data can be logged into the Windows Application

Event Log. By default, this level of logging is not enabled in Windows.

[HostName]
[RemoteConnectionPort]
[OperatingSystem]
[UserName]

[OldPassword]
[OldPasswordSecureString]
[NewPassword]
[NewPasswordSecureString]
[EnablePassword]
[PrivilegedAccountUserName]
[PrivilegedAccountPassword]
[PrivilegedAccountPasswordSecureString]
[KeyType]
[PrivilegedAccountPassPhrase]
[PrivilegedAccountPrivateKey]
[URL]

[GenericField1]
[GenericField2]
[GenericField3]
[GenericField4]
[GenericField5]
[GenericField6]
[GenericField7]
[GenericField8]
[GenericField9]
[GenericField10]
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e [GenericField1SecureString]
e [GenericField2SecureString]
e [GenericField3SecureString]
e [GenericField4SecureString]
[GenericField5SecureString]
[GenericField6SecureString]
[GenericField7SecureString]
[GenericField8SecureString]
e [GenericField9SecureString]
e [GenericField10SecureString]
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16 On Premise Active Directory Passwords

Passwordstate can reset the password for many different types of systems, including Active Directory accounts. This section guides you through the process of
setting up an On Premise Active Directory account for automatic resets.

Most other Password Resets are similar in nature to this example below, but for those that require slight customizations, there is more information about these in
the Password Record Examples section below in this manual.

The Active Directory ‘Password Reset’ and ‘Account Discovery’ features requires the ‘Remote Server Administration Tools (RSAT)’ to be installed on your
Passwordstate web server, or where you have deployed the ‘Remote Site Locations Agent’. On Windows Server Operating Systems, you can install this by running
the following PowerShell command (run PowerShell as Admin):

Add-WindowsFeature RSAT-AD-PowerShell

If your Passwordstate web server is running Windows 10/11 Operating System, please see this link to get these RSAT tools installed:
https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools

16.1 Privileged Account Credential

For Passwordstate to be able update passwords in Active Directory, it needs to use a domain account with elevated privileges to do so. While it’s possible to
customize permissions in Active Directory, generally adding your Privileged Account to the “Account Operators” security group in Active Directory will be enough
to reset the passwords for most accounts.

If you are resetting passwords on accounts with a higher level of permission, such as a Domain Administrator account, you may need to elevate the permissions on
your privileged account to achieve a successful reset.

To add a Privileged Account, first ensure you have created a user in Active directory and add it to the “Account Operators” security group. Next, in Passwordstate,
go to Administration -> Privileged Account Credentials, and click the Add button. On the screen, enter a Description, enter the username in the form of
domain\username, select the account type as “Active Directory”, and set the current password for the account in Active Directory.


https://docs.microsoft.com/en-US/troubleshoot/windows-server/system-management-components/remote-server-administration-tools
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o Add Privileged Account Details
Please specify details as appropriate below, then click on the Save button. Once the record has been saved you need to apply permiss
Note: If no permissions are applied to this account, then it cannot be used to perform any Account Discovery or Password Resets

I privileged account credentials public key authentication

Please specify appropriate details below, the click on the Save Button

Description * ‘A(live Directory Account used to Reset Passwords
UserName * [halox\pws reset
s SIS TN i imaisomain\userid
Site Location Internal M

Account Type

Password prereees ©
Confirm Password [reneened P
Link To Password -- Not Required -- .

If you link this Privileged Account to a password record which is enabled for Password
Resets, then the Privileged Account Credential password will be updated once the
password reset is complete. Note: Only passwords which have been enabled for Reset
plus match the UserName above, will be visible here.

Save | Cancel

16.2 Add Appropriate Domains to the Active Directory Domains Screen

By default, you should already have one Active Directory Domain added to the screen Administration -> Active Directory Domains. If you want to synchronize
password changes with other domains which aren't listed, then you must add them to this screen. Ensure you assign your Privileged Account that you created in
the step above:

Passwordstate veog.id o)

ADMINISTRATION

4 €3 Passwordstate Administration

R Account and Host Discovery & Edit Active Directory Domain
= P31 Active Directory Domains
To edit the selected Active Directory Domain, please fill in the details below
Cf Auditing
=
| Auditing Graphs
. 4 Authorized Web Servers AD Domain NetBIOS Name * halox
&° Backups and Upgrades QDN halox.net
> © Bad Passwords

tring*  |dc=halox,dc=net
& Browser Extension Settings 9

& Brute Force Blocked IPs
& Email Notification Groups

Email Templates

I Emergency Access Internal >
W Error Console

[3 Export All Passwords fauit Doma

& Feature Access For Authentica OF G- (Show doraain i dhopdown st on Athenticotion Sareen
& Host Types & Operating Systems Protocol ® LDAP (Port 389) O LDAPS (Port 636)

[ Images and Account Types

® License Information Save | Cancel

A1 4 Eald,
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16.3 Configure a Password List for Password Resets

Now that the domain and privileged account is set, we need to configure a Password List so that it is enabled for Password Resets. To do this you need to check
the option 'Enable Password Resets' on your Password List:

2 Add New Password List

To add a new Password List, please fil in the details below for each of the various tabs

Nate: You will receive Administrator permissions to the Passwiord List once it is created (Unless you'e copying permissions from snother Password List)

Password List Details

BA intemal

[Bctve Diectory Accounts

£ useraceounts prg
Default Policy

* Default Password Generator M -]

Copy Permissians From

Use Passwordstate Default Code Page
1f you would like to copy permi
* | None Required - ® List, please select the appropriat

- Copy Permissions from Template -

- Copy Permissions from Password List

resetting with other systems. Default Password Reset Schedule

ault settings for Reset Op
d Lis

Setting this option above will also enable the Account Type field on your Password List, which will allow you select any type of managed account when adding in a
new password record:

© Edit Password List Properties

To edit the details for the selected Password List, please fill in the details below for each of the various ta

password list details customize fields guide api key & settings

Below you can specify which fields are available, which ones are required fields, and select one or mor
their options accordingly
Standard Fields
Field Name Required  Hide Column @
itle
User Name O
Des: n [m] O
Account Type O
0 uRL m] O
Password O
Password Strength
Expiry Date O

Notes O
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16.4 Configure a Password for Password Resets

When adding in a new account into your Password List that is enabled for resets, you should specify the following:

1. Enable the option to perform Password Resets and Heartbeats

Select the 'Active Directory' Account Type

Select the appropriate Domain by searching for it

Specify the Username of the account

Setting an Expiry date will trigger an automatic reset once it occurs

Clicking the Heart icon will do a live test to see if the password is in sync with Active Directory

Add New Password o

Add new password to ‘Active Directory Accounts’ Password Lig "ﬂ e Path = ).

ok, wWN

password details notes security reset op‘ions heartbeat options
Title * ‘ Passw Demo ACCOV | e
2 o
Managed Account Enabled for Resets Enabled for Heartbeat
Account Type £ Active Directory v
rET—  halox X p—— o Q
UserName ‘ pws_demo - | 6
Description ‘ Account used for documentation purposes |
Expiry Date 13405/2021 E3)]
qm Default Password Generator e
S == paEY@ W

Confirm Password *

Password Strength w W W Compliance Strength W Yt Y W W

Strength Status: 8 more characters

& compliance Mandatory &l Prevent Bad Password Usage

Save Save & Add Another Cancel
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On the Reset Options tab, you must also select the Privileged Account Credential with sufficient permissions to reset the password in Active Directory. The
Password Reset Script will automatically be selected for you, and if you want to set a future time and date for when to automatically reset the password again, set
the appropriate option under the Password Reset Schedule:

Add New Password

o 'Active Directory Accounts’ P

password details  notes  security [ Rgl heartbeat options

Reset Script and Privileged Account Credentials

Reset Active Directory Password

Privileged Account Active Directory Account used to Reset Passwords =
W .
M Not all Reset Scripts require a Privileged Account. See KB Article in meMHelp -> User Manual.
Active Directory Accounts do not require you to select a Reset Script.

™~

Password Reset Schedule

d expires, Auto-G sks at the time of

ew one and perfor

add[30 | Dayis)  ~ toftne Exp

When this Pass

00 = Hour 00

Save  Save & Add Another Cancel

Under the Heartbeat Options tab, a Validation Script will be automatically set for you, and you can choose a custom time of the day to perform a Heartbeat:

& Edit Password

Please edit the password below, stored within the "Active Directory Accounts’ Password List (Tree Path = \).

password details notes security res:t options heartbeat options

Heartbeat Validation Options

Select the Password Validation Script tgflise for the Heartbeat verification, and what schedule you would like to
use to validate the password is correg

Validate Password for Active Directory Account

Use the Privileged Account Credential selected on the 'Reset Options tab to perfarm the authentication for

this validation (only used for Linux accounts

Validate Password every day at:

07 ~ Hour 15 ~ Minute

M Password Reset tasks will be queued if Password updated. save | Cancel




Click Studios Privileged Account Management

16.5 Triggering a Reset

There are a few different ways a password can be reset once you have set up your record:
1. If you open the record, and set a new password, and then save your changes, this will then update the password in Active Directory
2. If the Expiry Date on the password record expires, this will change the password to a random password, based on the Password Generator Policy you
have set on your Password Record
3. You can Expire the Password Now from the Actions Menu of the Password Record:

Q @ ::ii screen Options

£ Active Directory Accounts
Actions  Title Domain or Host User Name Description
Y Y Y Y
Passwordstate Demo Account | &% halox pws_demo Account used for docume

Ad Copy or Email Password Permalink

ctions... st Administrator Actions...

Copy or Move to Different Password List

Delete
Ch _
Expire Password Now
Da Filter Recent Activity on this Record E;Sr;e Surname [P Address  Description
Send Account Heartbeat Request
Lee Sandford (hal
Send Self Destruct M '
T/ end selt bestiuct Vessage 1 Lee Sandford 10.0.0.163 e Demo Account,
Toggle Favorite Status View Password |

View & Compare History of Changes Lee Sandford (hal

View Documents 1 Lee Sandford 10.0.0.163  ntation purposes).
View Password |

T/

View Individual Password Permissions

VieOXPE4LEO>00

T/ View Password Reset Dependencies 1 Lee Sandford 10.0.0.163  Lee Sandford (hal

Password List

101/ 9.
7/01/2021 12:29:40 PM Undated

halox\lsand Lee Sandford 10.0.0.163 Lee Sandford (hal

/0172021 12:17:2Q DiA Password List baloa leongl Sandferd 10004163 Candford (1o

™ Note 1: If a Scheduled reset was to fail for any reason, no changes will be made to the password record, and the Expiry Date field will not be updated. By
not updating the Expiry Date field, another attempted reset will occur at the same time the following day.

™ Note 2: It’s not recommended to set up a standard user Active directory account to do automatic resets as per the above example. If Passwordstate were
to automatically reset a user account, then that user would not be able to log into Passwordstate to retrieve the new password. Resetting Active Directory
accounts in Passwordstate is mainly designed for things like Privileged Service Accounts, or shared accounts, not user’s primary domain accounts.
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17 Password Reset Queuing System

There are various conditions in which a password reset can be triggered, and they are:

Someone manually changes the value of the password on the Edit Password screen

When someone manually updates the value of the password via the API

A Scheduled Reset occurs

The 'Change Password On Check In' option is selected for a record, for the Check In/Check Out feature

When the option to reset a password is selected for Time Based Access permissions to individual password records
When Expiring the Password Now via the Actions Menu on the Password Record

ok wN R

When any of the above events are triggered, the password record is added to a queue to perform the reset. No changes will be made to the password record
itself, until the queued record has finished processing. In the Passwords grid, it will show the record is queued, and clicking on the white Information icon, will
filtering the auditing records for you for this account and refresh the Reset Status Grid.

Q o ii% Screen Options

£ Active Directory Accounts JFavorite [ Site Location (Internal) @& s#fared Access) %@ Guide B Strength Policy

Actions  Title Domain or Host User Name Description Account Type Password Password Strength ~ Password Last Updated Reset Status Hegpfbeat Status Dependencies Managed Expiry Date
T Y Y T X MY B Y
(-] Passwordstate Demo Account &% halox pws_demo Account used for documentation purposes & Active Directory ~ ***+*+s * & & - 0 13/05/2(
Add Documents (0 Permalink Grid Layout Actions... ¥ List Administrator Actions... Yy
The Reset Status and Heartbeat Status are Grey in color if no action has ever been taken against the Password Record:
£ Active Directory Accounts Favorite [ Site Location (Internal) §¥ Shared List (Admin Access) @@ Guide 8 Strength Policy
Actions  Title Domain or Host User Name Description Account Type Password  Password Strength  Password Last Updated Reset Status  Heartbeat Status  Dependencies Managed Expiry Date
T T T T T E3) [ ¢
o Passwordstate Demo Account &% halo pws_demo Account used for documentation purposes M Active Directory ~ **** *r ¥ - - 0

Add Documents (0) Permalink Grid Layout Actions..  ~  List Administrator Actions... -
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They will be Green if the last Password Reset or Heartbeat was successful, and Red indicates the last reset or heartbeat was not successful, in which case you
should investigate the cause for this. To investigate why a Password Reset or Heartbeat has failed, look in the Recent Activity Grid, or possibly in the Auditing
Data under Tools -> Auditing, or Administration -> Auditing.

As you can see in the example below, my Password Reset failed because | did not have the Active Directory module for PowerShell installed on the Passwordstate
web server, which is available when installing RSAT Tools (Pre-requisite outlined in Section 2 of this document):
Passwordstate voo euidsoon

Passwords or Hosts

PASSWORDS

Qe

Screen Options

Passwords Home

* Active Directory Accounts [Jravorite A Site Location (Internal) §¥ Shared List (Admin Access) % Guide @M Strength Policy

Reports Actions  Title Demain or Host User Name Description Account Type Password  Password Strength  Password Las Reset Status ~ Heartbeat Status  Dependencies Managed  Expiry Date

Auditing T T T T h g mr

* % % @ L 0 v 13/05/2021

Auditing Graphs [] Passwordstate Demo Account &% halox pws_demo Account used for documentation purposes &2 Active Directory

Scheduled Reports
P Add | Documents (0) | Permalink | GridLayout Actions.. ~  List Administratar Actions. =

o Recent Activity @

Date Activity UserlD Surname  IP Address  Description

ordstate Demo
This

The Passwordstate Windows Service removed the account 'P: demo, Description = Account used for documentation p

from the Queue as the Process Reset Task is now co

jord List = \Active Directory Accounts, UserName =
ctive Directory account on the domain halox (halox.ne!

Password Reset
7/01/20211:19:22 PM Removed from WindowsService

Account St

Queue View Password | View Histor
The Passwordstate Windows Service failed to reset the pas: demo’ (\Active Directory Accounts) with the Active Directory domain 'halox net'. As a result, no changes have been made to this record
T TSR Password Reset o\ . Windows , o097 | Passwordstate. Ertor = Failed to reset the password for the account ‘pws demo' in Active Directory domain ‘haloxnet' It appears you do not have the Active Directory module for Powershell installed on your s
Failed Service erver. See Password Reset Script Requirements for more information.
View Password | View Histary | View Failed Reset Histary

, e S T T T 4 0 Y T S e Va7 (e 1 o = T s U o s e T
7/01/2021 1:14:46 PM - C halox\Isand Lee Sandford 10.0.0.163 esulting in a record being added to the queue to pe rd Reset tasks. This account relates to an Active Directory ount on the domain halc
Queve View Password | View History

ed for dac
%.net)

Lee Sandford (halox\lsand) opened the Edit Password screen for password 'Passwordstate Demo Account' (Active Directory Accounts) - viewing the value of the password is possible on this screen, (Title = Passw
halox\Isand Lee Sandford 10.0.0.163 ordstate Demo Account, UserName = pws_deme, Description = Account used for documentation purposes)
View Password | View History

Password

7/01/2021 1:14:37 PM Sereen Opened

vord is passible an this screen. (Title = Passw

— Lee Sandford (halox\lsand) opened the Edit Password screen for password 'Passwordstate Demo Account’ (Active Directory Accounts) - viewing the value of the pa
7/01/2021 1:13:08 PM o Opened  halowlsand Lee Sandford 1000163  ordstate Demo Account, UserName = pws_demo, Description = Account used for documentation purposes)
>creen Opene View Password | View History

page: W 4 b Page 1 of 3, items 1 to 5 of 11

Refresh Grid | Grid Layout Actions..  ~
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After installing the RSAT Tools, the next Password Reset is successful:

Qe

creen Options

£ Active Directory Accounts (O Favorite [ Site Location (Internal) @ Shared List (Admin Access) @@ Guide B Strength Polic
g y

Actions  Title Domain or Host  User Name Description Account Type Password  Password Strength  Password Last Updated Reset Status  Heartbeat Status Dependencies Managed ~ Expiry Date
Y Y T Y T
asswordstate Demo Account ox pws_demo Account used for documentation purposes 4! Active Directory /01/202 43 P > /
P: d D A I | 3 d f purg 2 A Di Yy 7/01/2021 1:38:43 PM 0
Add | Documents(0) | Permalink | Grid LayoutActions.. ~  List Administrator Actions.. -

Cf Recent Activity @

First

Date Activity UserlD Surname  IP Address  Description
Name
Password Reset Windows The Passwordstate Windows Service removed the account ‘Passwordstate Demo Account’ (Password List = \Active Directory Accounts, UserName = pws_demo, Description = Account used for documentation
7/01/2021 1:38:43 PM Removed from WindowsService ¢ o™ Account | 100091  purposes) from the Queue as the Process Reset Task is now complete, This account relates to an Active Directory account on the domain halox (halox.net)
Queue View Password | View History
s sef ndow he Passwordstate Windows Service successfully reset the password for ‘¢ ' (\Active Dire A tive Director 2 .net
7/01/2021 1:38:43 PM Password Reset WindoweSarvice Windows Account 10,0091 The Passwordstate Windows Service successfully reset the pass word for ‘pws_demo’ (\Active Directory Accounts) with the Active Directory domain ‘halox.ne
Successful Service View Password | View History
rdstate Wind ervice successfully reset the passwor pws_demo’ (\Active Directory Accounts) with the Active Directory domain 'halox.net
77012021 1:3643 PM Pagsiord Upditadt | Windaviasarice ;iw(moe Aesii |Fodosi ordstate Wind ws rvice successfully reset the password for ‘pws_demo’ (\Acti ectory Accounts) with the Active Directory domain 'halox.ne

Lee Sandford (halox\Isand) manually modified the Password for account ‘Passwordstate Demo Account' (Password List = \Active Directory Accounts, UserName = pws_demo, Description = Account used for d
Password Reset . 5 ) A
halox\lsand Lee Sandford 1000163  ocumentation purposes), resulting in a record being added to the queue to perform appropriate Password Reset tasks. This account relates to an Active Directory account on the domain halox (halox.net)

7/01/2021 1:38:229 PM REaa
Aredin e View Password | View History

vord is possible on this screen. (Title = Pas

ssword screen for Passwor Demo Account’ (Active Directory Accounts) - viewing the value of the p:
demo, Description sed for documentation purposes|

Lee Sandford (halox\lsand) opened the Edit
swordstate Demo Account, UserName = p
View Password | View History

Screen

halox\Isand Lee Sandford

Page 10f 4, items 1 to 5 of 18

Change page: i« »

Refresh Grid | Grid Layout Actions..  ~

If needed, you can also monitor the status of all queued records to all Password Lists you have access to on the screen Resets -> Queued Password Resets, as per
the screenshot below. This will also show auditing data for all the queued records you see on his screen.

Passwordstate veo @uikd oo

B

PASSWORDS ‘

<* Password Resets In Progress

Tozk Below are allthe pending Password Reset tasks in the Queue at the moment, as well as most recent auditing data for these queued records. You can us|

Account Discovery .

able Debug Logging: O Yes

Have | Been Pwned Password Check

Password Generator 4 Password Reset Queue

Password Resets in Progress Actions  Queued At Title Domain or Host UserName

If Destruct Message T T T

No records to display.

Refresh Both Grids | Export | Purge Queue | Grid Layout Actions... ¥

[ Recent Activity
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18 Password Reset Dependency Records
In addition to performing Password Resets for accounts, you can also add various 'dependencies' to a password record, which can also trigger a Password Reset

script after the password for the account has been successfully reset.

A typical example of this would be where the account is an Active Directory account, and it's being used as the "identity" for operations of Windows Services,
Scheduled Tasks, IIS Application Pools or COM+ Components.

Alternatively, you can execute any type of PowerShell script that you supply, and this script does not need to necessarily need to be associated with a Host Record.
Adding in your own custom scripts can be achieved under Administration -> Powershell Scripts — Scripts — Password Reset.

To add a "dependency" to a password record, you can either select the 'View Password Reset Dependencies' menu item, or click the count in the Dependencies
Column in the grid:

Passwordstate veowuidson

PASSWORDS
A o P
QR - * Q @ i screen Options
== ﬂ Passwords Home
» T Business Systems £ Active Directory Accounts OF B Strength Palicy
.~ ] o . . N N
ol + ™ customers Actions  Title Domain or Host  User Name Description Account Type Fassword  Password Strength  Password Last Updated Reset Status  Heartbeat Status  Dependencies Managed ~ Expiry Date
» T Infrastructure
. T T T T T ® T B
= L8l Active Directory Accounts
Browser Testing (-] Passwordstate Demo Account 5 halox pws_demo Account used for documentation purposes M. Active Directory ~ wsasssns 'S & ¢ 7/01/2021 1:38:43 PM - - 0 13/05/2021
L . Copy or Email Password Permalink - . -
Ad 9 copy ctions..  ~  List Administrator Actions. -
@ Copy or Move to Different Password List
o @ Delete
[ Expire Password Now
Da Y Filter Recent Activity on this Record First Sumame 1P Address  Description
Name

W Send Account Heartbeat Request

& Send Self Destruct Message and Lee Sandford 10.0.0.163  Lee Sandford (haloxilsand) granted M

vordstate Wind Directory Accounts, UserName = pws_demo, Description = Account used for documentation

# Toggle Favorite Status v )
i sService B 10.0.081 from the Queue as the Process y account on the domain halox (halox.net)

@ View & Compare History of Changes 5 word | View History
- View Documents 100091 rvice successfully reset the password for ‘pws_de \Active Directory Accounts) with the Active Directory domain halox.net.
© B View Individual Password Permissions T
L 1 View Password Reset Dependencies cSomice | Windows | 009t asswordstate Windows Service successfully reset the password for ‘pws_demo’ (\Active Directory Accounts) with the Active Directory domain ‘halox net
o ' =" | Service - - View Password | View History

Password Reset Lee sandford (ha vd) manually modified the Pa wunt' (Password List = \Active Directory Accounts, Uses ws_demo, Desciiption = Account used for d

7/01/2021 1:38:28 PM e halox\lsand ee sandford 1000163 ocumentation purposes), resulting in a record being ssword Reset tasks. This account relates to an Active D y account on the domain halox (halox.net)
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H “ )
Then click on “Add Dependency
<7 Password Reset Dependencies
Below are all the linked Password Reset tasks, or Post Reset tasks, for the password ‘Passwordstate Demo Account'

Hosts Filters

Host Name : Host Type Operating System Database Server Type
All Host Types N Select OS N - Select Database Type - - Search
Actions Order  Host Name UserName Script Name Dependency Type

No records to display

Back to Passwords | Add Dependency | Grid Layout Actions -

On this screen below, choose the type of dependency you wish to add. If it is a Windows Service, 1IS Application Pool, Scheduled Task or COM+ Component, a
script will be assigned automatically for you. If you choose the Ignore button, this gives you the ability to assign your own PowerShell script.

Ensure you set the Dependency Name correctly, and then link it to the Host where the dependency resides:

O Add Dependency

To link the passwerd “Passwardstate Demo Account” to a Host and Password Reset Script, please filin the details below as appropiiste

script and host selectior

‘NMEDUH‘ Dependency
If the selecteti§eset Script is for one of the Windows Account 'Dependencies’ types below, B

Hosts Search Results

Save | Cancel

™ Note: This dependency will use the selected Privileged Account Credential to execute, of which is selected for the password record itself.
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18.1 Anatomy of a Password Dependency Reset

As an example, in your environment you may have a domain account that is configured to “Log on As” on multiple Windows Services, across many different
machines. It’s possible to set up this Active Directory Account, and have multiple “Dependencies” as per above example for each service the account is used on.

When a successful password reset occurs on the account in your Password Record, it will trigger each of the dependency scripts one at a time, which in this
example will reset the password on all of the Windows Services.

If the password is not successfully updated in Active Directory for any reason, no dependencies will be updated.
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19 Host and Account Discoveries

19.1 Explanation of Discovery Jobs

So far in this manual we’ve covered how to manually set up password records for automatic resets, with or without dependencies. There is a way to fully automate
this using our Account Discoveries.

For all Discovery Jobs in Passwordstate bar the Active Directory Accounts job, you'll first need to import your Hosts into Passwordstate. A Host is otherwise
known as a Windows Desktop/Server, Linux Desktop/Server, Switch or Firewall device.

Hosts can be added manually into the system one by one under the Hosts tab in Passwordstate, Imported via CSV file or there is a Hosts Discovery Job that will
import all Windows Servers and/or Desktops in Active Directory. If your Linux machines are stored in Active Directory, the Host discovery job can automatically
import these too.

As the Host Discovery job is only looking in AD, no specific system requirements are necessary, except you’ll need a domain account with privileges to query
Active Directory.

The following Account Discovery jobs are available:

Active Directory Accounts
Cisco I0S Accounts
Fortigate Accounts
HP H3C Accounts
Juniper Junos Accounts
Linux and Mac Accounts
MS SQL Database Accounts
MySQL Database Accounts
Oracle Database Accounts
. PostgreSQL Database Accounts
. SonicWALL accounts

W oo N R WDNPR

[
N B O

. Windows Dependency Accounts - Windows Services, IIS Application Pools and Scheduled Tasks which are configure to use a domain account as their
identity

[EEY
w

. Windows Local Admin Accounts
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™  Note 1: If discovering accounts on a Mac, the option to reset the password on discovery will be ignored, as another account (the Privileged Account
Credential) cannot update the keychain for a different account - this is by design by Apple

™ Note 2: For the 'Active Directory Accounts' discovery job, this job should not be used for Privileged AD Accounts which are used on Windows Services, I1S
App Pools and Scheduled Tasks - you should use the Windows Dependency Discovery Job for that purpose

™ Note 3: For the 'MS SQL Database Accounts' discovery job, the Privileged Account to be used to can be either a SQL Account, or an Active Directory
account

19.2 Setting up a Host Discovery

Setting up a Host Discovery job can be done by going to Hosts tab -> Hosts Home -> View Host Discovery Jobs -> Add Discovery Job:

Passwordstate veo @uild s000)

HOSTS |

Q - ,
2Q Host Discovery Jobs
= [ Hosts Home
» ™ Click Studios Below are all the Host Discovery jobs added to Passwordstate, for querying Active Directory for host records.
I~ ) -
Customers Actions  Job Name Description Joh
» T Firewalls
[ - T T A
ar Internal Infrastructure
0 — MySQL Servers [+ ] Import Server Hosts Import Server Hosts H
» T Switches [+ Test Import Test Import H
[+ ] Windows Server 2019 Discovery Find all Windows Server 2019 machines in Sandbox QU H

Return to Hosts Home | Add Discovery JOD  |guGrigayiauindiiaRs .
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On this page, you have the following options available to you:

w

Nowv s

Which Active Directory domain to query

To query specific AD OUs, you can click on the 'Active Directory OUs' tab and specify them here

Run the job in Simulation Mode — This will execute the job, but not add any data into Passwordstate. This is handy to see what will happen before adding

any data into your production system

Which type of Hosts you want to discover, based on the Operating System
Only discover Hosts which have been logged into based on a set date i.e. only machines logged into since July 2020
You can also set the Tag field for a Host to be the value of the Active Directory OU it belongs to

You also need to specify the 'Privileged Account' identity which will be used to query your Active Directory Domain. These Privileged Account Credentials

can be added/editing/updated on the screen Administration -> Privileged Account Credentials
The Schedule for how often you want the Discovery Job to be executed

|ieit Hosts Discovery Job 0

PESUIEE  active directory ous  schedule

Discovery Job Name *
Description *
bocation *

Active Directo) nain *
Active Directory OUs

Simulation Mode

Windows Server 2019

ind all Windows Server 2019 & in Sandbox OU_ |
Internal

halox.net

O simulation Mode will email you the results without adding/updating any 4@\6«; ase

Discovery Search Criteria
Please select which search options you would like to define for the Discovery Jok

Discover hosts with the following Operating Systems: Windows Server 2019

Only discover Hosts where met Logged on date is greater than or equal to : ® /

Populfe the Host's Tag field with the Organizational Unit (OU) it belongs to:

When a new Host is found, set its Remote Connection Properties to

® ROP H Inet (OVNC  Port Number:| 3389

If an existing Host in Passwords

is no longer found in any of the OUs specified, perform the following action for the Host record in Passwordstate:
ere are Password records associated with them

(7]

te: Host records will not be de

® Do Noth ete it

Privileged Account Credentials

hich Privileged Accaunt Credential wi

Passwordstate Host Discovery Account

Save Cancel
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When creating the discovery job, you will automatically be given permissions to edit it. You can grant permissions for any other Passwordstate user so they can
also help you administer and monitor the discovery jobs.

Note: When query Active Directory for Hosts, it is the value of the OperatingSystem AD Attribute which is queried. If you go to the screen Administration -
> Passwordstate Administration -> Host Types & Operating Systems, you can see what attribute is currently set for each different operating system.

Note: If you have configured emails in Passwordstate, anyone who has access to the discovery job will receive an email each time the job executes,
advising the results

The Actions Menu allows you to run the Discovery job immediately, disable or enable the job, view the previous results and apply permissions.

£ Host Discovery Jobs

Below are all the Host Discovery jobs added to Passwordstate, for querying Active Directory for host records.

Actions  Job Name Description Job Type
T T T
(v Import Server Hosts Import So Hosts Hosts
] Test Import mport Hosts
(4] Windows Server 2019 Discovery Find all Windows Server 2019 machines in Sandbox OU Hosts
Ref © Delete 5rid Layout Actions... ™
@ Run Discovery Job Now
% Toggle Status - Enabled or Disabled L 9
@ View Discovery Job History e
2

View Permissions e

If a discovery job is successful, you will be able to see the imported Hosts under Hosts tab -> Hosts Home -> View All Host Records.
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19.3 Setting up an Account Discovery

There are many different types of Account Discoveries which you can set up, and these can be found under Tools -> Account Discovery. As a Passwordstate
Administrator, you can view and manage Account Discoveries that other users have set up under Administration -> Account and Host Discoveries.

Passwordstate veo i soom

BB m

~

Have | Been Pwned Password Check

PASSWORDS

Password Generator

Active Directory Accounts is the only job which does not scan Hosts attached to your network, rather this job scans Active Directory itself, and an explanation of
this job can be found in Section 19.4 below.

All other discovery jobs reach out to the host on the network, and will scan the host for any new accounts and add them into Passwordstate if they do not already
exist. As with all Discovery jobs, you can run them in Simulation Mode so you do not impact production data.

19.4 Active Directory Discovery Job Explained

When creating an Active directory job, you have the following options available to you:

1.
2.

Which Domain you will be querying
Whether or not to run the job in Simulation Mode

Should the Discovery job report back all accounts it finds, or just the new ones? This can be handy of you want to troubleshoot a discovery job that you
think may not be finding a specific account

You can either query one or more specific OUs, or Security Groups. In the example below, I’'m discovering accounts in a specific Security Group

You can filter what accounts are discovered based on usernames, comma separated if you have multiple
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6. If you want Passwordstate to automatically manage the passwords for the accounts the Discovery Job finds, you should select “Enabled for Resets” and
“Enabled for Heartbeats”. If you deselect these options, the Discovery job will add the account into Passwordstate for you, but it will never manage the
password for it, unless you explicitly tell the Password record to do so at a later date

7. The Password List you select needs to have the “Enabled Password Resets” option enabled on the actual Password List. If you do not have that Password
List setting configured, it will not be available for you to choose from on your Discovery job. If the account is found in another Password List when the
discovery executes, it will not add in a duplicate record

8. Option number 8 on the example below allows you to set a static password, or generate a random one for every account that is discovered

Discovery Job Name * | comractar Administratar Ac

Active Directory Domain * wn\cx/ :

Simulation Mode ) ko adding/up:

[ <i
Repert on the following: 4 ® Oniy newly Discovered Accaunts Al

Discover Accounts in OU(s)

h | add Al
Account Filtering Criteria
Please select filtering aprions a5 appropriate
Discover Accounts by Username match: Exclude Accounts based on Username match:
s deme s wrice
(leave blanl to discover all accounts, or separate values sing commas) separate values Using commas)
Discovery Actions
Plaase select apprapriate options below when new Account overed.
Set the ‘Managed Account’ settings for newly discovers ants: (these settings can be changed after the record has been created if needed)
Enabled for Resets B Enabled for Heartbeat B
red Accounts to the following Password List: (New rec inherit the ‘Default Schedule Opti

® o P i .
Set the password value in Passwordstate to be a randomly generated one ® ves O No or set it to the following value:

Upen discovery, perform an immediate Password Reset for the account, based on the value of the password setting aboves:
®ves

Sat the following password ‘Security’ settings whan newly discovered account are added ta Passwordstate:
ord Requires Check O Change Password On Check In Check In Automatically |01 | Hourls) 00 | Minutes

For newly discovered accounts, use the following format for the naming of the Title and Description Fields: *
(¥ou can use the following s within each of these fiekds N and [Userh

Title | [DomainNetBIOS\UserMame] Description | Activt

Privileged Account Credentials

Please sel

save | Cance
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19.5 Local Admin Discovery

Passwordstate has several different types of Local Admin account discovery jobs available to you, depending on the Operating system. When discovering Accounts
on various Hosts, there are many options available to you:

1. Whether or not to run the job in Simulation Mode

2. Should the Discovery job report back all accounts it finds, or just the new ones? This can be handy of you want to troubleshoot a discovery job that you
think may not be finding a specific account

3. You can filter on the type of Hosts you want to query, based on the Operating System type, or various other filters
4. If the Local Administrators group is in a different language, you can change the name of it so the discovery is successful

5. If you want Passwordstate to automatically manage the passwords for the accounts the Discovery Job finds, you should select “Enabled for Resets” and
“Enabled for Heartbeats”. If you deselect these options, the Discovery job will add the account into Passwordstate for you, but it will never manage the
password for it, unless you explicitly tell the Password record to do so at a later date

6. The Password List you select needs to have the “Enabled Password Resets” option enabled on the actual Password List. If you do not have that Password
List setting configured, it will not be available for you to choose from on your Discovery job. If the account is found in another Password List when the
discovery executes, it will not add in a duplicate record

7. Asit's not possible to decrypt most passwords for discovered accounts, you will need to specify what password will be recorded in Passwordstate initially
for the account, or you can generate a random one. You also have the option to perform a password reset for any newly discovered accounts
8. When new records are added to the selected Password List, you have the option to also specify some detail for the Title and Description fields.

9. You also need to specify the Privileged Account Credential to use when interrogating your Hosts on the network - this account will need sufficient
privileges to interrogate the Host for local accounts - generally an account with Admin (elevated privileges) is required here

™ Note: Screenshots for all of the above points are on the next page
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R Edit Windows Local Admin Accounts Discovery Job

To edit settings for the Discovery job below, please make changes as appropriate and then click on the ‘Save’ button

discovery job settings

Discovery Job Name *

Description *

Site Location *

Simulation Mode : B Simulation Mods will email you the results without adding/updating any data in the database
Report on the following: I 5 Only newly Discovered Accounts (J All Discovered Accounts - New or Existing I e

Discovery Search Criteria

Please select filtering options for which Hosts you wish to query for new accounts, as well as any filtering options for the names of accounts.

Host Types: Operating Systems:

Allitems checked 2 Windows Server 2019
Host Name Filter: Tag Filter:

| [0U=Sandbox Testing DC=halox DC=net

(Filter for hasts for matches like mydomain.com) (Filter for hosts based on a value within Tag Field)
Exclude Hosts based on Host Name match: Exclude Hosts based on Tag Field match:
hypers0 |
Discover Accounts by Username match: Exclude Accounts based on Usen match:
(leave blank to discover all accounts, or separate values using commas) (separate values using commas)

Local Administrators Group Name:
Administrators
(if required, you can

different Security Group Names here - generally only required for Hosts configured for non English languages)

Discovery Actions o

Please select appropriate options below when a new Accounts are discoverad.

Set the "Managed Account” settings for newly discovered accounts: (thesf sagas can be changed after the record has been created if needed)
Enabled for Resets @ Enabled for Heartbeat ag

Add the newly discovered Accounts to the following Password List: (New records will inherit the ‘Default Schedulf jons' from this Password List)
—
‘. _Sandbox Passwords\Windows Passwords - G

Passwordstate2019 | this is oy set in Passwordstate, unless you use the option below.

Upon discovery, perform an immediate Password Reset for the account, based on the value of the password setting above: o

®ves ONo

Set the following password *Security’ settings when newly discovered account are added to Passwordstate:
Password Requires Check Outl)  Change Password On Check In[)  Check In Automatically 01 = Hourls) 00 = Minute(s)

or newly discovered accounts, use the following format for the naming of the Title and Description Fields:
(You can use the following variables within each of these fields [HostName] and [UserName], and they will be replaced accordingly}

Title |[HostName]\[UserName]

iption |Local Admi Account on [HostName]

For newly discovered accounts, assign the following Password Reset Script to the account:
Reset Windows Password v

Privileged Account Credentials

Please select which Privileged Account Credenti;

Account to Discovery Hosts in AD

Save

2 used to execute this Discovery Job, and alsa to perform any Passward Resets for discovered accounts.

Cancel
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19.6 Windows Dependencies Discovery

It's possible to also discovery various 'Windows Dependencies’ on your network that are using domain accounts as their identity to run under i.e. Windows

Services, IIS Application Pools & Scheduled Tasks. When setting up such a Discovery Job, the following options are available:

them as part of the same Discovery Job if you want

& Edit Windows Dependency Discovery Job
Dependency Discovery j v, pl \ges as appropriate:and

y job settin schedule hosts to be queried
ase update ate of f l o elow, and set t

Discover y Job Name *

Description *

Site Location

Active Directory Domain * haloxnet

Simulation Mode
Report on the following: nly newly Discovered Dependencies @ All D

Discovery Search Criteria

Discover the following Dependencies configured to use an Active Directory account: o
W es LIl Po Scheduled Tasks

Discover Dependencies on Hosts with the following Operating Systems: 7 items checked

Host Name Filter:

Tag Filter
er0t

Exclude Hosts based on Host Name match: Exclude Hosts based on Tag Field match:

The rest of the options are very similar to discovery of other types of Accounts, as specified above

Discovery Actions

When a newly discovered Active Director nt to
enable automatic scheduled resets:

$1 On ©
Add newly discovered Active Directory Accounts (being used by a Dependency) to the following Password List:
levdy added f cords w L fal } jons' Irom thi |

y Account (being used by a Dependency) is found. check the 'Managed Account’ option for the accou

Sandbox Passwords\Active Directory

When new accounts are discovered, set the initial password in Passwordstate to be: *
WelcomeQ1 t tin Pas t

Host: til the first word
When adding new password records to Passwordstate, use the following format for the naming of the Title and Description Fields:

Title |[UserName | Description |[DomainOrHostDescription] Account
Set the following password 'security’ settings when a new account is added to Passwordstate:
P § Requi <k Out hange Pass Check ,

in Automatically 01~ 00 v Minute(s)

Privileged Account Credentials

Save

Cancel

You need to select which 'Dependencies' you want to try and discover - Windows Services, IIS Application Pools or Scheduled Tasks - can you select all of

If you do not wish to automatically configure the discovered accounts to perform scheduled resets, you can set the 'Managed Account' option to No. The
later within the Password List, you can enable this option for one or more records at a time
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Microsoft Windows also has a bug for Scheduled Tasks, where it can strip the Host Name, or Domain Name prefix for the account being used on the scheduled
task, if you manually make any changes to the task — see screenshot below.

To overcome this bug, the following logic is used during discovery — by reading the appropriate XML file in the folder C:\Windows\System32\Tasks:

1. Check if the account is a local Windows account on the Host
If no local Windows Account is found, then it is assumed the account is an Active Directory account. On occasion, the “Userld” element in the XML file can
also appear as the account SID, in which case we look up the account details in the registry. As the domain NetBIOS has been stripped from the account
details, we will use the domain value that is selected on the Discovery Job itself.

[ Properties (Local Computer) >

General Triggers Actions Conditions Settings  History

Mame:

Location: [
Author

Description:

Security options

When runningetfie task, use the following user account:

testadmin Change User or Group...
() Run only when user is logged on

© Run whether user is logged on or not

[) Do not store passwerd. The task will only have access to local computer resources.

[J Run with highest privileges

[ Hidden Configure for:  Windows Vista™, Windows Server™ 2008 ~
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19.7 Database Account Discovery

Passwordstate can also discovery accounts in various different types of databases. The options for these discovery jobs are exactly the same as the Local Admin
Account discovery jobs, but in order to scan databases on your servers, the Host you have stored in Passwordstate needs to have the database information set.

Below is an example of a server that is hosting a Microsoft SQL Server instance, and you’ll notice the Database Type, Instance and Port number are set.

Passwordstate vas eaidssss

HOSTS ‘

£3]

Q Host Dashboard

- £ Hosts Home
4 [F3 _Favourites &3 Edit Host
g [ basicweb01.halox.net ~
lease make changes sriate, then click on the ‘Save’ button
o Pl h th lick on th butt
= basicweb02 halox.net

.
P

Gl centos0t host details [T
0 L deserveroi

A sbigip Please specify details for the Host as appropriate.

B3 hypervo halox.net

General Host Properties
L3 hypervt halox.net P

Ed hyperva halox net Host Name: * webserver01.halox.net
CJ sqlbasico haloxnet Fully Qualified Domain Name (FQDN) provides greater flexibility and performance, or NetBIOS
[ sqlbasic02 haloxnet name can be used if needed
O sqitran01.halox.net it
D sqltran02 haloxnet If the Title field has a value, this will be displayed in the Hosts Navigation Tree instead.
3 vranwebd1 haloxnet Tag: CN=Computers,DC=halox,DC=net
él 03 Can be any descriptive Tag you want, which is also included in Host search results.
= tranweb02 halox net
O ubeskion Site Location Internal M
webserver01 halox.net Windows M
D webserver02 halox.net Operating System: * Windows Server 2019 -
= 9 Sy
3 webserver03 halox net nternal IP:

» [ Critieal vM External [P

» [ Dell Idrac

» [ Exceed Real Estate

+ B Help Desk Session Recording: * OYes @no (record all remote sessions for this Host)

[ Hosts Admin virtual pe: * ®ves ONo
» 5 Uinux Machines Virtual Machine Typ®s O Amazon O'azure ® Hypery O Google Cloud O'irtualBox O Viiware O Xen
+ [ SandDomain Servers and Desktops
o 2 Server Type: SQL Server -
» [E3 Switches and Firewalls
- salserver
» [ TeamViewer Machines sy sene

. This is for an SQL Server Instance, Oracle Service Name, or PostgreSQL database name - if
» 3 Windows Desktops 9

required
» [£3 Windows Servers Database Port Number 1433
If using default ports, blank values will generally work here.
Hosg beat 22 ~ Hour 10 ~ Minute (time each day a Heartbeat is executed)

Remote Connection Properties

By specifying appropiate settings below, this will allow a remote connection to the host directly from within Passwordstate
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Please Note: MS SQL Server Discovery jobs can work when there are multiple instances of SQL Server installed on the same Host. Within Passwordstate, you need
to specify the correct instance names, and ports being used. If dynamic ports are being used, you need to look up the port number using the SQL Server

Configuration Management tool, as per the screenshot below.

(=

File Action View Help

CIEIEEN

@ SOL Server Configuration Manager (Local)
[ SQL Server Services
_E_ SOL Server Network Configuration (32bit)
% SOL Mative Client 11.0 Configuration (32bi
w _E_ SQL Server Network Configuration
B~ Protocols for MSSOLSERVER
3= Protocols for SOLEXPRESS
% 5QL Native Client 11.0 Configuration

Protocol Name Status

4 Shared Memory  Enabled
¥ MNamed Pipes Disabled
§TTCP/IP Enabled

TCP/IP Properties

Protocol  IP Addresses

TCP Dynamic Ports 0 -
TCP Port

B 1p3
Active Yes
Enabled Mo
IP Address @l
TCP Dynamic Ports 0
TCP Port

El P4
Active Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port

= 1P
TCP Dynamic Ports 49794
TCP Port

Active

Indicates whether the selected IP Address is active.

Help
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20 Office 365 and Microsoft Entra ID Accounts

20.1 Powershell Module Requirements

In order to perform Password Resets and Account Heartbeat validations, you must first install the Azure Az PowerShell module on your Passwordstate Web
Server. To do this, open PowerShell as an ‘Administrator’ and type in the following command:

Install-Module -Name Az -AllowClobber -Scope Allusers

Accept the two prompts to install the module, and wait for it to complete — it can take several minutes to complete. Best practice is to reboot your server after
making this change.

If you have the old legacy Powershell module installed (AzureRM), this is being deprecated in February 2024 by Microsoft. You will need to uninstall this module
after the Azure Az module is installed, as per this Microsoft article: https://learn.microsoft.com/en-us/powershell/azure/uninstall-az-ps?view=azps-
10.4.1#uninstall-the-azurerm-module

To achieve this, run this command in an elevated command prompt:

Uninstall-AzureRm

Your Passwordstate web server must have Internet access to reach out to your Azure tenant when installing and using this PowerShell module.

20.2 Microsoft Entra ID Permissions

A standard user in Microsoft Entra ID cannot reset their own password when using the Powershell module. You can either grant the user access to reset their own
password, or you can use a privileged account in Entra ID to reset passwords on behalf of users.

The Password Administrator role in Microsoft Entra ID will all a user to reset their own password, or will give your privileged account enough permissions to reset
another user’s password. Screenshot of this role can be found below.

Please refer to Microsoft documentation for detailed and current information about password reset permissions required in Microsoft Entra ID.


https://learn.microsoft.com/en-us/powershell/azure/uninstall-az-ps?view=azps-10.4.1#uninstall-the-azurerm-module
https://learn.microsoft.com/en-us/powershell/azure/uninstall-az-ps?view=azps-10.4.1#uninstall-the-azurerm-module
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e e

Home > Default Directory | Roles and administrators >

Roles and administrators | Allroles
Default Directory - Microsoft Entra ID

« L Download assignments () Refresh Preview features & Got feedback?

a. Allroles

. o To create custom roles, your organization needs Microsoft Entra ID Premium P1 or P2, Start a free trial. —>
a Protected actions

U I U I G STUU S Y ISU S, 1T 1y ORIy U S I I I IS GG g GG STy Lo

| | Office Apps Administrator

# Diagnose and solve problems user's devices.
D Organizational Messages Writer Write, publish, manage, and review the organizational messages for end-users through Microsoft product surfac
Aty Password Administrator Can reset passwords for non-administrators and Password Administrators.
o Accessreviens D Permissions Management Administrator Manage all aspects of Entra Permissions Management
H Auditioss D Power Platform Administrator Can create and manage all aspects of Microsoft Dynamics 365, PowerApps and Microsoft Flow.
Bullcoperation results D Printer Administrator Can manage all aspects of printers and printer connectors
Troubleshooting + Support D Printer Technician Can register and unregister printers and update printer status.
& New support request D Privileged Authentication Administrator Can access to view, set and reset authentication method information for any user (admin or non-admin).
D Privileged Role Administrator Can manage role assignments in Microsoft Entra ID, and all aspects of Privileged Identity Management.
D Reports Reader Can read sign-in and audit reports.
D Search Administrator Can create and manage all aspects of Microsoft Search settings.
—

20.3 Office 365 and Entra ID Heartbeats

When performing a heartbeat on an Office365 or Entra ID account to check if it is valid, to check if it is valid, it will attempt to login into the tenant as part of the
Powershell script that gets executed. If the account has Multi factor Authentication (MFA) applied to their account, then there is no way to automate this process.

Auditing in Passwordstate will alert you if a heartbeat has failed due to MFA limitations, and you should disable the heartbeat option on your password records for
these accounts, to prevent reoccurring failed heartbeat attempts.
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21 Installing Oracle Data Access Components (ODAC)

If you wish to perform password resets for Oracle database user accounts, you need to install the Oracle Data Access Components on the Passwordstate web
server, and modify the path to these components in the two Passwordstate PowerShell scripts. To do this, please follow these instructions:

Download ODP.NET_Managed ODAC122cR1.zip from http://www.oracle.com/technetwork/database/windows/downloads/index-090165.html

Unzip the contents to a directory of your choice on the Passwordstate Web Server (not within the Passwordstate folder though)

Open a command prompt as an Administrator and change to the x64 directory inside where you extracted the Oracle zip file, i.e. cd
c:\oracleodp\odp.net\managed\x64

4

Now type configure.bat and press the enter key. The screen will output a series of commands and then advise “The operation completed successfully.

If the path you’ve installed the data access components to is different to c:\oracleodp, then you will need to go to the screen Administration -> System
Settings -> Password Reset Options tab, and update the path on that screen

Now restart the Passwordstate Windows Service


http://www.oracle.com/technetwork/database/windows/downloads/index-090165.html
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22 VMWare ESXi Accounts - PowerCLI Powershell module

By default, Passwordstate will use a standard script which uses SSH to connect to VMWare servers, to reset passwords on local accounts, perform account
heartbeats or discover accounts on the servers.

This Powershell module written by VMWare will connect to your servers over HTTPS on port 443, and can also perform all Resets, Heartbeats and Account
Discoveries.

To use the PowerCLI Powershell module, you must install this on your Passwordstate web server, or anywhere you may have the Remote Site Locations agent
installed. This can be installed by opening Powershell as an Administrator, and running the command below, and more information about this can be found here:
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.esxi.install.doc/GUID-FO2D0C2D-B226-4908-9E5C-2E783D41FE2D.html

Install-Module VMware.PowerCLI -Force

This Powershell module also has a built-in feature which can upload statistics and usage of the PowerCLI module. This can upload anonymous statistics about your
usage, but best practice is to turn this feature off, by running the following commend on your Passwordstate webserver in Powershell:

Set-PowerCLIConfiguration -Scope AllUsers -InvalidCertificateAction Ignore -ParticipatelnCEIP $false -Confirm:S$false

Warning: This VMware module uses a parameter called Set-VMHostAccount which does not currently accept SecureString values to passed to it. If you have
detailed Powershell logging enabled at the operating system level, this command will log passwords for resets in clear text in the Powershell Event Logs. We’d
recommend turning off Powershell logging on your webserver if using this module, otherwise use the existing Linux/SSH scripts instead. Heartbeats and
Discoveries are not affected by this.


https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.esxi.install.doc/GUID-F02D0C2D-B226-4908-9E5C-2E783D41FE2D.html
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23 Remote Site Locations Agent
If you have environments located behind firewalled environments, or look after client’s networks with only Internet access to them, then you are able to deploy a
Remote Site Agent to each network — please note additional license subscription is required for this.

With this Remote Site Agent, it has the same system requirements for account discovery, password reset, and account heartbeats as your internal network does.

This agent will communicate securely over HTTPS back to your Passwordstate APl through a single port. Not only is the traffic passed in encrypted format within
the HTTPS tunnel, but each Site Location also has its own In-Transit Encryption Key with further encrypts all traffic within the HTTP Body using 256bit AES
Encryption.

™ Note 1: The server where you deploy the agent also requires PowerShell 5.0 or above, and the Agent is installed as a Windows Service. A Microsoft SQL Server
is not required, as it uses a local SQLite database to store various data.

™ Note 2: If you’d like more information about how this Remote Site Agent works, please contact Click Studios support.
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24 Password Record Examples

In Section 16 of this document, we’ve given an example of how to set up an Active Directory account for automatic password resets, and heartbeats. The same
settings and principles apply when adding in other types of accounts, like Windows or Linux accounts. For example, you choose an Account Type, set the

Username and Password, and possibly assign a Privileged Account.

There are some other Account Types which require some additional information, and this is explained below:

24.1 Office 365/Azure AD Accounts:

When setting up an Office 365 or Azure AD account, you do not set a Domain, rather you enter the username in as username@office365domain.com format:

Edit Password

Please edit the password below, stored within the "Office 365 Accounts’ Password List (Tree Path = \IT Department\Windows
Team). %
password details reset options heartbeat options website fields kBl
Title * ‘Adam Wilson Office 365 Account ‘9
Managed Account Enabled for Resets Enabled for Heartbeat
Account Type I'] Office 265 -
-

Domain or Host

UserName ‘am\s@(hckstud'\us onmicrosoft.com ‘

URL ‘hltps://por‘tal.azu\ecom/ ‘ -]
Expiry Date (=)
Password Generator Default Password Generator =
s [ [faEvae
nfirm Password * ‘.““um.....- ‘
rd Strength * kA Compliance Strength Y Y J J
1s: 4 more characters
@ One-Time Password Authenticator
Issuer Please click the icon to the right to upload and scan your QR Code. E4 %ﬁ

One Time Password | |

¥ Reset Tasks () B Added via Discovery Compliance Mandatory & Prevent Bad Password

M password Reset tasks will be queued if Password updated. Save | Cancel



mailto:username@office365domain.com
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24.2 Workgroup/Non-Domain Local Administrators

If you do not have functioning DNS for your WorkGroup computer, you should add the Host into Passwordstate using the IP Address. You then set the IP Address
on the Password Record:

B Edit Password

Please edit the password below, stored

notes security reset options heartbeat options browser form fields

Enabl

Strong Password Generator Policy

o8 R 4

M Password Reset tasks will be queued if Password updated Save | Cancel

Other Prerequisites for WorkGroup machines to allow for password resets and heartbeats:

1. On your Passwordstate webserver, execute the following Powershell command to trust all hosts: Set-ltem WSMAN:\localhost\Client\TrustedHosts -value
* (It's possible to specify your workgroup server instead of the wildcard * if you prefer)

2. Ensure you have enabled Powershell Remoting on the Workgroup machine. To do this open Powershell "As Administrator" and execute enable-
psremoting -force

3. On the same Workgroup machine, you must enable remote connections to the server for your Administrator account. To do this, open Powershell "As
Administrator" and execute the command below, which adds a registry key to your system. This is a Microsoft requirement and you can read more about it
in this link: https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_remote troubleshooting?view=powershell-5.1

New-ItemProperty -Name LocalAccountTokenFilterPolicy -Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -PropertyType
DWord -Value 1


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_remote_troubleshooting?view=powershell-5.1
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24.3 Database Accounts (Microsoft SQL Server, Oracle, PostGre, MySQL, MariaDB)

For database accounts, the Host must be configured with the appropriate database type, instance and port number:

& Edit Host

Please make changes below for the selected Host as appropriate, then click on the "Save’ button.

host details notes

Please specify details for the Host as appropriate.

General Host Properties

Host Name: * ‘webssrverm halox.net

Fully Qualified Domain Name (FQDN) provides greater flexibility and performance, or NetBIOS

name can be used if needed

Title

If the Title field has a value, this will be displayed in the Hosts Navigation Tree instead
Tag ‘CN:Computers,DC:ha\ox‘DC:net

Can be any descriptive Tag you want, which is also included in Host search results

Site Location Internal

Host Type: * Windows

Operating System: * Windows Server 2019
Internal IP: ‘

External IP: ‘

MAC Address: ‘

Session Recording: * OYes ®No (record all remote sessions for this Host)
Virtual Machine: * ®ves ONo

Virtual Machine Type — Azure @ Hyperv O Google Cloud O VirtualBox (U VMware O Xen

Database Server Type: SQL Server

Database Instance: ‘mssq\servel

This is for an SQR Server Instance, Oracle Service Name, or PostgreSQL database name
required

if

Database Port Number: ‘1433

If using default dlorts, blank values will generally work here.
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24.4 IBM IMM Accounts

IBM IMM accounts require you to also set the LoginID of the account, and this means you will have to enable Generic Field 1 on your Password List as a “Text

Field”, and name it as LoginID:

© Edit Password List Properties

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

rd list details [Tl cuide  api key & settings

ich fields are available, which

B 5 are required fields, and select one or mare Generic Fields an
t
Standard Fields
Field Name Required  Hide Column @
Title
User Name
Description

Account Type

oo od
Oodod

L uRL
Password

<]
00

a

Notes =]

Generic Fields (click on Field Names to rename)

Field Name Requied  Encrypt Hide Column @ Field Type
LoginlD ] ] ju] Text Field M
—— Pop— -

[ Generic Field 3 ] 0 ) Text Field -

Now when adding in your account into a password record, you set the LoginID as follows, and this ID can be found in your IMM Console:

B Edit Password

Please edit the password below, stored within the “IBM IMM Accounts' Password List (Tree Path = \_Sandbox Passwords)

password details

Title *

Managed Account
Account Type
Host Name *
UserName
Description
LoginlD

Expiry Date

Password Generator

notes security reset options heartbeat options
IMM\test

Enabled for Resets Enabled for Heartbeat

TBM IBM IMM e
imm.halox.net Q

- /

W%

Default Password L3
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24.5 SSH Accounts with Public/Private Key Authentication

If the Privileged Account you use to reset other SSH Accounts uses a Public/Private key to authenticate, you can set your Private Key and Passphrase on this
screen — It will connect using the Passphrase instead of the standard password, and then perform the reset for the appropriate account.

Passwordstate ves euidsses

ADMINISTRATION

4 €3 Passwordstate Administration

& Account and Host Discovery o" Edit Privileged Account Details
= &
&8 Active Directory Domains Please update details as appropriate below for the Privileged Account Details
[ Auditing
lag 4 i Sl bises d Reset
|¢,’Audmng Graphs Note: If no permiss ¢ ed t s account, then it cannot be used to perform any Account Discovery or Password Resets.
° M Authorized Web Servers
“ & Backups and Upgrades privileged account credentials public key authentication
9 @ Bad Passwords Please specify appropriate details below for Public Key Authentication if required.

€ Browser Extension Settings

& Email Notification Groups

Key Type et (@)
£ Email Templates - OpenSsH utty
Bl Emergency Access PassPhrase:  |essssses a
f Encryption Keys
W Error Consol Confirm PassPhrase: | sesssese
rror Console
[5 Export All Passwords Private Key Private Key has been previously saved. 3

& Feature Access

B High Availability Nodes

& Host Types & Operating Systems
[ Images and Account Types

® License Information

W Password Folders

B Password Generator Policies

EE Password Lists vl e
B8 Password List Templates

B Password Strength Policies

[ g Privileged Account Credentials

2 PowerShell Scripts
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24.6 Cisco I0S Enable Account

If your Privileged Account needs the Enable password to perform the password reset, you can set this on this screen:

Passwordstate s (Build 8993)

ADMINISTRATION

4 €3 Passwordstate Administration

£& Account and Host Discovery o Edit Privileged Account Details

<4 Active Directory Domains Please update details as appropriate below for the Privileged Account Details.

[ Auditing

| Auditing Graphs Note: If no permissions are applied to this account, then it cannot be used to perform any Account Discovery or Password Resets.

A Authorized Web Servers
& Backups and Upgrades I privileged account credentials public key authentication

@ Bad Passwords

Description: * ‘k\scoﬁ[\_\;Acccunt ‘
0 Browser Extension Settings

& Email Notification Groups UserName: * ‘\sand ‘

B Email Templates
Il Emergency Access
#® Encryption Keys
W Error Console Account Type:
[= Export All Passwords

i Feature Access Password:
B High Availability Nodes

For Active Directory Accounts, specify the format of domain\userid.

Site Location: Internal -

Confirm Passuord:  [sssssees |

[ Host Types & Operating Systems
Cisco Enable
Password:

&3 Images and Account Types

® License Information

- Link To Passward: -~ Not Required - e
3 Password Folders If you link this Privileged Account to a password record which is enabled for Password Resets, then the
i Password Generator Policies Privileged Account Credential password will be updated once the password rese complete. Note: Only

Password Lists passwords which have been enabled for Reset, plus match the UserName above, will be visible here.

[s]e]
Password List Templates
e i save | Cancel

B Password Strength Policies

o Cp——
2 PowerShell Scripts

#® Remote Session Management
12
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24.7 Dell iDrac Accounts

Dell iDrac 9 accounts that are running Firmware 4.40 or higher require you to also set the ID of the account, and this means you will have to enable Generic Field
1 on your Password List as a “Text Field”, and name it as LoginID:

© Edit Password List Properties

To edit the details for the selected Password List, please fill in the details below for each of the various tabs.

rd list details

PRl cuide  apikey & settings
B ich fieldls are available, which ones are required fields, and select one or more Generic Fields and configure
t

Standard Fields

Field Name Required  Hide Column @
Title

User Name O] 0l
Description ] ]
Account Type ) |
) d
|
O
Expiry Date m) ]

Notes =]

Generic Fields (click on Field Names to rename)

Field Name Requied  Encrypt Hide Column @ Field Type
LoginlD ] ] ju] Text Field M
—— Pop— -

[ Generic Field 3 O | O

Text Field -

Now when adding in your account into a password record, you set the LoginID as follows:

&8 Add New Password

Add new password to ‘Dell Idrac Accounts’ Password List (Tree Path = \IT Department\Windows Team).

password details notes security reset options heartbeat options
Title * [De\l Idrac Admin Account l
Managed Account Enabled for Resets Enabled for Heartbeat
Account Type @ DelliDRAC 7
Host Name 10.0.0.101 * Q
—
UserName [de\ladmim / l

Description l l
LoginlD 3 l

Expiry Date 3]
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You can find the ID number of your iDrac Account in the Dell web console:

iDRACY \ Enterprise

B

# Dashboard System &€ Storage v il Configuration ™ 7 Maintenance ™ %, iDRAC Settings

iDRAC Settings

Overview Connectivity Fervices Users Settings
—_—

v Local Users

DA User Name State User Role IPMI LAN Privilege

2 Enabled Administrator Administrator

delladmin1 Enabled Administrator No Access

4 Enabled Administrator No Access

> Directory Services




