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1. Overview

Passwordstate is an application that communicates to, and stores all or your data in a Microsoft SQL
Database. In the event of a disaster, you may need to restore your database and Passwordstate installation
files, which will require you to have them backed up.

Passwordstate has a built-in automatic backup feature which can be configured to suit your requirements.
For example, you may already have another solution for your SQL database backups, so you can set
Passwordstate to not backup up your database, but maybe just the install files.

Not only is the SQL database critical to have a backup of, but there are also encryption keys which are
located in your web.config file. These too are also critical to have a copy of in the event of a disaster, so
setting up the Passwordstate automated Backup feature will ensure you have everything you need to
restore your environment.

This document will help you configure Passwordstate to use an Active Directory Domain account for the
backups, and will also use a Network Share to store the data.

Please Note: If using cloud-based database services like Azure SQL or Amazon RDS, you cannot perform
database backups using our software, as those platforms do not support it.
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2. Backup Permissions and Prerequisites

All examples below are using an account we have created specifically for backups in Active Directory called
“Passwordstate Backup”. The username for this account is pback. This account is a member of the
Domain Users security group only.

The Windows server where SQL is installed and hosting the Passwordstate database is called dbserver01.

We have a Network Share called \\StorageServer01\Backups located on another server called
StorageServer01. This network share is converted from a folder called C:\Data\Backups.

2.1 Create Password List with the Enabled for Resets Option Selected

You may already have a Password List that is enabled for resets, but if you don’t then you’ll need to create
one. Creating a List with this option will allow you to add in a Password Record that can automatically reset
and validate the Domain account you will be using for backups:

& Add Shared Password List Wizard

To create a Shared Password List, please specify appropriate details below, and select the permissions you would like applied

Password List Details Permissions Confirmation
| ———————— |

Site Location ﬁﬁ Internal

Password List: * \Privileged Domain Accounts

Description ‘

Template Enabled for Password Resets =

Image ‘:[ passwordresets.png X

Template Description:  Perform password resets on a scheduled, or on demand, for many different types of
account
O Link this Password List to the selected Template. (J Disable future use of this Wizard

Note: Additional settings/permissions can be changed after the Pass

o

jord List has been created, if you have permissions
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2.2 Create Password Record

Once you have a Password List ready, you can now add in a new Password Record. When creating this
record, deselect the option “Enabled for Resets”. By deselecting this option, Passwordstate will not try to
automatically reset the password for the account. More information about this in the FAQ at the end of this
document.

You should then choose the “Active Directory” account type, set the Domain, Username and current
password for the account. You can test the password is valid by clicking the heartbeat icon.

Edit Password

Please edit the password below, stored within the *Privileged Domain Accounts’ Password List (Tree Path = \)

passwordWgtails notes security reset options heartbeat options
Title * iPasswordstate Backup Acocunt IQ

Managed Account O Enabled for Resets Enabled for Heartbeat

Account Type & Active Directory -
Domain contoso ¥ o
UserName lpback l
Description l l
Expiry Date ()
Password Generator Default Password Generator M

raEvee
l

Password *

Confirm Password *

Password Strength % kW W Compliance Strength Y i Y ¥

Strength Status

7 Reset Tasks (0) B Added via Discovery Compliance Mandatory [l Prevent Bad Password

Save Cancel

2.3 PowerShell Requirements on Database Server

As a once off process, the SQL Server PowerShell module must be installed on your Passwordstate
database server, which in this guide is dbserver01. This module can be installed by opening an elevated
PowerShell ISE session on your server, and execute the following lines of PowerShell code:

[Net.ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]::Tls -bor
[Net.securityProtocolType]::T1sll -bor [Net.SecurityProtocolType]::Tlsl2
Install-Module sqlserver -Scope AllUsers -Force -AllowClobber

Installing this module will reach out to some online Microsoft repositories to which you should agree to any
prompts to ensure a successful install. More information about this can be found here:
https://docs.microsoft.com/en-us/sal/powershell/download-sal-server-ps-module?view=sqgl-server-ver15
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2.4 Grant Backup Account Access to the Remote Management Users Group

Whilst still logged into your Database Server, open Computer Management and add your backup account
(pback in this example), to the Remote Management Users group. This will allow the backup account to
perform Powershell connections to the Database server, which will then execute back up commands:

A Computer Management

File Action View Help

e 2@ XE HE

& Computer Management (Local| Name Description ‘Action
v/, Satem Took 4 Access Control Assistance Operators Members of this group can remot... G
I.;_I ::::‘S;T::::er & Administrators Administrators have complete an... M

3] Shared Folders & Backup Operators Backup Operators can override se...
S ; Local Users and Groups % Certificate Service DCOM Access Members of this group are allowe... Remol
" @ Uses & Cryptographic Operators Members are authorized to perfor... M

Groups &% Device Owners Members of this group can chang...

N) Performance
& Device Manager
v &5 Storage
W Windows Server Backug
& Disk Management
iy Services and Applications

&% Distributed COM Users

&% Event Log Readers

&% Guests

&% Hyper-V Administrators

& 11S_lusrs

&% Network Configuration Operators
&% Performance Log Users

&% Performance Monitor Users

&% Power Users Power Users are included for back...
&% Print Operators Members can administer printers ...
& RDS Endpoint Servers Servers in this group run virtual m...
% RDS Management Servers Servers in this group can perform ...

% RDS Remote Access Servers
&% Remote Desktop Users

&% Replicator
% Storage Replica Administrators
&% System Managed Accounts Group

Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Members of this group have com...
Built-in group used by Internet Inf...
Members in this group can haves...
Members of this group may sche...

Members of this group can acces...

Servers in this group enable users ...
Members in this group are grante...
Supports file replication in a dom...
Members of this group have com...
Members of this group are mana...

& Users Users are prevented from making ...

2.5 Share Permissions

The Network Share will need the following Change permissions for the backup account, but also the SQL
Server computer object. To create the Share if you haven’t already, right click your folder and select
Properties -> Sharing tab, then click Advanced Sharing. Tick the “Share this Folder” option and click the
Permissions button:

U & Cu . x _I ) New item ~ | mopen- FH setect an
W Copy path # | Easy access v Edit Select none
Pinto Quick Copy Paste 2 Move Copy Delete Rename  New Properties

access (2] Paste shortcut  tov  tov v folder - Invert selection,
Clipboard Organize New Open Select
€« v P » ThisPC > Local Disk (C:) » Data
Name Date modified Tvpe Size
# Quick access
Backups
[ Desktop P
General Shaing  Securty Previous Versions Customize
& Downloads
B Documents Network File and Folder Sharing
Backups
Pict
e Not Shared |
3 This PC Network Path Advanced ing X
& Not Shared
Network
= [ share this folder
Settings
Advanced Sharing Share name:
Set custom permissions, create Backups
\ advanced sharing options
R —
| &) Advanced Sharing
T Limit the number of simultaneous users to: 16777 =
Titem  1item selected /ﬂ
= .
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Now you should grant your backup account and the SQL Server Computer object Change access as per
these two screenshots — Note, your SQL Server object will end with a $ symbol:

Permissions for Backups X Permissions for Backups X
Share Pemissions | Share Pemmissions
Group or user names: Group or user names
DBSERVERD1 \DBSERVERO01S) [ pBSERVERD1 | \DBSERVERD1S)
& Passwordstate Backup (pback @ ) F Y Passwordstate Backup (pback @ )
Add... Remove Add... Remove
Pemmissions for Passwordstate
Pemissions for DESERVERD1 Allow Deny Backup Allow Deny
Full Control O | Full Control ] O
Change O Change ]
Read O Read O
Goon | [ oy s | o

When searching for your SQL server, ensure you tick the Computer Object Type so you can find it easily:

Select this object type

|Users‘ Groups, or Built-in security principals

From this location:

Enter the object names to select (examples

Object Types

gam to find

Select the types of objeg

Cancel

ervice Accounts
Read

i 1% Computers
‘_‘e, Groups
& Users
OK Cancel Apply
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2.6 Backup Folder Permissions

Even though you are using a Network Share, we need to grant the Backup Account Modify access to the
folder that the Share is converted from. This is due to the way we impersonate the account when performing the

backup operations:

Clipboard

Organize New

r > ThisPC > Local Disk (C:) » Data »

Name
cess
Backups

rads

ents

N

m selected

Date modified Type

26/07/2021 12:09 File folde:

Backups Properties X

General Sharing Securty Previous Versions Customize
Object name:  C:\Data\Backups

Group or user names:
82 SYSTEM A

b Y Passwordstate Backup (pback @ )
v

G BAminictrstare (STARAGESERVERNT\ Adminictratars)
< >

To change pemissions, click Edit Edi...

Pemissions for Passwordstate
Backup Allow Deny

Full control oy
Modify v
Read & execute v
List folder contents v
Read v
Wiite v

For special permissions or advanced settings
click Advanced ppidvaced

2.7 SQL Database and Server Permissions/Requirements

Using SQL Management Studio tools, connect to your database server with any SQL admin account of your
choice, and add in the backup account user under Security -> Logins. When adding this user, ensure you

give it db_backupoperator permissions to the Passwordstate database:

Screenshot #1:

Object Explorer v o x
Connect~ ? x* Y CI A
= @ dbserver01, (SQL Server 15.0.2000.5 - \Isand)

Databases
(=1 % Security

[a]

[EE]

Sen) New Login...

Cre Filter 14
Cry Start PowerShell
Aud
Seny M
Server, Refresh
Replication
PolyBase

B B

Management

28]

Always On High Availability

Integration Services Catalogs

2 SQL Server Agent (Agent XPs disabled)

& XEvent Profiler
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Screenshot #2

i Login - New

Selectapage
b General

# Senver Roles
# User Mapping
# Securables
# Status

Connection

Server:
DBSERVERO1

Connection:
\Isand

¥ View connection properties

Progress

Ready

I Script v @ Help

Login name:

(® Windows

ppback | searcn.

(O SQL Server authentication
Password:
Confirm password
Specify old password
Old password:
Enforce password policy

Enforce password expiration

(O Mapped to certificate
O Mapped to asymmetric key

User must change password at next login

[] Map to Credential

Mapped Credentials Credential Provider
e
Default database: ‘masler - ‘
Default language: ‘<defaull> & ‘

Screenshot #3

# Server Roles
# User Mapping
# Securables
# Status

‘Connection

Server:
DBSERVERO1

Connection:
Nsand

Progress

Ready

¥¥ View connection properties ]

i Login - New 'o - U
o
Selecta page T Script » @ Help
# General

Users mapped to this login:

Map Database
[] master
model

asswordstate
tempdb

\pback

Qser Default Schema

Guest account enablogl®

- passwordstate

Database rolgdfitembership for: passwordstate

J_accessadmin
db_backupoperator
[ | db_datareader
[] db_datawriter
[ | db_ddladmin
[ | db_denydatareader
[ | db_denydatawriter
[ | db_owner
:| db_securityadmin
[v| public

OK

Cancel
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3. Configure Backups Screen

In Passwordstate, go to Administration -> Backups -> Settings and add in the backup account that you

previously set up in Step 2.2 of this document. Search for the account name and select the matching result
to set the account:

&° Backup Settings

Detailed below are the settings required to allow Passwordstate to backup its own folder, and a copy of the database if required.

backup settings instructions test permission "osuiis

Backups Account

Please search for and select eithegg#®iomain, or local Windows account below, which will be used for performing backups of Passwordstate

Account™ @ | passwordstate

'? \Privileged Domain Accounts -> pback ( Passwordstate Backup Account )
Backup Sche
Specify setting
Enable Backup
Backups To Ket
Backup Start Ti.... — - R

Backun Fyen, 2441

Next, select the option to Enable Backups and choose a schedule of your choice. Add in the Network
Share path for both web files, and database backup paths, and configure any other settings as appropriate
on this screen. Please note the option for Database Location is enabled because in this example, SQL is
installed on a different server to the Passwordstate website.

=" Backup Settings

Detailed below are the settings required to allow Passwordstate to backup its own folder, and a copy of the database if required.

backup settings instructions test permission results
Backups Account

Please search for and select either a domain, or local Windows account below, which will be used for performing backups of Passwordstate.

Account * \Privileged Domain Accounts -> \pback -> Passwordstate Backup Account Q

Backup Schedule and Settings

Specify settings as appropriate below for scheduled/manual backups.

Enable Backups

Backups To Keep 5 -

Backup Start Time i8 = Hour gg = Minute

Backup Every 24 Hour 3

Web Files Backup Path WStorageServer01\Backups ‘

* To backup to a network share Igation, specify the path in the format of \\<servername>\ <sharename>

Database Backup Path \\StorageServer01\Backups

tECRTp O TeTWOeSiTareReL ation, specify the path in the format of \\<servername>\<sharename>

&

Backup Database

Database Location
Kup

Backup Split Secrets

You should only deselect this option if you have your own established SQL Database backup process

<]

Check If your Database is hosted on a different Server compared to where Passwordstate is installed

Check this option if you want FQDN connectivity to SQL Server i.e. SQL Server Aliases.

8 0

Check this option if you would like your encryption keys (split into secrets) backed up into a separate zip file

Password Protect Backup Zip Files U Select this option if you want to password protect your zip files with the password from the selected Backup

account above. If you password protect your backups, it is imperative that you remember this password for

system recovery, as Click Studios cannot assist in recovering this password without your encryption keys.
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You should now be able to press the Test Permissions button on this page and if all configured correctly, you will get a
successful result and your configuration of backups is complete.

£° Backup Settings

Detailed below are the settings reguired to allow Passwordstate to backup its own folder, and a copy of the database if required.

backup settings instructions test permission results

Please click the Test Permissions button below in order to confirm correct permissions for your backup account,

Test Permission Results

- Testing if files can be written to the backup path....

- Testing for correct version of PowerShell on web server..
- Testing SQL Server database server prerequisites.....

- Testing SQL Server database backup....

Test Completed Successfully,

A

Status: Test Permissions Save Cancel
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4. FAQ

4.1 Manual Backups

You can run a manual backup at any time if you have configured your settings correctly by clicking the
Backup Now button:
Passwordstate voo i so00)

J ADMINISTRATION 1

4 €3 Passwordstate Administration

£ Account and Host Discovery
h Active Directory Domains
[ Auditing

|#2 Auditing Graphs

& Authorized Web Servers

&° Backups and Upgrades
Below is a history of al

From tt

| web and database backups for Passwordstate

pgrades, as well as initiate backups or upgrade:

!. Backups and Upgrades Backup Date Backup Detail

® B8ad Passwords ® v Y

€ Browser Extension Settings No records to display

@, Brute Force Blocked IPs Settings Send Outage Notification Upgrade Now | Purge Logs Verbose Logging Grid Layout Actions..

4 Email Notification Groups

4 Email Templates

[l Emergency Access
P

4.2

If using the Browser Based version of the Remote Session Launcher, Session Recordings will not be included
in the standard Passwordstate backup functionality, due to the potential size of the files. If you have left
the recording folder in the default path, then you need to organize your own backups of these files

Session Recording Files

4.3 Password Protecting the Backup Files

One of the options on the backups page is to Password Protect your zip files. If you have selected this
option, then it is imperative you know the password. We’d recommend storing this in a safe place outside
of Passwordstate. Without knowing this password, you will not be able to access your backup files.

4.4 Automatic Reset of Backup Account

If you select the option 'Enable for Resets’ for your account on your Password Record, and you have the
option to password protect your zip files on the backups page, then it is imperative you know the password
after it is reset. We'd recommend storing this in a safe place outside of Passwordstate. Without knowing
this password, you will not be able to access your backup files.

4.5 Backup Split Secrets

Backup Split Secrets is another option on the backup Settings page you can choose to ensure you have a
copy of your encryption keys, half of which reside in your web.config file, and the other half are located in
your database. These encryption keys are critical when restoring your environment. By enabling this
option, these keys will get backed up to the Web Files Backup Path.
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4.6 Access Denied Errors when Performing Backup Tests

If you have configured everything as per this documentation, but are still getting errors performing the Permission
Tests, please check the following:

Troubleshooting Step #1:

Confirm that the account you set up for backups, has a correct password set within Passwordstate. You can confirm
this by opening the Password Record you created, and click on the Heartbeat icon.

Troubleshooting Step #2:

Ensure the account is not locked out in Active Directory

Troubleshooting Step #3:

Investigate if you have a policy applying to your server that is denying the Backup Account from logging on. To check
this, run the command “secpol.msc” on your Passwordstate server, and the server where you have your network
share located, and investigate these options:

31 Local Security Policy
File Action View Help

oo 2nm = B

Fa Security Settings Policy Security Setting
A Account Policies
v [ Local Policies
A Audit Policy
A User Rights Assignment
A Security Options

. Access Credential Manager as a trusted caller

| Access this computer from the network EveryoneAdministrators,Users,Backup Operators
| Adt as part of the operating system

.4 Add workstations to domain

1 Windows Defender Firewall with Advar 4 Adjust memory quotas for a process LOCAL SERVICE,NETWORK SERVICE Administrators
| Network List Manager Policies 2 Allow log on locally Guest,Administrators Users Backup Operators
" Public Key Policies | Allow log on through Remate Desktop Services Administrators Remote Desktop Users
] Software Restriction Policies | Back up files and directories Administrators,Backup Operators
! Application Control Policies . Bypass traverse checking Everyone OCAL SERVICE NETWORK SERVICE Administrators,Users,Backup Operators
S 1P Security Policies on Local Computer || i Change the system time LOCAL SERVICE Administrators
| Advanced Audit Policy Configuration || < Change the time zone LOCAL SERVICE Administrators Users
i Create a pagefile Administrators.
(4 Create a token object
4 Create global objects LOCAL SERVICENETWORK SERVICE Administrators, SERVICE
i Create permanent shared objects
.| Create symbolic links Administrators
4 Debug programs Administrators.
.| Deny access to this computer from the network Guest

i Deny log on as a batch job

<4 Deny log on as a service

il Deny log on locally Guest
i Deny log on through Remote Desktop Services

| Enable computer and user accounts to be trusted for delegati_.

| Force shutdown from a remote system Administrators.
s| Generate security audits LOCAL SERVICE NETWORK SERVICE

4 Impersonate a client after authentication LOCAL SERVICENETWORK SERVICE Administrators,SERVICE
i Increase a process working set Users

i Increase scheduling priority Admini Wind 9 Manager Group
4| Load and unload device drivers Administrators

| Lock pages in memory

4| Log on as a batch job d Backup O i Log Users.
4 Log on as a service NT SERVICEVALL SERVICES

| Manage auditing and security log Administrators

. Madify an object label

| Modify firmware environment values Administrators

| Obtain an impersonation token for another user in the same . Administrators

_| Perform volume maintenance tasks. Administrators.

4 Profile single process Administrators.

4 Profile system performance NT SERVICE

s Remave computer from docking station Administrators,Users

| Replace a process level token LOCAL SERVICE,NETWORK SERVICE

i Restore files and directories Administrators Backup Operators

2 Shut down the system Administrators,Users Backup Operators

4| Synchronize directory service data

4| Take ownership of files or other objects Administrators.
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Troubleshooting Step #4:

Another reason this error may happen is due to the way we impersonate the backup account. As the Passwordstate

website runs under the identity of Network Service by default, which is a built in 1IS account, we need to impersonate
the backup account when performing tests, so it’s the backup account you have configured that effectively performs

the backup.

There are three Microsoft values for this impersonation, and the default value is 2. You can change this impersonation
type to either 4, or 9 using SQL Management Studio Tools, when connected to your Passwordstate database server.

To change the Impersonation value to 4, run the following SQL Script: (change values to 9 if 4 does not work)

Use Passwordstate

Update BackupSettings Set BackupDatabaselmpersonation =4
Update BackupSettings Set BackupEncryptionKeysimpersonation = 4
Update BackupSettings Set BackupFilesimpersonation =4

Update BackupSettings Set BackupTestlimpersonation =4

Update BackupSettings Set BackupTest2Impersonation =4

Update BackupSettings Set BackupTest3Impersonation =4

Update BackupSettings Set BackupTest4lmpersonation =4

Update BackupSettings Set Ullmpersonation =4

Update BackupSettings Set Servicelmpersonation =4

If neither of these impersonation values work, please revert the values back to the default values of 2.

If you still have issues running the tests, please contact Click Studio Support and send a screenshot of the test results
for further analysis.

Troubleshooting Step #5:

If you find that the Passwordstate SQL database is not being backed up, either on a schedule or you notice an error
when doing a test, please check the following settings:

- If your database resides on a separate server to where you have Passwordstate installed, ensure you have
configured the “Database Location” setting on the backups page appropriately

- If your SQL Services are configured to run under the identity of a custom account, then that account too will
need access to your database, and network share. Unless you have a specific reason to run your services
under a custom account, it may be easier to change the Log On As value back to the defaults, which can be
seen in the screenshot below:

@ Sql Server Configuration Manager

File Action View Help

= =) 3 H
18 QL Server Configuration Manager (Local) || Name State Start Mode Log On As Process ID Service Type
B SQL Server Services ESSQL Server (MSS... Running Automatic NT Service\MSSQLSERVER 2808 SQL Server

, =
i zgt SNE':” héft“f']klcfcn "%”’“'i""‘?fl #55QL Server Browser Stopped Other (Boot, Syste.. NTAUTHORTY\LOCALSERVICE 0
R ative Client 11.0 Configuration (321 | o~ p 0

A M | T Service\ RVER. A
4 SQL Server Network Configuration W3 SQL Server Agent... Stopped i NT Service\SQLSERVERAGENT 0 SQL Agent

% SQL Native Client 11.0 Configuration
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4.7 Backup File Naming Convention

The last section of the settings page gives you control of what your zip files should be called. These values
can be changed to anything you like. The current date and time of the backup operation will be appended

to these file names below.

The Test Permissions button at the bottom of the page can be used to check all your settings are valid.

Backup File Naming Conventi

on

Please specify the file naming conjemtiorforyoorDackop o igs below - the current data and time will be appended to these file names,

Web Files Backup Name
Database File Backup Name

Split Secrets File Backup Mame

: | PasswordstateFiles

: | PasswordstateDB

4 | Passwordstatekeys

Test Permissions

Save Cancel

4.8 SQL Server Express Considerations

If you're using SQL Server Express on a different server to where you installed Passwordstate, please ensure
the TCP/IP Protocol is enabled (use SQL Server Configuration Manager -> Protocols for SQLEXPRESS)

Sql Server Configuration Manager
File Action View Help

e x| = H

/

(= =]=]

‘Q SQL Server Configuration Manager (Local)
E SQL Server Services
a ﬂ SQL Server Metwork Configuration
= Protocols for SQLEXPRESS
> .. SQL Mative Client 11.0 Configuration

Protocol Name
Y~ Shared Memaory
¥ Named Pipes
HTCRAP

Status
Enabled
Disabl
Enabled

By default, SQL Express configures the TCP/IP Protocol to communicate on a dynamic port. If you have a
firewall enabled on your database server, you may need to set a static port in the TCP/IP properties which
will match your firewall rule. Restart the service again after configuring the option in the screenshot

below:
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TCP/AP Properties @

TCP Port -
B pa

Autive Yes

Enabled Mo

IP Address 127.0.0.1

TCP Dyramic Ports 1]

TCP Port
B s

Autive e

Enabled Mo

IP Address fefilisefe;192,1658.0.6%12

TCP Dyhamic Ports 0

TCP Port
B ps

Aitive Yes

Enabled Mo | =

IF Address Tefln 100 ififfesls
TCP Dyhamic Parts 0
TCP Port
B pan
TCP Dyrhiamic Ports
TCP Port 1433 =

Active
Indicates whether the selected IP Address is active,

4.9 Azure and Amazon SQL Databases

If you are using either an Azure or Amazon SQL database service to host your Passwordstate data, our
backup process will not work with those services as they do not support the Powershell backup commands
we use.

We’d recommend configuring those cloud services to back up your database, and then deselect the
database backup option in Passwordstate.
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5. Server Permission Matrix

So far, this document used an example of having your Passwordstate database hosted in SQL on a separate server to

where you have Passwordstate installed. It also assumed you had your backup share on a third, separate server.
Below is a matrix to consider if you have a slightly different setup to the above example.

Database on Passwordstate

Web Server

Share Permissions

Share Folder

NTFS Permissions

Database
Permissions

Local Share on
Passwordstate Web Server

Change for Backup Account
Change for SQL Server
Service - Log On As Account

Modify for
Backup Account

db_backupoperator
Permissions in SQL
Server for Backup
Account

Local Folder on
Passwordstate Web Server

Modify for
Backup Account

db_backupoperator
Permissions in SQL
Server for Backup
Account

Remote Network Share

Change for Backup Account
Change for SQL Server Host
Name

Modify for
Backup Account

db_backupoperator
Permissions in SQL
Server for Backup
Account

Database on Different

Server

Share Permissions

Share Folder
NTFS Permissions

Database
Permissions

Remote Network Share, or
Local Share on
Passwordstate web server

Change for Backup Account
Change for SQL Server Host
Name

Modify for
Backup Account

db_backupoperator
Permissions in SQL
Server for Backup
Account

Backup Account in
Remote
Management Users
Security Group
PowerShell
Remoting on SQL
Server Host
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