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Overview
If you are already familiar with the basics of encrypting or decrypting web.config files, skip straight to the
section “6 — Encrypting Config Files” or “7 — Decrypting Config Files”.

For those new to this concept, Passwordstate has many different forms of built in security to help protect
your data. The Microsoft Windows operating system also has features available to help secure your
environment.

Encrypting your web.config files is a Microsoft Windows feature that removes sensitive information from
those files, that an attacker could use to potentially gain access to your database.

This document explains how to encrypt and decrypt your web.config files for each relevant module in
Passwordstate, and how this process helps secure your data.

Notes:
- Encrypting or decrypting these files will terminate any active sessions, so it’s best to schedule this
process out of hours when no one is using the software

- If you intend to rename your server host name, or move your Passwordstate website to a different
server, you should decrypt your web.config file first, and re-encrypt it again once the renaming or
migration is complete

- The encryption and decryptions commands are very similar, so it's important to follow the correct

section of this guide (Section 6 or 7), depending on your requirements

- When you successfully encrypt or decrypt a file in a command prompt, you will see a Succeeded!
message as per the screenshot below:

@ Administrator; Command Prompt - m] %
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How it works?

All sensitive data in the Passwordstate database such as passwords, documents and authentication options
are encrypted within the database using AES 256 or FIPS encryption. In order to decrypt this data in the
user interface to make it readable to an authorized user, Passwordstate uses two encryption keys.

One half of these encryption keys resides in the database, and the other half in the web.config file. When
you log into Passwordstate, these keys are joined and then used to decrypt sensitive data, which makes it
readable to you in the user interface.

When encrypting a web.config file using the Microsoft commands outlined later in this document, the

encryption is formed using unique system keys already built into your Windows operating server. This
provides an additional layer of protection, as they can only be decrypted on the same server they were
initially encrypted on.

As you cannot decrypt these files on different servers, it’s critical that you ensure you export your
encryption keys, and store them safely outside of your Passwordstate server — without these encryption
keys, if you have a server crash which is not recoverable, then it would not be possible to recover your
Passwordstate instance.

For this reason, it is critical to keep a secure backup of your Passwordstate encryption keys - more about
this can be found in the next section of this document.



3 Backup Encryption Keys
It is critical that you have a backup of the Passwordstate encryption keys in the event of a disaster.

Passwordstate has a built-in feature where you can automatically backup your encryption keys to a
network share of your choice, and you can also export them at any time when logged in as a Security
Administrator.

For information on how to set up the backup feature in Passwordstate, refer to either of the automatic
backup guides on our documentation page located here:
https://www.clickstudios.com.au/documentation/

If you wanted to export the encryption keys at any time for the purpose of storing them somewhere safe,
log into Passwordstate as a Security Administrator, and browse to Administration -> Encryption Keys, and
click the Export Keys button on that page.

This will export the keys to a password protected zip file which we would recommend storing a safe place
that you will be able to access in the event of a disaster. You could even print out the keys, and lock them
in a safe if required.

In order to recover from a disaster, you will need a copy of these keys and a copy of your database, so it
is critical that you keep this information stored safely outside of Passwordstate. Click Studios cannot
help you recover your environment if you do not have this information.


https://www.clickstudios.com.au/documentation/

4 What an encrypted file looks like

A standard web.config file will be in clear text, and two important parts of this file with sensitive
information are the "connectionStrings" section, and the "appSettings" section.

The connectionStrings section holds the credentials that your Passwordstate website uses to connect to
your database. For example, it will contain the server name, the database name and database instance if it
is applicable, and the SQL username and password.

The appSettings section contains the two split Secret Encryption Keys.

A clear text web.config file looks like this:

1] web.config - Notepad

| File Edit Format \View Help
l2xml version="1.6" encoding="UTF-8"2>
<configuration>
<configSections>
<sectifnGroup name="telerik.web.ui">
<sectlon name="radScheduler” type="Telerik.
<section name="radCompression™ type="Tel
</sectionGroup>
</configSections>
<connectionStrings>
<add name="PasswordstateConnectionString™ connectionString="Data Source=webserver®d;Initial Catalog=passwordstate;User ID=passwordstate_user;Password=ExamplePassword@l”
providerName="System.Data.SqlClient"™ />
</connectionStrings>
<appSettings>
<add key="SetupStage” value="Setup Camplete” />
<add key="Secretl” value="9f1-1-6153bec84f2a0970282aa8333e8cf756e976db1fSedafeledd515787d78f5e6136cackell 20e41687673d3ab74d5461668318a56009" />
<add key="Secret2" value="@€bl-1-96cb3ace76bfb286c 4 ‘77ud6fadb6bfc2258h197457b3115c9d§68956hnac63d6%6M2226f77317f82clddé&1:968abaBlac@a3f974a6341652282' />
</appSettings>
<system.web>
<custamErrors mode="On" defaultRedirect="/error
<xhtmlConformance mode="Strict" />
<webServices>
<protocols>
<add name="HttpPost"™ />
</protocols>

CleantextiConnectionstring
IRadSr.hedulerCmfiguratlonSectlon allaDefinition-"MachlneToAppllcatim requirePermission="false" />
.Web.UI .RadCompressionConfigurationSection” allawDefinition="MachineToApplication” requirePermission="false" />

alerror.aspx” />

Cleartext: AppSettings

RO

An encrypted web.config file looks like this:

1) web.config - Notepad
File Edit Formpat View Help
k?xml vers'& *1.6" encoding="UTF-8"2>
<configuration>
<configSections>
<sectionGroup name="telerik.web.ui">
<section name="radScheduler” type="Telerik.Web.UI.RadSchedul
<section name="radCompression” type="Telerik.Web.UI.RadC
</sectionGroup>
</configSections>
<connectionStrings configProtectionProvider="RsaProtectedConfigurationProvider®>
<EncryptedData Type="http://www.w3.0rg/2001/64/xmlencHElement™
xmlns="http://ww.w3.0rg/2001/04/xmlencH" >
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc” />
<KeyInfo xmlns="http://www.w3.org/2000/09/xmldsigh" >
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenck">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/84/xmlencérsa-ocaep-mgflp™ />
<KeyInfo xmlns="http://www.w3.0rg/2008/09/xmldsigh">
<KeyName>Rsa Key</KeyName>
</KeyInfo>
«CipherData>
«CipherValue>AbdmFxoZBxwpg8nQE y+K99k Le4E 1 VRV IDWRWI gc5Xkhj f grCDdg@uAHUmqe A6 wWL7 ok+IBATIBn7SVrwiuhNYcEqbrd 1600 16Y f xVi9d1DaVaWluw7NZxMBwép7 Ly /eYSkNFo+Ux]
</CipherData>
</EncryptedKey>
</KeyInfo>
«CipherData>
<CipherValue>RQSAtt2nVPlovCsggedjudmwSeyQr/LMB8/ L+go7YpMx1Dbls vc14ZXyDniuZsUIVZECSbl /KbeGoeylLk 15YbxcK8abXBO3oE xUjgE DfkDbBLALg/J4BPnHYXKDXV3Xrvxjj2Es JWW1Xd,
</CipherData>
</EncryptedData>
</connectionStrings>
<appSettings configProtectionProvider="RsaProtectedConfigurationProvider®>
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlencHElement™
snlns="http://www.w3.0rg/2001/64/xmlencH" >
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc™ />
<KeyInfo xmlns="http://www.w3.org/2000/09/xmldsigh" >
<EncryptedKey xmlns="http://www.w3.org/2001/64/>xmlenck">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/84/xmlencHrsa-oaep-mgflip™ />
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsigh" >
<KeyName>Rsa Key</KeyName>
</KeyInfo>
«CipherData>
«CipherValue>0qG1UyPHET skiryNTz29Vo2uIh952AGvkR 2h21TZR LUDMOHYE x9bWenjajGrk+7ZvjeHF6cqkSrRrRa/1gd /5 3s0GFIiHs ys q1551Q1018G/yTQ3ot zdb f ZneS AFE qu2k 9oVg2thXz L
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>
«CipherValue>Gxf/aC2T FAFq40290115QT ohmjbwR+gjR+RWhc8DI jmutQwhyJOy4i1E AA3RwrhiBy@71eTs vkc4kOmaYHUadus ArRUE FPa6I1b8H/1MNIs+5cN7zfpDhhHeI 8NDkmK jPPs C 10zwvHRms FK
</CipherData>
</EncryptedData>
</appSettings>

<system.web>
<customErrors mode="On" defaultRedirect="/error/generalerror.a: ncr.ypted AppSettlngs Section

<xhtmlConformance mode="Strict" />
——d P AR RO
aebServices>

Encrypted\Connection;string

onfigurationSection™ allowDefinition="MachineToApplication™ requirePermission="false" />
ssionConfigurationSection™ allawDefinition="MachineToApplication™ requirePermission="false™ />

As you can see, the encrypted web.config file is not readable, and references “RSAProtected”.



5 Where are the config files located?

Primary Passwordstate website
Server Location: Check Administration -> Authorised Webservers page
Default Location: c:\inetpub\Passwordstate\web.config

Purpose: Main Passwordstate website for daily activity, storing and viewing Passwords etc.

High Availability Passwordstate website

Server Location: Check Administration -> Authorised Webservers page
Default Location: c:\inetpub\Passwordstate\web.config

Optional Install: Yes

Additional License: Yes

Purpose: Second Passwordstate website used for disaster recovery purposes in the event your main
Passwordstate website becomes unavailable.

Password Reset Portal

Server Location: Check Administration -> Password Reset Portal Administration -> System Settings ->
Miscellaneous to obtain your Password Reset Portal URL. Perform an NSLookup on this URL in a command
prompt to find server location. Example: nslookup passwordresetportal.contoso.com

Default Location: c:\inetpub\PasswordstateResetPortal\web.config
Optional Install: Yes
Additional License: Yes

Purpose: Self Service Active Directory password reset portal, so end users can unlock or reset their own
domain passwords.

AppServer Module

Server Location: Check Administration -> Authorised Webservers page
Default Location: c:\inetpub\PasswordstateAppServer\web.config
Optional Install: Yes

Additional License: No

Purpose: Used for iOS and Android mobile Apps, Browser Extensions, or Self Destruct Messages.

Remote Site Locations Agents

Server Location: Check Administration -> Remote Site Locations page

Default Location: C:\Program Files (x86)\Passwordstate Agent\PasswordstateAgent.exe.config
Optional Install: Yes

Additional License: No

Purpose: Agent that can be installed on disconnected networks, with the purpose of performing Privileged
Account management over on those networks. Multiple agents can be deployed to multiple networks.



Self Destruct Web Site (Push/Pull)

Server Location: Check Administration -> System Settings -> Self Destruct Messages tab to obtain your
“Separate Site URL”. Perform an NSLookup on this URL in a command prompt to find server location.
Example: nslookup selfdestruct.contoso.com

Default Location: C:\inetpub\PasswordstateSelfDestruct\web.config
Optional Install: Yes
Additional License: No

Purpose: An additional website that can be optionally installed which allows users to read Self Destruct
messages. Typically, this module be installed in something like your DMZ to allow secure access from
outside the network.



6 Encrypting Config Files

Each config file may be slightly different, so first determine which file you are performing this task on, and
follow the instructions below.

Step 1: Log into the machine where you intend on encrypting the files
Step 2: Open a command prompt as Administrator

Step 3: Change directories by pasting the following code into your command prompt, and hit enter:

CD C:\Windows\Microsoft. NET\Framework64\v4.0.30319
Depending on which server you are actioning this on, choose the appropriate section below:

Option #1: Primary Passwordstate website

Step 1: Stop the Passwordstate Service
Step 2: To encrypt the connectionStrings section, execute this line of code:

mn

aspnet_regiis.exe -pef "connectionStrings" "c:\inetpub\passwordstate"

Step 3: To encrypt the appSettings section, execute this line of code:

non

aspnet_regiis.exe -pef "appSettings" "c:\inetpub\passwordstate"

Step 4: Start the Passwordstate Service

Option #2: High Availability Passwordstate website

Step 1: Stop the Passwordstate Service
Step 2: To encrypt the connectionStrings section, execute this line of code:

aspnet_regiis.exe -pef "connectionStrings" "c:\inetpub\passwordstate"
Step 3: To encrypt the appSettings section, execute this line of code:
aspnet_regiis.exe -pef "appSettings" "c:\inetpub\passwordstate"

Step 4: Start the Passwordstate Service

Option #3: Password Reset Portal

Step 1: Stop the Passwordstate Reset Portal Service
Step 2: To encrypt the appSettings section, execute this line of code:

aspnet_regiis.exe -pef "appSettings" "c:\inetpub\passwordstateresetportal"

Step 3: Start the Passwordstate Reset Portal Service



Option #4: AppServer Module

Step 1: Stop the Passwordstate App Sever Service
Step 2: To encrypt the connectionStrings section, execute this line of code:

aspnet_regiis.exe -pef "connectionStrings" "c:\inetpub\passwordstateappserver"
Step 3: To encrypt the appSettings section, execute this line of code:

non

aspnet_regiis.exe -pef "appSettings" "c:\inetpub\passwordstateappserver"

Step 4: Start the Passwordstate App Sever Service

Option #5: Remote Site Locations Agents

Step 1: Stop the Passwordstate Agent Service

Step 2: Rename the file PasswordstateAgent.exe.config to web.config
Step 3: To encrypt the appSettings section, execute this line of code:

aspnet_regiis.exe -pef "appSettings" "C:\Program Files (x86)\Passwordstate Agent"

Step 4: Rename the web.config file back to PasswordstateAgent.exe.config
Step 5: Start the Passwordstate Agent Service

Option #6: Self Destruct Website (Push/Pull)

Step 1: To encrypt the appSettings section, execute this line of code:
aspnet_regiis.exe -pef "appSettings" "C:\inetpub\PasswordstateSelfDestruct"

Step 2: On your core Passwordstate webserver, restart the Passwordstate Windows Service



7 Decrypting Config Files

Each config file may be slightly different, so first determine which file you are performing this task on, and
follow the instructions below.

Step 1: Log into the machine where you intend on encrypting the files
Step 2: Open a command prompt as Administrator

Step 3: Change directories by pasting the following code into your command prompt, and hit enter:

CD C:\Windows\Microsoft. NET\Framework64\v4.0.30319
Depending on which server you are actioning this on, choose the appropriate section below:

Option #1: Primary Passwordstate website

Step 1: Stop the Passwordstate Service
Step 2: To decrypt the connectionStrings section, execute this line of code:

mnn

aspnet_regiis.exe -pdf "connectionStrings" "c:\inetpub\passwordstate"

Step 3: To decrypt the appSettings section, execute this line of code:

mon

aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstate"

Step 4: Start the Passwordstate Service

Option #2: High Availability Passwordstate website

Step 1: Stop the Passwordstate Service
Step 2: To decrypt the connectionStrings section, execute this line of code:

aspnet_regiis.exe -pdf "connectionStrings" "c:\inetpub\passwordstate"
Step 3: To decrypt the appSettings section, execute this line of code:
aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstate"

Step 4: Start the Passwordstate Service

Option #3: Password Reset Portal

Step 1: Stop the Passwordstate Reset Portal Service
Step 2: To decrypt the appSettings section, execute this line of code:

aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstateresetportal"

Step 3: Start the Passwordstate Reset Portal Service



Option #4: AppServer Module

Step 1: Stop the Passwordstate App Sever Service
Step 2: To decrypt the connectionStrings section, execute this line of code:

aspnet_regiis.exe -pdf "connectionStrings" "c:\inetpub\passwordstateappserver"
Step 3: To decrypt the appSettings section, execute this line of code:

nn

aspnet_regiis.exe -pdf "appSettings" "c:\inetpub\passwordstateappserver"

Step 4: Start the Passwordstate App Sever Service

Option #5: Remote Site Locations Agents

Step 1: Stop the Passwordstate Agent Service

Step 2: Rename the file PasswordstateAgent.exe.config to web.config
Step 3: To decrypt the appSettings section, execute this line of code:

aspnet_regiis.exe -pdf "appSettings" "C:\Program Files (x86)\Passwordstate Agent"

Step 4: Rename the web.config file back to PasswordstateAgent.exe.config
Step 5: Start the Passwordstate Agent Service

Option #6: Self Destruct Website (Push/Pull)

Step 1: To decrypt the appSettings section, execute this line of code:
aspnet_regiis.exe -pdf "appSettings" "C:\inetpub\PasswordstateSelfDestruct"

Step 2: On your core Passwordstate webserver, restart the Passwordstate Windows Service



8 Troubleshooting

Issue 1:
When encrypting or decrypting files, and you receive and err in the command prompt stating the following:
or

Failed to decrypt using provider 'RsaProtectedConfigurationProvider'. Error message from the
provider: The RSA key container could not be opened. (c:\inetpub\passwordstate\web.config line 10)

Fix:

You must run the command prompt as administrator when performing the encryption/decryption tasks. le,
right click the command prompt shortcut, and select “Run as Administrator”

Issue 2:

If you try to decrypt a web.config file on any other machine that it was originally encrypted on, then you will
get the following error:

Failed to decrypt using provider 'RsaProtectedConfigurationProvider'. Error message from the
provider: Error occurred while decoding OAEP padding. (c:\inetpub\passwordstate\web.config line
10)

Fix:
You must decrypt the file on the same server where it was encrypted. If this isn’t possible due to a server
failure, you will need to rebuild the web.config file by following the section “5.1.3 Rebuilding the Web.config

File” in the Security Administrators manual:
https://www.clickstudios.com.au/downloads/version9/Passwordstate Security Administrators Manual.pdf

Issue 3:

If you have encrypted your files, but you are still getting warnings when logging into Passwordstate stating
that your web.config file are not encrypted like the following example:

| = PASSWORDSTATE

Passwordstate Configuration Files Alert

It has been detected that one or more configuration files for Passwordstate have not been encrypted, as per best practise
recommendations in the install guides.

Please review
below - https://w

follow these instructions to encrypt the appropriate sections of the files, based on the Host and File Names given
ww.clickstudios.com.au/downloads/versiond/Encrypt_Passwordstate_Config_Files.pdf

Host Name Server Role File Names Site Location
webserver04 Primary Server web.config Internal
webserver04 Passwordstate Password Reset Portal web.config Internal
webserver0d App Server web.config Internal

Okay



https://www.clickstudios.com.au/downloads/version9/Passwordstate_Security_Administrators_Manual.pdf

Fix:

There are several suggestions below that can help with this:

1.
2.

Notes:

Ensure your Passwordstate Windows Service is started on the server

Check the Application Event logs on your server and look for any errors related to the Passwordstate
Windows Service. If you find any errors and are unsure what they mean, forward to Click Studios
Support for analysis

Check the identity of the account that your Passwordstate Windows Service runs under. By default,
it runs under an account called “Local System”. Whatever account you find assigned to your
application pools, ensure that it has read permissions to the
C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys folder on the server.

Ensure both the appSettings and connectionStrings sections of the web.config file are encrypted.
If only the connectionStrings section is encrypted, but the appSettings section is not, then the pop-up
warning will still alert you when you log into Passwordstate.

If the pop-up warning is related to your High Availability site and it is running in Passive mode (read
only), ensure the Base URL under Administration -> System Settings -> Miscellaneous page is
correct.

Again, if the warning if for the High Availability website and you have that site running in Passive
mode, check the API on the primary website is functioning correctly. You can test this by logging
into that primary site, and try generating a random password from the password generator feature up
the top right-hand corner of your page. If a random password generates, then the API is working.

On the Administration -> Authorized Web Servers page, ensure you have only one server that
has the Primary Server Role. You should have only one server on this page that has the role. If
you don’t have any servers with that role, edit the appropriate server and assign the role to it, and
the restart the Passwordstate Windows Services on that server

Try restarting the Passwordstate Windows Services, and this should query the files again to see if
they are encrypted.

The Passwordstate Services will check the web.config files to see if they are encrypted each time
they are started, or they will automatically check once per day

If this troubleshooting section does not help, please log a support call with Click Studios who will do
a number of checks on your system. Make sure you mention which files are being reported as not
being encrypted: https://www.clickstudios.com.au/support.aspx



https://www.clickstudios.com.au/support.aspx

